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Copyright, Trademarks & Disclaimers

Copyright
© 2018 Milestone Systems.

Trademarks

XProtect® is a registered trademark of Milestone Systems.

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer

This document is intended for general information purposes only, and due care has been taken in its
preparation. Any risk arising from the use of this information rests with the recipient, and nothing herein
should be construed as constituting any kind of warranty. Milestone Systems A/S reserve the right to make
adjustments without prior notification. All names of people and organizations used in this document's
examples are fictitious. Any resemblance to any actual organization or person, living or dead, is purely
coincidental and unintended. This product may make use of third-party software for which specific terms
and conditions may apply. When that is the case, you can find more information in the file
3rd_party_software_terms_and_conditions.txt located in your Milestone surveillance system installation folder.
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Version Compatibility

Matrix
Here is the compatibility matrix between Lenel OnGuard and Milestone XProtect.

i Please verify the version of Lenel OnGuard you are running against this compatibility table. Milestone
« )\ always recommends that you run the latest versions of both OnGuard and XProtect

Lenel OnGuard XP 2016 R3 XP 2017 R1-R3 XP 2018 R1 XP 2018 R2 XP 2018 R3
7.0 uU* U* u* u* U*
71 S S S S S
7.2 S S S S S
7.3 S T S T S
7.4 S S S T S

*OnGuard 7.0 is end-of-life and no longer supported or maintained

T: [Tested] Integration is fully tested and supported on these versions
S: [Supported] Integration is fully supported on these versions
U: [Unsupported] Integration may or may not exist but is not supported/maintained on these versions

XProtect Version details

Version Version Information

While these versions of XProtect remain compatible with the XProtect Access Lenel OnGuard
XProtect 2016 R1-R2 integration, they do not however support user privileges and alarm acknowledgement functionality.
Milestone does not recommend using these versions of XProtect for the Lenel OnGuard integration
XProtect 2016 R3 First version to add support for Alarm Acknowledgement in Lenel OnGuard
XProtect 2017 R1-R3 These versions are fully supported*
And 2018 R1-R3

*XProtect Free Editions of Go, Essentials and Essentials+ are NOT supported

Lenel OnGuard Version details

Version Minimum update = Version Information
/ patch level
This OnGuard version is end-of-life from Lenel and is no longer supported.
OnGuard 7.0 7.0.1107.0 gersupp
Milestone follows the support lifecycle of Lenel OnGuard for the integration.
Make sure OnGuard is on at least version 7.1.481.74 or 7.2.269.67. Some bugs
OnGuard 7.1 7148174 j i f ) . : J
in DataCondulT prevent the integration from working on older versions of 7.1/
OnGuard 7.2 7.2.269.67 P 9 9
7.2
OnGuard 7.3 7.3.345.0 These versions are fully supported
OnGuard 7.4 RTM 7.4.457.0

OnGuard 7.4 Update 1 7.4.457.69 OnGuard has issues detecting I/Os on OSDP connected readers.
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Hardware Support

The following Lenel OnGuard panels have been tested and are known to be supported.

Verify your installation’s panel model numbers against this list, if one of your panels is not contained in this
Z ] 5 list, please contact your integrator and/or Milestone support to verify compatibility

Panel Model | Description Panel Model | Description

LNL-500 Intelligent System Controller LNL-1300 Single Reader Interface Module
LNL-2220 Intelligent Dual Reader Controller | LNL-1100 Input Control Module
LNL-1320 Dual Reader Interface Module LNL-1200 Output Control Module

Scalability

The scale testing section depicts the latest test setup run at the Lenel certification labs and expresses the
scale and performance metrics that can be expected of the integration

Lenel OnGuard Certification Tested Setup

Events Handled

Type of Device Count
Panel 1927
Door 1031
Reader 1031
IOModule 14
Input 2074
Output 2055

Card Holders

44544

This integration has been tested against 15,000 events from Lenel OnGuard in both DataCondulT and
OpenAccess modes. For more about supported events, see Milestone-ACM-Lenel-OnGuard-Events.pdf

DataCondulT OpenAccess
Number of events sent from OnGuard 15,000 15,000
Time to send 15,000 events by OnGuard 3 minutes 11 minutes
Number of events received in XProtect 15,000 15,000
Time to receive 15,000 events in XProtect 4 minutes 26 minutes
Nb of events that had associated alarms in XProtect = 10,200 10,200

Event Throughput from OnGuard to XProtect

Alarm Generation Throughput (XProtect)

XProtect Version

XPA Version

Lenel OnGuard Version
Test Date

15,000 evts / 4 mins
62.5 events / second
10,200 alarms / 4 mins
425 alarms / second
2018 R2

3.0.18262

7.4.457.69

September 20, 2018

15,000 evts / 26 mins
9.61 events / second
10,200 alarms / 26 mins
6.5 alarms / second
2018 R2

3.0.18262

7.4.457.69

September 19, 2018
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General Description

Introduction

This document describes specifics to the XProtect Access (XPA) integration between Milestone XProtect and
the Lenel OnGuard access control (AC) system. This integration supports the following standard XProtect
Access (XPA) features:

e Retrieve configuration from the Lenel OnGuard AC system, e.g. doors and event types
e Receive AC event streams and state changes from the Lenel OnGuard system

e Get/Search cardholder information with picture association

e Create alarms in alarm manager based on AC events.

e Alarm state synchronization between XProtect (2016 R3 or greater) and Lenel OnGuard when the alarm is
acknowledged in XProtect. Alarm acknowledgment synchronization when the alarm is acknowledged in
Lenel OnGuard is not implemented due to the lack of support for this feature in the OnGuard SDK.

e Association of access control events to cameras for simultaneous display of events and video
e Select and categorize the events the user wants to view from the Lenel OnGuard system

e Trigger rules or actions based on access events — e.g. start recording, go to PTZ preset, display access
request, send camera to matrix and system actions such as activate output or trigger manual event. With
XProtect Corporate and Expert this functionality is extended to full use of the event as a triggering
mechanism for the rules system.

Solution overview

XProtect Management Serve Lenel OnGuard Server Machin

Milestone.Host Lenel OnGuard

Process (milhost.exe) DataCondulT
Services

Xprotect Event Server

Process Service
Lenel OnGuard
IS . HTTP REST AP Openforess
erver MIP Plugin ACM Server peni
SIGNALR Events ervices

Plugin

—
Sta rt/Stop Event.Serwc.e L | Lenel ACM
Create Plugin Configuration Server Plugin
Copy Plugin Binary Files L ¢

ACM Server Wizard

The solution provided is split in 3 components:
1. The "ACM Server MIP Plugin” that runs in the XProtect Event Server (Milestone. ACMServer.MipPlugin.msi)
2. The "ACM Server” that runs on the Lenel OnGuard server (Milestone. ACMServer.msi)

3. The "Lenel OnGuard ACM Server Plugin” that runs on the Lenel OnGuard server
(Milestone.ACMServer.LenelOnGuard.msi)
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Prerequisites

Time Synchronization
All servers (i.e. the Lenel OnGuard and Milestone machines) must be time-synchronized to within a couple of
minutes of one another. See Kerberos V5 time skew recommendations here.

SQL Server: Configure Lenel OnGuard SQL for remote connections
These instructions are here to help setup a SQL server instance to enable remote connections so that the
Lenel OnGuard integration can connect to the database. They are not meant to replace the knowledge of a
trained SQL Server administrator, only to provide a method of enabling remote connections on SQL Server.
The following assumes that SQL Server is using its default ports.
1. Make sure that the SQL Server Browser service is started on the server.
a. Use the Windows Services Ul to start the Browser service if it's not running.
2. Make sure that you have configured the firewall on the server instance of SQL Server to open ports
for SQL Server and the SQL Server Browser port
a. In Windows Firewall with Advanced Security, create two new inbound rules:
i. Enable incoming port UDP on port 1434
ii. Enable incoming port TCP on port 1433
3. Use the SQL Server Surface Area Configuration tool to enable SQL Server to accept remote
connections over the TCP or named pipes protocols
a. InsSQL Server Configuration Manager:

i. Enable TCP/IP protocol for port 1433
Sql Server Configuration Manager

File Action View Help

e 5| Ei|

48 saL Server Configurstion Manager (Local) Protocol Name Status

B SQL Server Services X || W Shared Memory  Enabled
_E 50L Server Network Configuration (32bit) ~

&1 501 Native Client 11,0 Configuration (21| 1 omed Piees
ative Client 11.0 Configuration

= TCP/IP Enabled

v ﬂ SOL Server Metwork Cenfiguration Ly nave

E‘r‘ Protocols for MSSOLSERVER TCP/IP P . 2 %
& 5O Native Client 11.0 Configuration /1P Properties !

Protocol  IP Addresses

El ip4 A
Enabled No o
IP Address feB0::9dad: cb3b:ddef:e090e4d
TCP Dynamic Parts
TCP Port

B p2
Active Yes
Enabled Mo
IP Address 172.28.152.179
TCP Dynamic Ports
TCP Part 1433

Bl p3
Active Yes
Enabled Mo
IP Address a1
TCP Dynamic Parts
TD Dot 14 %

Active

Indicates whether the selected IP Address is active.

Cancel Apply Help

4. Restart the SQL Server database server.


https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/maximum-tolerance-for-computer-clock-synchronization
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.NET Framework: Installation on Lenel OnGuard Server machine

.NET Framework 4.5 must be installed on the Lenel OnGuard server machine (dotnetfx45_full_x86_x64.exe).
This is mostly for older OS editions, anything above Windows 8 and Windows 2012 Server will have it already
installed as part of the OS. Milestone recommends that you use Microsoft Windows Server Editions of the
Os.

Milestone XProtect®: License Options
The customer must have Milestone XProtect Access enabled (1) and the appropriate number of doors (2) in

their XProtect SLC. See the management client license screen for more details.
Installed Products

Product Version Software License Code Expiration Date Milestone Care Plus Milestone Care Premium
XProtect Corporate 2018 R2 Test MO1-C01- 6/19/2019 NIA N/A
Milestone XProtect Smart Wall MO1-PO3- Unlimited Unlimited
Milestone XProtect Access M01-P01- 6/18/2019 6/18/2019
1
License Overview - All siles License Details - All Sites...
License Type Activaied
Hardware Device 13 outof 25
‘Access control door 7 outof 29 2

Milestone XProtect®: Event Server machine DNS / Name resolution

The machine running the Milestone XProtect Event Server must have network name resolution such that it
can resolve the computer name of the Lenel OnGuard Server machine (e.g. DNS, manual host file entry, etc).
The Lenel OnGuard Server machine must also be able to resolve the Milestone machine.

Milestone XProtect®: Smart Client Profiles
If you customize/add Smart Client Profiles, you need to include Access Control — Show access request
notifications = Yes (default setting) if you want your users to see Access Control notifications.

File Edit View Action Tools Help

H9 9
Site Navigation T B[Froperiics I
= g WINTFIAKEGTGKC - (100 | ~ || = 2 Smart Client Frofiles (sorted by p || Smart Client profile settings - Access Control
={I} Basics £ Default Smart Client Profile. [ Tl Setting Locked |

E License Information
: Site Information
E}-ﬁ Remote Connect Service
[ Axis One-click Camer,
L:J"I] Servers
:ﬁ Recording Servers
: ﬂ Failaver Servers
=% Devices
b Cameras
& Microphones
@ Speskers
N Metadata
oo Input
() Output
=E3 Client
BB Smart Wall
View Groups
£ Smart Client Profiles
E Management Client P

I Matrix
< o m >
Site Navigation | Federated Site Hier [ < m > ‘ﬂ Info Iﬂ General |°n Advanced I‘Tl‘t Live I‘ Playback I'ﬁf‘xﬂm I@ Export I‘_— Timeline [El’ Access Contral QWE‘ <

Show access request notifications Yes v O

w
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Lenel OnGuard: License Options
To enable the integration to work in either DataCondulT or OpenAccess connection modes the following
license options must be enabled in the Lenel OnGuard license:

Type of Connection Lenel OnGuard License Options Needed
DataCondulT Maximum Number of DataCondulT Clients (SWG-1140) must be >=1
OpenAccess Maximum Number of Open Access Clients (ITM-MLST-001) must be >=1

Lenel OnGuard: Mandatory Windows Services
The following Windows services must be running on the Lenel OnGuard machine:

Lenel OnGuard Windows Service Name Description
LS Communication Server Required for the hardware to communicate with the Lenel OnGuard system
LS Linkage Server Required for event handling

For DataCondulT
LS DataCondulT Service Required for our integration to use the Lenel OnGuard DataCondulT API
For OpenAccess

LS OpenAccess Required to interface the Lenel OnGuard system web service-based API
OpenAccess (REST/JSON web service)

LS Web Service Required to interface the Lenel OnGuard system web-service-based events
with OpenAccess (SignalR)

Lenel

OnGuard: Generate software events settings
Gereral System Options  General Asset Opticrs. Wb Appbcatiors. Clent Update  Hardware Seftngs  Art-Passback  Bometrics  User Commands [ |*

Lisgy 6 snthenzation waeming Passviond options
Nane - Ted A Enforce strong passwords
DrataCondulT service FIFS mode:
] Generate software events [ Enaible FIPSmode controlier encryption
\ Configuration Dowrload Senvics host
Set for DataCondulT [ - T
Mantodng Massage Broker Serncs host
12 Number of days to save queved events [BHALENELOZ [—
[ Speciy monor rone assgrments
M Server host ?omr\cwslmt )
.BP-H.EHEL-E\E‘ _EHALENEL-QZ' | EBrowas.
A Gerernte software events
5et to Lenel OnGuard Server Machine Set for OpenAccess
oK, Cancel Help... Claze

Under Administration, System Options:

1. To use a DataCondulT connection, check the DataCondulT Service and Generate Software Events
checkbox.

2. ForaLenel OnGuard version greater than or equal to 7.4 using OpenAccess, check the OpenAccess Host
and Generate Software Events checkbox.

3. Set the Linkage Server Host to the Lenel OnGuard server's machine name.
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4. Set the Message Broker Service Host to the Lenel OnGuard server's machine name.

Lenel OnGuard: Create Single Sign-On (SSO) Directory
These instructions are not meant to replace the knowledge of a trained Lenel system administrator. They are
here to enable the basic setup of an authentication directory and SSO user so that the integration can

connect to the Lenel OnGuard system.

/V\  Fora Lenel OnGuard Enterprise system, you can only create directories on the master server.

Using the Lenel OnGuard System Administration app:

Select Administration -> Directories from the application menu

Administration  Access Control  Monit

Cardholders...
Visits...
Assets...

Reports...

Card Formats...

Badge Types...

| DIIECtOrIES...I\

I Users...

DataCondulT
For DataCondulT support, the single sign-on ac-
count MUST be a “Windows Local Account”.

Directories

Name Type
#FBHA-LEN... Windows Local Accounts

General  Authertication

Mame:
BHA-LENEL-A

Type:
Windows Local Accounts

Hostrame:

BHALENEL-A Browse...
Enable single sign-on

OpenAccess

For OpenAccess support, the single sign-on ac-
count MUST “Allow manual signal sign-on” as

shown below.

Directories

Hame Type
icustdev.us  Microsoft Active Directory

General ' Authentication  Advanced

Name:

custdev.us

Type:
Microsaft Active Directory

Domain:

-
[Juse ssL

Port:

389

Start node:

|dc=custdev. de=us

Enable single sign-on
Allow manual single sig-on

C If you are creating a Directory of a type other than "Windows Local Accounts” (e.g. LDAP, Active
¢ \ Directory), ensure that the SSO user is a member of the Local Administrators group.

i \ If you are using OpenAccess on Lenel OnGuard 7.4 Update 1 or lower, ensure that the SSO ac-
s _\ countis a windows local account (Bug Reference # from Lenel).
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Lenel OnGuard: Create Single Sign-On (SSO) User

These instructions are not meant to replace the knowledge of a trained Lenel system administrator. They are
here to enable the basic setup of an authentication directory and SSO user so that the integration can
connect to the Lenel OnGuard system.

Select Administration -> Users from the application Add a new user.

menu in System Administration
Administration  Access Control  Manit

Cardholders...
Visits...
Assets...

Reports...

Card Formats...

Badge Types...

Directories..,

Users...

[T T

General tab -- Be sure that "Access to this system is Directory Accounts tab -- Link the user to the di-

disabled” is NOT checked. rectory user from the directory created above.
General Directory Accounts Intemal Accourt  Permission Groups General  Directory Accounts  Intemal Account  Permission Groups

First name: =
| MName User Mame  Directory

|Bﬁan

Last name:
= |

Notes:

Created: Last changed:

10/9/2018 5:12:06 AM 10/9/2018 10:21:41 AM

Last Successful Login:

10/9/2018 10:02:33 AM Link... | Unlirk:

| [] Access to this system is disabled |

HAutomatically created user
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In the Select Account dialog, Select Directory from Once selected the Lenel OnGuard user account is
drop-down, click Search, select a Windows user in linked to the corresponding Directory account
Accounts then click OK. General ~ Directory Accounts  Intemal Account  Permission Groups

Select Account X Name User Mame  Directory -

Directary: Q’Brian Hayes bha custdev.us

cuztdey.us ~

Field: LCondition: Walue:

M ame ~ || contains ~ ~ |

Accounts:

=
MHame Uszer Mame E-mV
| € & dmirishator Administrator

rq Erian Hayes bha
¥ Ueraulidccount Uefaulbccount

€ Guest Guest
€ kibtot kibtgt | k. || unink
ﬂ Kiaogao Gao wiangao

€7 wtian Beckst wliar

[1]3 |[ Cancel

Internal Account tab Permission Group tab
- Make sure that the “User has internal ac- Assign the following permission groups:
count” checkbox is checked. System = System Admin
- Enter login credentials. ) Cardholder = Cardholder Admin

General  Directory Accounts  Intemal Accourt  Permission Groups Monitor = Monitor Admin

[ User has intemal accourt Reports = Full Access

User name. Field/page = View/Edit All Fields

|BH m | General Directory Accounts. Intermal Account Pemnission Groups
System:

Password: [ AR ]
System Admin ~

SENORRRRRRERERRRREN | .
Cardholder:

Corfi rd:

o passwe Cardholder Admin \I'}

|................... |
Manitar:
Manitor Admin w
Reports:
<Full Accesss ~
Field/page:

View/Edit All Fields v
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Lenel OnGuard: Enterprise Configurations
If the Lenel OnGuard system is part of an Enterprise deployment, the Enterprise system must be correctly
configured and functioning before setting up the integration. Each Lenel OnGuard Region of an Enterprise
system must be independently connected through XProtect Access (XPA) to each Milestone XProtect Site of
a Federated system.
Lenel OnGuard Enterprise scenarios require that each regional Lenel OnGuard installation has a
A maximum of one corresponding Federated XProtect site that connects to it. Each XProtect site,
for performance reasons, should never have more than one Lenel OnGuard region connected.

»= Xprotect Federation r====eeececceces  4eecee= |ane| Enterprise =========
I o
Site #1
[
Master f—

”lo'
4]
=
o
*
N

Region #3

ONE-TO-MANY
NOT SUPPORTED

Master

Xprotect
Federated Client

fecccccccccccccccccccccccccca] “feccccccccccccccccccccccccccccan
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Installation

The installation package consists of three independent installers:

1. Milestone. ACMServer.msi: Installer for the ACM Server
— Installed on the Lenel OnGuard server machine

2. Milestone. ACMServer.LenelOnGuard.msi: Installer for the Lenel OnGuard ACM Server plugin
— Installed on the Lenel OnGuard server machine, after the ACMServer.

3. Milestone.ACMServer.MipPlugin.msi: Installer for the XProtect Event Server ACM MIP Plugin
— Installed on the XProtect Machine that hosts the Event Server Windows service

Please install them in the order specified above, following completion of the prerequisites section.

MUST BE
SAME VERSION

Protect Management Serve Lenel OnGuard Server Machin

Milestone.Host Lenel OnGuard

Process (milhost.exe) DataCondulT
Services

Xprotect Event Server
Process ‘ Senmvice Lenel OnGuard

N A e OpenAccess

Services

Plugin

Lene’

Start/Stop Event Service ]
Create Plugin Configuratiol Servi
Copy Plugin Binary Files |

lugin
—

ACM Server Wizard

It is mandatory that the same version of the Lenel OnGuard ACM integration be installed on both the
XProtect and Lenel OnGuard machines.
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ACM Server Installation

Double-click to install, you should see a screen
similar to the following:

{& Milestone ACM Server Setup

Setup Wizard v

The Setup Wizard will install Milestone ACM Server on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

Back

Cancel I

If using DataCondulT, you must enter the SSO
credentials that will be used for the DataCondulT
connection to Lenel OnGuard.

Enter the credentials for the ACM Server to run as e open clatiom company

[JRun as LocalSystem

Domain: [coo-onguarD72
User Name: [administrator
Password: [eesernee |

Confirm Password: “ bbb ‘

Press next and you will now be able to select the
installation path, it is recommended to use the
default as displayed:

i& Milestone ACM Server Setup

Please select a destination folder:

Install Milestone ACM Server to:

[c:tprogram Files (xB6)\iestone ACM Server}

Back Cancel

Install progress...

0 etup — | X

e apen piatiom campany|

Please wait while the Setup Wizard installs Milestone ACM Server.

Back I [dext

Press next and you are now ready to install, if you
are satisfied with the selected options, press install
to continue:

estone A erver Setup =] 3
e apen ciatom campany
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit izard,
Back Cancel

You have successfully installed the ACM Server:

|
{& Milestone ACM Server Setup = (O]

Co ted the Milest
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Caricel

@ milestone
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ACM Server Credentials

If you need to verify and/or modify the credentials the ACM Server service will be running as for DataCon-

dulT connections do the following:

1- Open Windows Services, right-click properties on the Milestone ACM Server entry

L Services
File Action View Help
e | FEa:E Bl m 0

- [m]

*

& Senvices (Loca) |[721 Services (Loca)

Extended [ Standard //

Opens the properties dialog box for the current selection.

Milestone ACM Server Name Description  Status

onth & Microsoft Passport Container Manages lo...

top the service &

Restort the cemmice & Microsoft Software Shadow... Manages so..

= &) Microsoft Storage SpacesS... Host service..
1 \jilestone ACM Server Running
G Mozilla Mainter Start
EhNetTepPortsh  gop
ok
& Netlogon T .. Running
ChNetwork Conne . Running
£ Network Conne esume
G} Network Conne  Restart .
GNetworkListSe  ajl Tasks 5 . Running
&) Network Locati . Running
) Network Setup Refresh .
£k Network Store | Properties « Running
1 it 1o Iy

Startup Type

Manusl (Trig...

Manual
Manual
Automatic
Manual
Disabled
Automatic

Manual (Trig...

Manual

Manual (Trig...

Manual
Automatic

Manusl (Trig...

Automatic
Nicahled

Log On As
Local Service
Local System
Network Service
custdev.us\bha

Local System
Local Service
Local System
Local System
Local System

Local System
Local Service
Network Service
Local System
Local Service

|ocal Sictem

Help

2- Go to Log On tab, select “This account”, and enter/change the SSO credentials that will be used for
the DataCondulT connection to Lenel OnGuard. You should only need to do this in case you need

to modify the credentials specified at installation time.

Milestone ACM Server Properties (Local Computer)

Genemlovery Dependencies

Log on as:

(O Local System account
Allow service to interact with desktop

(®) This account: |Cu5tdev us\bhal |
Password |............... |
Confim p rd:  |=e .

Corcel

Browse...

Apply

X
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ACM Server: Lenel OnGuard Plugin Installation

Copy the "Milestone. ACMServer.LenelOnGuard.msi” | There are no configurable options in this installer.
file to a temporay folder and double-click to install, | When you are ready, press install.

ou should see a screen similar to the following:

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

The Setup Wizard will install Milestone ACM Server:
Lenel d Plugin on your computer. Click Next to continue
or Ci exit the Setup Wizard.

bk || weel | [ conce
[ oo [wee | [Ccace ]
The Lenel OnGuard plugin automatically detects
the presence of both the Lenel OnGuard server and
the pre-installed ACM Server. If either is missing it
will refuse to install.
Install progress... You have successfully installed the Milestone ACM

Server Lenel OnGuard Plugin

Please wait while the Setup Wizard installs Milestone ACM Server: LenelOnGuard Plugin.

Status: Updating component regist: Click the Finish button to exit the Setup Wizard.

Back " Next | ‘ Cancel

Back | Finish | ‘ Cancel
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ACM Server: Lenel OnGuard Plugin Post-Installation

You can verify that the Lenel OnGuard Plugin is installed and loaded from the logs below:

n FENn-|

Home Share Wiew

|| I3\ ProgramData\VideoOS\ServiceHost\logs v‘ O| ‘ Search logs

| VideoOS ~ Name Date modified

| ServiceHost
| AssemblyScanner-wW12-ONGUARD-LAB.L..  5/11/2016 11:22 A..

| logs E' =

) | VideoOS.ServiceHost-W[12-ONGUARD-L..  5/11/2016 11:22 A..
| Services
v < n

b LI N K AL T L

2 items 1 item selected 1.59 KB

E VideoOS.ServiceHost-W12-ONGUARD-LAB.log - Notepad —a] x |
File Edit Format View Help
11:22:17 Services Manager Dependency Resolver: Looking for VideoOS.ACMServer, ~

Version=1.0.0.8, Culture=neutral, PublicKeyToken=86812e601a776167...

11:22:17 Services Manager Dependency Resolver: Found C:\ProgramData\VvideoOs
\ServiceHost\Services\VideoOSACMServerservice\Video0s.ACMServer.dll that matches
assembly name videoOS.ACMServer T
11:22:19

11:22:19 Found 1 ACM Server Plugins:
11:22:19 - Lenel OnGuard - 121cbe86-bf5b-4465-9980-4115334c83c1
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ACM Server: XProtect ACM MIP Plugin
Copy the "Milestone. ACMServer.MipPlugin.msi” file to a temporay folder on the server where the XProtect
Event Server is installed (in a typical deployment, this is the XProtect Management Server) and double-click

to install. You should see a screen similar to the following:

l? Milestone ACM Server: MIP Plugin Setup !Em

‘Welcome to 4 e ¥
MIP Plugin Setup Wizard

The Setup Wizard will install Milestone ACM Server: MIP
Plugin on your computer. Click Next to continue or Cancel to
exit the Setup Wizard,

Cancel |

The installer will detect the presence of the XProtect Event Server on the machine and will refuse to install if it
cannot be found. It is recommended to leave the default install path as displayed below and press next.

1
,§ Milestone ACM Server: MIP Plugin Setup !E m

Back

a.ci ination folder:

Install Milestone ACM Server: MIP Plugin to:

|C:\Program Files (x86)\Milestone ACM Server MIP Plugin),

Change... |

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Cancel |
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Installation progress...

|‘n Milestone ACM Server: MIP Plugin Setu

Please wait while the Setup Wizard installs Milestone ACM Server: MIP Plugin.

Status:

I

Back: [dext
You have successfully installed the ACM MIP Plugin for ACM Server
|§- Milestone ACM Server: MIP Plugin Setup |_ (O] %] |

MIP Plugin Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Caricel

MIP Plugin Upgrades
e IMPORTANT — Always upgrade both the ACM Server and Lenel OnGuard ACM plugin on the Lenel
OnGuard machine before upgrading the MIP Plugin. We distribute all the installers with every new
Lenel OnGuard ACM release.
e Automatic MIP Plugin upgrades of configured and installed instances in the Management Client are
supported for all versions of the Lenel OnGuard ACM integration.
e Simply run the MIP Plugin installer; it will upgrade any installed ACM Servers.
e After running the MIP Plugin installer, for each ACM instance in the Management Client:
o Set the ConnectionProfileName property to the name of the ACM Server machine. Press
Save to save the configuration change.
o Click Refresh Configuration to update the configuration.
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&

# dit View Action Tools Help

-«

S~ M arigation ~ 0 X Access Control w» O Access Control Information - 1

NE| Rules ~ |l =-&] Access Control
PhJime Profiles 4] ILenel General settings
[ Naification Profiles

Enable:
!‘ User-Sefined Events Name: Lenel
T Analytics Eyents Desu'i-pﬁon'

Generic Everitg

=@ System Dashboard
D Current Tasks
@ System Monitor
:§ System Maonitor Thresholds
- Evidence Lock
m Configuration Reports DbMachineName: USCUSTOMDEVD4

Lenel OnGuard-OnGuardAemServer (Wersion: 1.0.17132.3, 1.0.17132.03)

Refresh Configuration...

== Server Logs DblnstanceName:
System Log DbName: AccessControl
=] Audit Log = Dblsertiame: sa
~[=] Rule Log DbPassword: LLLLLLLL)

[Eﬁ Access Control

[_} Transact DblUsesIntegratedSecurity: [
: Transaction sources Bezceriunsl piienel a
Transaction definitions ConnectionProfileName: USCUSTOMDEVD4
E}-\-; Alarms
b4

< | m [ >
Site Navigation | Federated Site Hierarchy | ﬁ General Settings | —2 Doors and Associated Cameras | Q( Access Control Events | r,ya Access Rl ¢ | »
=

Upgrading will result in the following negative side-effects:
e Smart Client event history will be lost.

e Rules based off events and configured Lenel OnGuard hardware will no longer function. Rules based off
the default access control event categories will not be affected and will continue to function.

e Custom event category assignments will be lost. The custom category will still exist; the user will just have
to re-assign the category to events in the Management Client.

Lenel OnGuard Configuration

Configure to run as Lenel OnGuard Single-Sign-On Account
The Lenel OnGuard Plugin installer has already configured the ACM Server to run as the single sign-on
account. You only need to do the following if you need to change the ACM Server's credentials.

On the Lenel OnGuard server machine, click the Windows Start menu and type “services”. Right click Services
and select “"Run as administrator”.
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Search

Everywhere -

SErvices

Pin to Start

Pin to Taskbar

Open in new window
Run as administrator

Open file location

Right-click the Milestone ACM Server service and select Properties:



24 Milestone XProtect Access: Lenel OnGuard User Manual ‘ milestone

File Action View Help
e [FEc= Hm » = np

% Services (Loca

rFs

Milestone ACM Server Mame Description  Status Startup Type  Log On As
;LS Site Publication Ser... This service .. Manual Local Syst...

Stop the service LS Video Archive Server The Video .. Manual Local Syst..

Restart the service : Microsoft iSCSI Initiat.. Manages In... Manual Local Syst...
2 Microsoft Software Sh.. Manages so... Manual Local Syst...
% Microsoft Storage Sp.. Host service... Manual Metwork S...
*3 Milestone ACM S ginning  Automatic

£ Multimedia Class Start Manual Local Syst...

ZNetTcp Port Shal | ~1°P Disabled Local Servi..

% Netlogon rause Manual Local Syst...

2 Network Access | i Manual Network 5...

i Network Conneci Restart— Manual Local Syst...
;. Network Connecl Al Tasks Manual (Trig.. Local Syst...

22 Network List Sery Refresh Manual Local Servi...

£ Network Locatio Properties Automatic Network S...
;. Network Store In

5 Nimtimize drivas Helns The hannal | niral Swet

Help Automatic Local Servi..

Extended  Standard /

Click the “Log On" tab, select “This account”, and enter the credentials of an admin user on the local
machine. Note that this admin user must be linked to a Lenel OnGuard Directory that is configured for single
sign-on (see above for configuring single sign-on).
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General | Log On |Recovery | Dependencies

Log on as:

() Local System account
[ ] Allow service to interact with desktop

@ This account: Jdbe

PEEEWDrd: SERRRBBRRRORRRN

Canfirm pEEEWUrd: SRR RRRRRRN

IMPORTANT: Restart the Milestone ACM Server service.

Reducing Permissions

It is not recommended to reduce the Lenel OnGuard Sql Server database permissions of the single sign-on
user since we don't know exactly what the minimum permission set is. If you want to reduce the single sign-
on user permissions, contact Lenel OnGuard Support.
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XProtect ACM MIP Plugin Configuration

ACM Server Wizard

Once all three installers have been setup (see Installation section), it is now time to configure and install the
ACM MIP Plugin in the XProtect Event Server. This configuration and deployment is handled by a wizard
tool that was installed with the XProtect ACM MIP Plugin package. In the start menu you will find the

following:

) Internet Explorer >

& @ ‘ ° }
Command Prompt -

) Administrator
-~ '] Notepad

Documents
@ XProtect Management Client 2014

Computer

llestone ACM Server Wizard

Network

Control Panel

Devices and Printers
Administrative Tools >
Help and Support

Run...

» All Programs. Windows Security

B _Logoff |»

| Iearch programs and fils

Search

Everywhere -

s Server Wizard

Milestone ACM Server Wizard

Installing an ACM Server

@ Internet Explorer
@B Microsoft Security Essentials
1 windows Update
7-Zip
Accessories
Administrative Tools
Google Chrome
Maintenance
Microsoft SQL Server 2008
Microsoft SQL Server 2012
Milestone.

@ Milestone ACM Server Wizard

Administrator

Documents

Computer

Network

Control Panel

Devices and Printers

Administrative Tools »

Help and Support

Run...

4 Back

Windows Security

Search programs and files

L@ Log off | ¥

Once you start the wizard application you will see the following:
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ACM Server Configuration Wizard

Welcome

This wizard will allow you to configure connections to
the ACM Servers:

- It will allow you to add/remove a connection to an existing ACM
Server

It will allow you to configure an existing connection to an ACM
Server

Once you click next, you will have to provide the IP Address / Machine name of the Lenel OnGuard server on
which the ACM Server package was installed.

ACM Server Configuration Wizard
Add an ACM Server

Please enter the address of an ACM Server you wish to connect to:

ACM Server Address:
ACM Server Port:

¥ Use S5L

After you have provided the server name/ip address and pressed next, you should get the following screen
after the software has validated that there is an ACM Server present at that address. The green checkmark
means that it has successfully connected to the provided server name, the red x means that it failed to
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connect to the provided server. The wizard will not allow you to proceed without a valid connection to the
server.

ACM Server Configuration Wizard -
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

USCustomDev(d

192.168.100.134
- Connected

Note that the most common causes of the wizard not being able to connect to the provided server is that 1)
you entered the wrong IP information, or 2) the ACM Server on the Lenel OnGuard machine is not running
with sufficient administrative privileges.

ACM Server Configuration Wizard -
Add an ACM Server

Please enter the address of an ACM Server you wish to connect to:

ACM Server Address: 192.168.100.135

ACM Server Port: 8443

e ; i
¥ UseSsL Incarrect IP information
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ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

[ LI
ACM Serverwas notrunning

Once you have a successful connection, notice that there is a list of checkboxes under the server heading
that represents all detected ACM server plugins installed on that machine. In this case we are looking for
Lenel OnGuard.

ACM Server Configuration Wizard -
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable, Their plugins cannot be modified.

LS CustomDev(d

192.168.100.134

Check the box marked below and press next to install a MIP plugin on this host to connect to the Lenel
OnGuard server identified.
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ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

USCustomDev(d

192.168.100.134
-« Connected

This screen will confirm what actions are going to happen. Once you are rea
ACM Server Configuration Wizard

What is going to happen
The following actions will be performed:

Plugins to be installed:
USCustomDev(d (192.168.100.134)

Install Lenel OnGuard-OnGuardAcmSenver

Plugins to be uninstalled:

Fimish

di to install, press finish.

Once the operations are completed, the wizard will display a green checkmark for successful operations and

a red x for failed operations.
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ACM Server Configuration Wizard

Operations complete

Operations complete

Plugins installed:
UsCustomDev4 (192.168.100.134)

Install Lenel OnGuard-OnGuardAcmSener

Plugins uninstalled:

You have successfully installed the ACM Server: XProtect MIP ACM Plugin.

Uninstalling an ACM Server

To uninstall an ACM Server, simply uncheck the box shown below, click Next, and click Finish.

ACM Server Configuration Wizard
Configure ACM Serveir(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable, Their plugins cannot be modified.

192.168.100.134
y  Connected
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XProtect Management Client Configuration

XProtect Management Client

Once the MIP ACM Plugin is installed and configured on the XProtect Management Server, the Access
Control instance can be created in Management Client by right-clicking on the Access Control Root Node.
| & Milestone XProtect Management Client 2004 |

& Milestone XProtect Management Client 2014

File Edit View Action Tools Help

H9 o<

Site Navigation

Access Control Information

1§ VM-MILESTONE
(1] Basics
E‘ License Information
Site Information

& :_}, Remote Connect Services

B @ Servers

@ Recording Servers

ﬂ Failover Servers
=52 Devices

o Cameras

& Microphones

e Speakers

* Metadata

oo Input

{%Y Auis One-click Camera Connection

trol
Create new...

@ Refresh FS

Access Control:

‘ Enable | Name | Connection Status

| Connection Information

This will pop up a wizard to step you through the access control instance creation process. Type a name for
the instance of the plugin you wish to create and select from the drop-down box the integration plug-in.
Note that you will find a plugin named Lenel-OnGuardAcmServer-{ServerName} where {ServerName} is the
name of the machine where Lenel OnGuard and ACM Server are installed.

Create Access Contral System Integration

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Mame: Lenel 7.3

Integration plug-in:

Lenel OnGuard-COnGuardAcmSenver

K

Next

Caneel

After selecting the plugin, you will have to provide credentials and parameters to configure the connection
to the Lenel OnGuard database server, optimize particular settings, etc.
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Some of these settings only apply depending on your type of access, DataCondulT or OpenAccess.
However, all the properties used for all versions of Lenel OnGuard are shown in the Management Client
wizard.

Create access control system integration

Mame the access control system integration, select the integration plug-in and enter the connection details.

Marne: T4

Integration plug-in: Lenel OnGuard-OnGuardAcmServer

ConnectionProfileMame: USCUSTOMDEVD4
DbMachinehame: USCUSTOMDEVOS
DblnstanceMame:

DbMame: AccessControl

Use the vertical scrollbar to access all

DbUserMame: sa the o

DbPassword: [TTTTYTY)
DbUsesIntegratedSecurity: (|

EventProcessBatchSize: 50
EventProcessSleeplnterval: 5000
OpenAccessMachineMame: USCUSTOMDEVD4
OpenfccessMachinePort: 8080

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: T4

Integration plug-in: Lenel OnGuard-OnGuardAcmServer

OpenAccessPageSize: 100

v
o

OpendccessUserMame:
OpenAccessPassword:
OpenAccessDirectany:
CardHelderProcessSleeplnterval:

-
]
.
.
-

ReaderPollinglnterval:
LivePropertyUpdatelnterval:
DoEventPropagation:
DoProcessStateChanges:

DisableCommands:

g KKK g g g

EventCommandTimeout:
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Properties

General settings

Enable:
MName: [Lenel
Description:
Integration plug-in: | Lenel OnGuard-OnGuardAcmServer (Version: 3.0.18235.2, 3.0.18235.02)
Last configuration refresh: | 82772018 10:49 AM
Ciperator login required:
Connection Profile: | USLT-EHA-01. milestone.dk [=
Database - Host: |EHA-LENEL-03 |
Databaze - Instance: | |
Database - Name: | AccessControl |
Database - User: |=a |
Database - Pazsword: |ensnsnane |
Database - Integrated Security: [
Access Type: | Openficcess v |
Cpenficoess - Host: |BHA-LENEL-03 |
Openficoess - Port: (8080 |
Openfceess - Directony: [ custdev.us |
Openfceess - User: |bha |
Openfcoess - Password: |ansnssnne |
Openfccess - Page Size: (100 |
Options - Event Batch Size: |50 | y
Options - Event Sleep: [ 5000 |
Options - Cardholder Sleep: |60 |
Options - Reader Sleep: [60 |
Options - Property Sleep: |60 |
Opftions - Event Propogation:
Options - State Events:
Options - Dizable Commands:
Options - Datsbase Timeout: |30 "

Below, the properties are listed by access type.
All Access Types

Connection Profile

Database - Host

Database - Instance
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Database - Name

Database - User

Database - Password
Database — Integrated Security
Access Type

Options — Cardholder Sleep
Options — Reader Sleep
Options — Property Sleep
Options - Event Propogation
Options — State Events
Options — Disable Commands
DataCondulT only

Options — Event Batch Size
Options — Event Sleep
Options — Database Timeout
OpenAccess only
OpenAccess - Host
OpenAccess - Port
OpenAccess - Directory
OpenAccess - User
OpenAccess - Password
OpenAccess — Page Size

Property Details

Connection Profile — Should be set to the same as was shown in the ACM Wizard when you added the ACM

server, and may include a domain. For example:



36 Milestone XProtect Access: Lenel OnGuard User Manual ‘ milestone

ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Senuars hinhlinhted in red are unreachable. Their plugins cannot be modified.

|USCustn:|-n1[le1.rﬂ4
| S 100, TUAUL 1T 54

v

The connaction profile name

Database - Host — Name of the computer hosting the Lenel OnGuard SQL Server instance

Database - Instance — Name of the SQL Server instance hosting the Lenel OnGuard Access Control database.
Leave blank to connect to the default SQL Server instance.

Database - Name — Name of the Lenel OnGuard Access Control database.

Database - User — User name to login to the Lenel OnGuard Access Control database.

Database - Password — Password to login to the Lenel OnGuard Access Control database.

Database — Integrated Security — Flag indicating if the Lenel OnGuard Access Control database uses
integrated security. If false, the database user name and password is required.

Access Type — Defines the interface method used to access the Lenel OnGuard system.

Options — Cardholder Sleep — Defines how long the Lenel OnGuard plugin will sleep (in minutes) between
fetching card holders from Lenel OnGuard. Legitimate values are greater than zero. This is here as a safety to
ensure that card holders are kept up-to-date even if card holder modification events from Lenel OnGuard
are not received or missed.

Options — Reader Sleep — Defines how long the Lenel OnGuard plugin will sleep (in minutes) between
fetching door and reader information from Lenel OnGuard. Legitimate values are greater than zero. Lenel
OnGuard doesn't provide notification of certain reader attribute changes (e.g. extended strike time) so this
polling provides a way to force the system to refresh reader information.

Options — Property Sleep — As hardware events are received from Lenel OnGuard, this property defines the
time to wait before updating a device's live properties (e.g. reader mode, device hardware status) (in
seconds) again. Legitimate values are greater than or equal to zero. This property allows tradeoffs to
improve Lenel OnGuard event processing speed. For every hardware event received from Lenel OnGuard,
the Lenel OnGuard ACM integration generates related state change events. These state change events are
very slow to process compared to the raw hardware events; this delay is caused by having to update the
devices' live properties. The smaller you set LivePropertyUpdatelnterval, the more “real time” will be those
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live property values; however, the cost is more cpu usage and slower state change processing. The higher
you set LivePropertyUpdatelnterval, state change processing will be faster due to using the currently cached
values of the live properties; the cost is that state change events may be sent to MIP that contain “stale” live
property values.

Options — Event Propogation — If checked, then applicable events will be propagated to child hardware. For
example, a panel offline event would end up triggering offline events for all the panel’s child hardware (e.g.
readers, alarm panels, inputs, outputs, etc). If not checked, event propagation is not done.

Note that certain functionality is dependent on event propagation. For example, if event propagation is
disabled, a Smart Client reader map icon may not display the correct state when its panel is toggled between
online and offline because we rely on receiving reader online/offline events to keep that up-to-date.

Options — State Events — If unchecked, then state change processing (including propagated state changes) is
disabled. If checked, state change processing is performed and the DoEventPropagation setting is respected.
This property can be disabled to maximize raw Lenel OnGuard event processing speed. Note that
unchecking this property will prevent XProtect Smart Client map icons from showing the current device state.
Options — Disable Commands — This is a setting to enhance security. If checked (the default), then no
commands will be executed. The commands will still be visible in XProtect Smart Client maps and in the Dev
tabs of the XProtect Management Client; however, they will be silently ignored if a user attempts to execute
them. If unchecked, commands will execute as normal.

Options — Event Batch Size — Defines the maximum number of events to process per batch. This is an
approximate number; the actual number could be less than or slightly more than this number due to several
factors — less events available, more events with the same filter criteria, etc.

Options — Event Sleep - Defines how long the event processor subsystem will sleep (in milliseconds) between
batches of events. Legitimate values are greater than zero. The subsystem does not sleep when it finishes a
batch of events if there is another batch of events ready to process.

Options — Database Timeout — Events are fetched from Lenel OnGuard using a direct SQL query. Internally,
there is a timeout for how long to wait to get the results of the query. This default timeout is 30 seconds.
When querying for events from an Lenel OnGuard table containing many (i.e. millions) of rows, the query can
easily take longer than 30 seconds. In that case, the query will fail, events won't get processed, and errors will
be written to the debug log. To prevent failures in this situation, increase the event command timeout (e.g.
240 seconds). Legitimate values are greater than or equal to 30 seconds. Changing this property value has
NO impact on the actual time it takes to perform the query; it only is an attempt to prevent premature
timeouts. It is always better to keep the number of rows in the Lenel OnGuard EVENTS table to a reasonable
amount. Lenel OnGuard provides the capability to archive events; contact Lenel OnGuard Support for help
setting that up.

OpenAccess - Host — Name of the machine hosting the Lenel OnGuard OpenAccess service.

OpenAccess - Port — The port the Lenel OnGuard OpenAccess service is listening on.

OpenAccess — Page Size — The Lenel OnGuard OpenAccess service limits the number of instances returned
for a given query. For example, multiple queries are required if the number of Lenel OnGuard card holders is
greater than the page size. Legitimate values are greater than or equal to 20 and less than or equal to 100.
Performance is better with a larger page size.

OpenAccess - User — The name of an Lenel OnGuard administrative user to use to log into the Lenel
OnGuard OpenAccess web service. This user should have access to all hardware, cardholders, etc in the
system.
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OpenAccess - Password — The password of an Lenel OnGuard user to use to log into the Lenel OnGuard
OpenAccess web service.

OpenAccess - Directory — The name of the Lenel OnGuard directory to be used when loging into the Lenel
Onguard OpenAccess web service. If left blank, the Lenel OnGuard internal directory will be used.

The wizard will now fetch the configuration of the Lenel OnGuard AC system into Milestone.
The screen below is an example of the configuration found on the server:

[N Create Access Control System Integration [x] [N Create Access Control System Integration
ecting to the access control systerr Connecting to the access
Coflecting configuration dat. Collecting configuration data
Configuration successfully received from access control system. Confguratin successfuly received from access control system,
Added: Added:
Doors @ - Doors @ -
Units (@) - Porte Interieure Door #1
Servers (1) o Porte Principale Door 1
Units (9) v
Events (5) v
o . Servers (1) -
s O i VM-SIPASS
States (83) 5 Events (5) ¥
Commands (5) N
Door Grant Access
Door Lock
Door UnLock
Door Disabie
Door Ensble |
Stotes (83) 29
Server
Nl i =
previous | et | _cancel _previows | _next | _cocal |

On this screen an association has to be created between each access point of a door and cameras in the
Milestone system. This is done so that the system will know which cameras to display on door alarms. For
each access point of each door drag a camera from the right tree and place it under the desired access point
to create the association. Note that this can also be configured later in the Milestone Management
application.

[N Create Access Control System Integration [x] (M Create Access Control System Integration
\ssociated cameras Associated cameras
Drag cameras to the access points for each door in the ist, The associsted cameras are used in the XProtect Smart Client when Drag cameras to the access points for cach door in the lst. The associated cameras are used in the XProtect Smart Client when
access control events related to one of the door's access points are triggered. access control events related to one of the door's access points are triggered.
Doors: Cameras: Doors: Cameras
Name A Enabled Ucense | [E 0 wemestone 1 Name « Ensbled License B ) vi-MILESTONE
Porte Interieure Door #1 [ F Jrengmo [ T | = g 0Cmh Porte Interieure Door #1 [ B Jpenting [ T & © Default
 192.168.1.52 - Camera M Bl 192.168.1.52 - Camera 1|
Access point: Porte Interieure Door Reader ™ 192.168.1.54 - Camera Access point: Porte Interieurs Door Reader “ 192.168.1.54 - Camera 1
Drop camera here to associate it with the access point. 192.168.1.52 - Camera 1
Porte Principale Door =1 [ % Jrendng | Porte Principale Door 1 [ & Jeenting | T
L .2 K| 1]
e e previous | mext | cancel

When there is more than one access point per door, you can select the different cameras for the different
angles. You can also select more than one camera per access point:
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(M Create Access Control System Integration

Associated cameras

Drag cameras to the access points for each door in the ist. The associated cameras are used in the XProtect Smart Client when
access control events related to one of the door's access points are triggered.

Doors: Cameras:
[Name « Enabled Liense ® | [I T vm-tiLesTone
| Porte Interieure Door #1 E & Default

192.168.1.52 - Camera 1
Porte Principale Door #1 192°468.4'58 ~Cortera 1
Access point: Porte Principalg

192.168.1.54 - Camera 1 Remove

Access point: Porte Principa
192.168.1.52 - Camera 1

Remove
Drop camera here to associate it with the access point.

T S
Previous | Next | _Cancel

Once all the access point cameras have been associated, the wizard completes.

[N Create Access Control System Integration [<]|

You have successfully completed the access control system integratior

Your XProtect Smart Ciient users can now monitor access control events. See the help system for how to optimize the XProtect
‘Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access control
system.

e |
You can verify that the integration module is now connected by looking at the Access control tree.
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File Edit View Action Tools Help
HY @ei

Site Navigation ~ 0 ¥ Access Control ~ 1 Access Control Information -~ 1

E-{E Rules and Events i Access Control:
Rules

) Time Profiles

[ Notification Profiles
‘ User-defined Events
T Analytics Events

Enable MName Connection Connection
Status Information

Llenel  Connected

=@ System Dashboard
D Current Tasks
@ System Monitor

:: System Maonitor Thresholds
- & Evidence Lock

m Configuration Reports
[—]Eﬁ Server Logs

~[Z] System Log

Audit Log

Rule Log

[P Sccess Control

[—]- Transact

Transaction sources
Transaction definitions
[]--& Alarms

[+ JF MIP Plug-ins

< m [ >

Site Navigation |Federated Site Hierarchy |

Reducing Permissions

In the image above, the DbName and DbUserName fields defined the credentials the Lenel OnGuard ACM
integration uses for read-only access to the Lenel OnGuard database. This section is only about minimizing
the database permissions for this database access.

Since you're considering changing the Sql Server permissions for the login used by the Lenel OnGuard ACM
integration, this section assumes you know how to perform the required steps in Sql Server to create/modify
a login.

We've tested the Lenel OnGuard ACM integration with the following minimal database permissions:

e Has only the “public” server role.

e User mapping to only the Lenel OnGuard AccessControl database.

e Has only the following database roles for the AccessControl database:
e db_datareader
e public

e Has only the “"Connect SQL" securable.
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Personalized Login

Personalized login is an optional feature of XProtect access control plugins. If enabled, when someone logs
into the Smart Client, for each access control instance with personalized login enabled in the Management
Client, the smart client will ask for user credentials. These credentials will be validated against the specific
access control system, and, if valid, will be used to fetch a personalized configuration from the access control
system. The personalized configurations will be used throughout that instance of the Smart Client.

When personalized login is being used, XProtect manages two configurations — a “global” one used by the
Management Client, and, as described above, personalized configurations used by the Smart Client. The
personalized configurations are always subsets of the global configuration. This is necessary to ensure proper
event handling, command execution, etc.

An access control plugin must specifically support personalized login. The Lenel OnGuard ACM plugin does
support it only when running on Lenel OnGuard 7.4 or greater since the Lenel OnGuard OpenAccess API is
required to support it.

Enable/Disable Personalized Login

Enabling/disabling personalized login for a specific access control plugin is done in the Management Client.
The first step is to configure your access control instances as described in Milestone Management Client
Configuration.

For access control instances that support personalized login, XProtect adds an additional property which is
used to enable/disable personalized login for that specific access control instance. If the property is checked,
personalized login is enabled:
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3 Milestone XProtect Management Client 2017 R3
File Edit View Action Tools Help
H9 oef
Site Navigation ~ 0 X Access Control ~ 1 Access Control Information
B Cameras Ml =12 ] Access Control
& Microphones 3] Lenel ACM | General settings
Q Speakers Enable:
* Metadata Name: Lensl ACM
oo Input Descrition:
O Output crption:
=L Client
BB Smartwall
B3 view Groups

£2 Smart Client Profiles
E Management Client Profiles
Matrix

=I-[& Rules and Events
Fules
() Time Profiles
[ Netification Profiles
‘ User-defined Events
# Analytics Events
Generic Events

= E@ Security
ﬂ Foles
é; Basic Users

= 0 System Dashboard
D Current Tasks
. System Maonitor
:32 System Monitor Thresholds
Q Evidence Lock
D Configuration Reports

= F'] Server Logs
System Log
Audit Log

i Rule Log

[ Access Control
=+EL Transact

Smart Client Personalized Login
If personalized login is enabled for any access control instance configured in the Management Client, the
Smart Client will request user credentials for each of those access control instances. This is done after the

standard Smart Client login screen.
For manual sign-on, Lenel OnGuard OpenAccess requires three pieces of data — the user name, the
password, and the directory. XProtect only provides fields for the user name and password; it doesn’t know
anything about “directories”. To get around this, you can enter the directory along with the user name in the
format “directoryName\userName". You can also use the forward slash as a separator. If you omit the

Integration plug-in:

Lenel OnGuard-OnGuardAcmServer (Version: 3.0.18102.0, 3.0.18102.00)

directory, the Lenel OnGuard “internal” directory will be used.
Be aware that the Lenel OnGuard System Administration application allows non-word characters in directory
names. Obviously, this will break our user name parsing if the directory name contains embedded slashes!

We're assuming the user name doesn't contain slashes either.

Last configuration refresh: AN2/2018 710 AM
| Refresh Configuration... |
|_ Operator login required:
nection ame: STOMDEVD6

DbMachineName: USCUSTOMDEVDE

DblnstanceMame:

DbMName: AccessControl

DblUserName: 53

DbPassword: oy

DblsesintegratedSecurity: O

EventProcessBatchSize: 50

EventProcessSleeplnterval: 5000

OpenficcessMachineMName: USCUSTOMDEVDE

OpenfceessMachinePart: 8080

OpenficcessPageSize: 100

OpenfccessUserName: =]

OpenficcessPassword: nene

OpenfceessDirectory:

L B B e B B L cn
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Ml e XProtect®

SMART CLIENT 2017 R3

Log into access control

Lenel ACM

User name:

a3

Password:

D Remember password

[ Auto-login

After entering the user name and password, the XProtect will attempt to validate the credentials against the
specific access control system. If the validation fails, you'll see:
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Milestone XProtect®

SMART CLIENT 2017 R3

Log into access control

Lenel ACM

User name:

bogus

Password:

L1 1]

D Remember password

[ Auto-login

Connect Skip

X User validation failed. Invalid user credentials.

If you click Skip, the Smart Client is opened without using personalized login.

If the credentials are successfully validated, the Smart Client will load a personalized configuration from that
access control instance. This personalized configuration is used by the Smart Client to filter entities
viewed/operated on in the Smart Client. For example:

e Events
e Doors
e Hardware visible in a map’s Element Selector

e Alarms

The Smart Client will not show any entities that are not in (or related to entities in) the personalized
configuration. For example, a personalized user will only see:

e Alarms related to hardware in their personalized configuration.
e Events related to hardware in their personalized configuration.

e Devices in the map element selector that are in their personalized configuration.

XProtect Personalized Login doesn't specifically include personalized alarm acknowledgment. Rather, as with
non-personalized login, any user can acknowledge any alarm that is visible in the Smart Client. Since alarms
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will only be visible if the underlying device is in their personalized configuration, then users can only
acknowledge alarms related to hardware they can see.
Lenel OnGuard does not support personalized command execution. That is, a user can execute any
applicable commands on any devices that are visible to that user.

Refreshing the Personalized Configurations
The XProtect Event Server caches personalized configurations. When the global configuration is refreshed,
and changes applied, the Event Server refreshes all the personalized configurations in its cache. The
personalized configurations are not refreshed if there were no changes applied to the global configuration.
The only way to refresh the global configuration, and, hence, the personalized configurations, is thru the

Management Client:

<

Milestone XProtect Management Client 2017 R3

File Edit Wiew Action Tools Help

H9 oea

b Cameras ~
& Microphones
@ Speakers
v Metadata
o Input
Q Output

= 53 Client
Smart Wall
B3 View Groups
£2 Smart Client Profiles
E Management Client Profiles
Matrix

=-[ Rules and Events
Rules
@ Time Profiles
[ Metification Profiles
‘ User-defined Events
® Analytics Events
"ty Generic Events

=} b@ Security

ﬂ Roles

8 Basic Users
=} ° System Dashboard
D Current Tasks
@ System Monitor
:23 System Monitor Thresholds
8 EBvidence Lock
m Configuration Reports
= F\ Server Logs
System Log
Audit Log
Rule Log
|B Access Control

EN v e

The personalized configuration cache is cleared upon Event Server restart.

= & X Access Control

=1 % Access Control

1] Lenel ACH

+ 1 Access Control Information

General settings
Enable:

Name:
Description:

Integration plug-in:
Last configuration refresh:

Lenel ACM

Lenel OnGuard-OnGuardAemServer (Version: 3.0.18102.0, 3.0.18102.00)

Refresh Configuration...

Operator login reguired:
ConnectionProfileName:
DbMachineName:
DblnstanceName:
DbName:

DbUserhame:
DbPassword:
DbUseslntegratedSecurity:
EventProcessBatchSize:
EventProcessSleeplnterval:
OpenfocessMachineName:
OpenfccessMachineFPort:
OpenhccessPageSize:
OpenfiocessUserName:
OpenhccessPassword:
OpenfocessDirectory:

P arAU A A nrDemnnnnClaanlmtan ~l-

USCUSTOMDEVDE
USCUSTOMDEVDE

AccessControl
sa
sesennes
]
50
5000
USCUSTOMDEVDE
8080
100
sa

en

If there is a running Smart Client using a personalized configuration, after the configuration is updated, you
may see the following message in the Smart Client. Simply log back in to get the updated personalized

configuration:
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‘3’ Milestone XProtect Smart Client 4/12/2018 9:15:15 AM

%1423 AM o The access control system “Lenel ACM' has been disabled. Log into XProtect Smart Client again to enable the access control system.

Events - Cardholders

Door +  Allstates v All doors

Common Actions

Editing Lenel OnGuard Event Types

The Lenel OnGuard event types are originally read from the Lenel OnGuard database Event table. After
initially reading from the database, the event types are stored in a comma-delimited disk file located at
C:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\Plugins\OnGuardAcmServer\Eve
ntTypes.csv on the Lenel OnGuard machine.

The columns are: Id, Type, SubType, Description, Name, HardwareType, AllowDoorAnimation

The rows are sorted by Type, then SubType.

The hardware type values are a bitwise OR'ed combination of the following:

e Unknown = 0x0

e Server = 0x1

e Panel = 0x2

e Reader = 0x4

e Input = 0x8

e Output = 0x10

e |oControlModule = 0x20

e Door = 0x40

e MaskGroup = 0x80
o All = OxFF

An example from the file is shown below:
1,0,0,Access Granted,granted_access_granted,0x000000FF, True
2,0,1,Access Granted on Facility Code,granted_facilitycode,0x000000FF, True
3,0,2,Access Granted No Entry Made,granted_noentrymade,0x000000FF,False
4,0,3,Access Granted on Facility Code| No Entry Made,granted_fcnoentrymade,0x000000FF,False

When the event types are initially processed, all the hardware types are set to All (i.e. OxFF)

The intent of this file is to allow an administrator to tailor the description, hardware types, and door
animation for specific event types. The Id, Type, SubType, and Name fields should never be changed as they
correspond to identifiers used by Lenel OnGuard.

- | O

fccess control administration

x

Live Playback Sequence Explorer Alarm Manager “ System Monitor - + 9 =Y

~ B
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If you're going to modify an event type’s description be aware that any description containing embedded

commas must have those embedded commas changed to pipe characters (i.e. “|"). See the last line of the

example lines shown above where the logical string “Access Granted on Facility Code, No Entry Made" has its

embedded comma replaced.

After making and saving changes to the event type file, the administrator should do the following:

1. On the Lenel OnGuard machine — restart the ACM server.

2. On the XProtect machine — refresh the configuration from within the XProtect Management Client. See
MIP Plugin Upgrades for an image showing the Management Client's Refresh Configuration button.

Searching for cardholders

Only “active” cardholders are downloaded from the Lenel OnGuard server. “Active” is defined as a cardholder
having at least one badge with a status of “active”. Therefore, cardholders with no badges or with no active
badges, will not be shown in the Management Client Cardholder tab.

The user can search for existing cardholders in the Lenel OnGuard system through the management client

interface:

@ Milestone XProtect Management Client 2014

Fle Edt View Action Tools Help

H9 oeil

Sie Navigation 3 x  Access Conlrol

=1L Client &l | =% access Contol

BB Sman wal 5] Cardholders

5\"“’5'@‘ Search for cardholders to view, add or delete a picture of the cardholder. The cardholder picture is used
£ Smart Client Profies in the XProtect Smart Client, when an access control event has been registered.

h“ Management Chent Profiles
@ Matrix Q
-G rF%ules and Events | Name ~ Type Ish Ish
Asnold Schwarzy Administrators Administrators

LQ—J Rules
) Time Profiles
{77 Notfication Profiles
R/ Userdsfined Events
¥ Analytics Events
¥, Genenc Events
B el Secuiy
T4 Roles
8 Basic Users ‘
=1 @) System Dashboard
@ System Monitor
£ Evidence Lock LastName: Ish
_ | Curtent Tasks | Accessibility: False
™ Configuatin Repoits | Credentials: 1'46090" [{"Key""Active”."Val
= [ Server Logs
[=] System Log
[=] Audit Log
[=] RuleLog
[ coess Corno|

- & Alams

Administrators

EmployeeNumber 12345
FirstName: Ish

" Site Navigation | Federated Sie Herachy - "2 Access Contol Events | 13 Access Request Notifcations 4. Cacholders |— Lu
The search can be made by first name, last name, card number, and employee id. Enter the search string in
the search cardholder text box.

Cardholder Properties:

The XProtect Management Client does not provide scrolling for the cardholder properties. In the image
below, if the properties (see the red square) are so many that the list is longer than the display area, they will
simply run off the bottom edge of the screen and will not be visible.
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@ Milestone XProtect Management Client 2017 R3

File Edit View Action Too\s
H'9 @ef

|| Site Navigation + B X Access Control * B Access Control Information
%o Cameras ~ Ml =22 Access Control
# Microphones & Lenel 7.3 Cardholders
@ Speskers
? Metadata been registered.
<o Input ‘

Search for cardholders to view a picture of the cardholder. The cardholder picture is used in the XProtect Smart Client. when an access control event has

Q Output I
=03 Client Nome =
B Smart wall
iew Groups i
£2 Smert Client Profiles ZaldE Employee
E Management Client Profiles
Matrix
=& Rules and Events
Rules 2
Time Prefiles
% Notification Profiles Badgehumbers: 400, 50478
B User-defined Events ID: 1
¥ Analytics Events LASTNAME: Laks
'ﬁ Generic Events FIRSTNAME: Lisa
= effl Security MIDNAME: A
. Roles SSNO 123456789

& Basic Users LASTCHANGED: 1211171996 12:00:00 AM
= @ System Dashboard VISITOR: 0

D Current Tasks
@ System Monitor ALLOWEDVISITORS: 1

:: System Monitor Thresholds ADDR1:
£ Evidence Lock CITY:
E Configuration Reports STATE:

= |F"\ Server Logs 2P
e o9 PHONE:
Audit Log
Rule Log

TBe Access Control

= ["Qh Transact

[£] Transaction sources

Type Lisa Lake
Carol Visitor Visitor Employes

TITLE: 0

Transaction definitions
+- & Alarms
= %+ MIP Plug-ins
< m b

Site Navigation |Federated Site Hierarchy | @ General Settings I"ﬁ Doors and Associated Cameras | Q( Access Control Events | ’7@ Access Request Notifications L Cardholders o) (Y

Lenel OnGuard allows customization of the Cardholder Ul in their System Administration application. It's easy
for a customer to define enough custom fields to extend beyond the visible region shown above for the
XProtect Management Client.

The Lenel OnGuard ACM plugin manages a configuration file
C:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\Plugins\OnGuardAcmServer\Cre
dHolderProps.dat. This configuration file is created the first-time credential holders are fetched. By default, it
includes all cardholder fields.

Its contents are simply a list of column names from the Lenel OnGuard EMP and UDFEMP database tables
that you want shown in the XProtect Management Client. The properties will be displayed in the order and
case (i.e. uppercase, lowercase, or a mixture) they are defined in CredHolderProps.dat. You can remove any
fields you don't want displayed and change the order of the fields. Column names that don't exist will be
ignored.

Note that the cardholder’s badge numbers are always displayed as the first property.

After making changes to CredHolderProps.dat, you should restart the ACM Server; then close all XProtect
clients, restart the XProtect Event Server, and then re-open the XProtect clients. This is necessary as XProtect
caches cardholder data. Restarting everything clears those caches and then you'll see the cardholder
properties displayed as you have them configured in CredHolderProps.dat.
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File Edit Format View Help

Vf This file lists the card holder properties to be displayed in XProtect.
// The properties will be displayed in the order listed in this file.

ID

LASTNAME
FIRSTMAME
MIDMNAME
SSNO
LASTCHANGED
VISITOR
ALLOWEDVISITORS
ADDR1

CITY

STATE

ZIP

PHOME

TITLE

Defining alarms based on Lenel OnGuard events

To define alarms based on Lenel OnGuard events, the events must be part of an event category. The
category can be one of the pre-defined Access Control Event categories such as (Access Granted, Access
Request, Access Denied, Alarm, Error, and Warning) or a user-defined category. Here is how to create an
alarm based on a user-defined access control event category. First define the category if it does not already
exist:
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&

Milestone XProtect Management Client 2017 R3

File Edit Wiew Action Tools Help

H9 e
avigati
= @ USCUSTOMDEVDZ - (11 33)
={Ll Basics
[&] License Information

Site Information
=5 Remote Connect Services

= Servers
:ﬂ] Recording Servers
‘%] Failover Servers
ﬂ Mabile Servers
=R Devices
% Cameras
# Microphones
@ Speakers
? Metadata
oo Input
c Output

=53 Client

B3 View Groups
£2 Smart Client Profiles
E Management Client Profiles
Matrix
=-[Z Rules and Events
2| Rules
) Time Profiles
[ Notification Profiles
R User-gefined Events
® Analytics Events
"y Generic Events
=l Security
T4 Roles
8 Basic Users
= ° System Dashboard
[] Current Tasks
@ System Monitor
ystem Manitor Thresholds

< mn

[ Axis One-click Camera Connection

~ 3 X Access Control

= B Access Control Informat

] Access Control

Sl7a

Site Navigation |Federated Site Hierarchy

Access control events

Select the evenis you want to menitor in XProtect Smari Client. Use categories to simplify the use of triggering evenis.

Enabled  Access Control Event Source Type Event Category
OnGuard 24 Hour Alarm ACServer, AlarmPanel, Door, Input, Output . | Alarm, OnGuard Trouble
OnGuard 24 Hour Alarm Restore ACServer. AlarmPanel. Door. Input. Cutput.. | Alarm, OnGuard Trouble
OnGuard 24 Hour Auto Test ACServer, AlarmPanel, Door, Input. Output . | Alarm, OnGuard Trouble

OnGuard 24 Hour Non-Burglary Alarm

ACServer. AlarmPanel. Door. Input. Cutput..

Alarm. OnGuard Trouble

OnGuard 24 Hour Non-Burglary Alarm Res...

ACServer. AlarmPanel. Door. Input. Cutput..

Alarm. OnGuard Trouble

OnGuard 24 Hour Report Closed

ACServer, AlarmPanel, Door, Input, Output...

Alarm, OnGuard Trouble

OnGuard 24 Hour Report Open

ACServer, AlarmPanel, Door, Input, Cutput..

Alarm, OnGuard Trouble

OnGuard 24 Hour Zone Bypassed

ACServer, AlarmPanel, Door, Input. Output.

Alarm, OnGuard Trouble

OnGuard 24 Hour Zone Unbypassed

ACServer, AlarmPanel. Door, Input, Output

Alarm, OnGuard Trouble

OnGuard 30 Minutes Since Fallback Com..

ACServer, AlarmPanel, Door, Input, Cutput..

OnGuard System

OnGuard 32 Hour Event Log Marker

ACServer, AlarmPanel, Door, Input. Output.

Alarm, OnGuard Trouble

OnGuard Abort

ACServer. AlarmPanel, Door, Input. Output.

OnGuard System

OnGuard AC Battery Fail ACServer. AlarmPanel. Door. Input. Gutput.. | OnGuard System
OnGuard AC Restore ACServer. AlarmPanel. Door. Input. Cutput.. | OnGuard System
OnGuard AC Trouble ACServer, AlarmPanel, Door, Input, Cutput.. | OnGuard System
OnGuard Accepted Biometric Score ACServer. AlarmPanel. Door, Input. Gutput.. | OnGuard Biometric

OnGuard Access Closed

ACServer, AlarmPanel, Door, Input. Oulput.

OnGuard System

OnGuard Access Code Usad

ACServer, AlarmPanel. Door, Input, Output

OnGuard System

OnGuard Access Denied

ACServer. AlarmPanel. Door., Input. Cutput..

Access denied. Access request.

OnGua._

OnGuard Access Denied (access_denied_

ACServer, AlarmPanel, Door, Input. Output.

Access denied, Acoess request,

OnGua_

OnGuard Access Denied - AAM Timeout

ACServer, AlarmPanel, Door, Input, Output

Access denied, Acoess request.

OnGua_

OnGuard Access Denied : AAM Validation...

ACServer. AlarmPanel. Door. Input. Cutput..

Access denied. Access request.

OnGua._

OnGuard Access Denied Door Secured

ACServer, AlarmPanel, Door, Input. Output.

Access denied. Access request,

OnGua_

OnGuard Access Denied Interlock

ACServer, AlarmPanel, Door, Input, Cutput..

Access denied, Access request,

OnGua._

OnGuard Access Denied Passback

ACServer. AlarmPanel. Door. Input. Cutput..

Access denied. Access request.

OnGua._

OnGuard Access Denied to Destination Flo

ACServer, AlarmPanel, Door, Input, Output

Access denied, Acoess request.

OnGua_

OnGuard Access Denied Unauthorized Ar..

ACServer, AlarmPanel, Door, Input, Cutput..

Access denied, Access request,

OnGua._

OnGuard Access Denied Unauthorized Ent

ACServer, AlarmPanel, Door, Input. Output.

Access denied, Access request,

OnGua_

User-defined Categories...

Unauthorized Ti

ACServer, AlarmPanel, Door, Input. Output.

Access denied, Access request,

OnGua_

‘ :ﬁ General Setting:

& Doors and Associated Cameras

Access Control Evert:

i Access Request Notffications I & Cardholders !

n

User-defined Categories

Mame

‘,.z-"'

| My Custom Event Category

Remaove |

QK

| Cancel

Associate the category with one of the Lenel OnGuard AC events:
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Milestone XProtect Management Client 2017 R3 = [ = -
~ I Access Control Information - 1
Access control events
Select the events you want to monitor in XProtect Smart Client. Use categories to simplify the use of triggering events.
Enabled Access Control Event Source Type Event Category
OnGuard 24 Hour Alarm ACServer, AlarmPanel, Door, Input, Output.. | Alarm, OnGuard Trouble |~
OnGuard 24 Hour Alarm Restore ACServer, AlarmPanel, Door, Input, Output.. | Alarm, OnGuard Trouble -
OnGuard 24 Hour Auto Test ACServer, AlarmPanel, Door, Input, Output.. | Alarm, OnGuard Trouble -
OnGuard 24 Hour Non-Burglary Alarm ACServer, AlarmPanel, Door, Input, Output.. | Alarm, OnGuard Trouble -
OnGuard 24 Hour Non-Burglary Alarm Res.. | ACServer, AlarmPanel, Door, Input. Output.. | Alarm, OnGuard Trouble -
OnGuard 24 Hour Report Closed ACServer, AlarmPanel, Door, Input, Output.. | Alarm, OnGuard Trouble -
OnGuard 24 Hour Report Open ACServer, AlarmPanel, Door, Input, Output.. | Alarm, OnGuard Trouble -
(OnGuard 24 Hour Zone Bypassed ACServer, AlarmPanel, Door, Input. Qutput.. | Alarm, OnGuard Trouble -
OnGuard 24 Hour Zone Unbypassed ACServer, AlarmPanel, Door, Input, Output.. | Alarm, OnGuard Trouble -
OnGuard 30 Minutes Since Fallback Com.. | ACServer, AlarmPanel, Door, Input. Output.. | OnGuard System -
(OnGuard 32 Hour Event Log Marker ACServer, AlarmPanel, Door, Input. Qutput.. | Alarm, OnGuard Trouble -
OnGuard Abort ACServer, AlarmPanel, Door, Input, Output.. | OnGuard System -
OnGuard AC Battery Fail ACServer, AlarmPanel, Door, Input, Output.. | OnGuard System -
(OnGuard AC Restore ACServer, AlarmPanel, Door, Input. Cutput.. | OnGuard System -
OnGuard AC Trouble ACServer, AlarmPanel, Door, Input, Output.. | OnGuard System -
OnGuard Accepted Biometric Score ACServer, AlarmPanel, Door, Input, Output.. | OnGuard Biometric -
OnGuard Access Closed ACServer, AlarmPanel, Door, Input, Output.. | My Custom Event Category, OnGuard 5. |+
OnGuard Access Code Used ACServer, AlarmPanel. Door, Input, Qutput.. | [m] All categories
OnGuard Access Denied ACServer, AlarmPanel, Door, Input, Output...
- - O Access denied -

OnGuard Access Denied (access_denied_ . | ACServer, AlarmPanel, Door, Input, Output..
OnGuard Access Denied : AAM Timeout ACServer. AlarmPanel, Door, Input. Output.. [T access granted
OnGuard Access Denied : AAM Validati ACServer, AlarmPanel, Door, Input, Output... O Access request =
OnGuard Access Denied Door Secured ACServer, AlarmPanel, Door, Input, Output...
OnGuard Access Denied Interock ACServer, AlarmPanel, Door, Input, Output... O Alam
OnGuard Access Denied Passback ACServer, AlarmPanel, Door, Input, Output... Il Errar
OnGuard Access Denied to Destination Flo... | ACServer, AlarmPanel, Door, Input, Output..
OnGuard Access Denied Unauthorized Ar.. | ACServer, AlarmPanel, Door, Input, Output.. My Custom Event Category
OnGuard Access Denied Unauthorized Ent_ | ACServer, AlarmPanel, Door, Input, Output.. O OnGuard Access Denied
OnGuard Access Denied Unauthorized Ti.. | ACServer, AlarmPanel, Door, Input, Output.. 0 OnGuard Access Granted v

T (] OnGuard Area APB
General Settings | =0 Doors and Associated Cameras | ¥, Access Control Events li5> Access Reg [ onGuard Asset mr

[ onGuard Biometric -

Save your changes and move to the Alarm Definitions section to create an alarm based on that user-defined
event category.
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@ Milestone XProtect Management Client 2014

Fle Edt View Action Tools Help

H2 o<
Ste Navigation Alarm Definibon Information 2
=G VMMILESTONE n defintion
#-{J] Bascs be r
[#-2 Remote Connect Services
C] 0 Servers I
(1. %2 Device
& 3 u:“ ¢ Instructions =)
51 (& Rules and Events I
&) Securty —
(- System Dashboard ~ Trigger
& Serves Logs Triggering event | |
[Be Access Contrel
8 Alaims | 2|
Alarm Definibons
£3 Alam Data Settings S l |
£ Sound Settings Activation period
€ Time profie: | 2
€ Evertbased Start |G |
Stop I Select |
— Operator action required
Tirne St |1 mirete =
Events trigoared. | Gelect,
Other

Related cameras I Selact

Name the alarm a pertinent name and select Access Control Event Categories in the Triggering event
dropdown:

@ Milestone XProtect Management Client 2014

Fle Edt Ve Acion Teos Hep

HY oean
Ske Navizalion # % |Alam Deftions 2
= §9 VMIMILESTONE = & Alaim Definbons. - Alam dsficiticn
% [ Baics & J8lecn Deeion | Enable %
13- Remote Connect Services.
50 Severs Home: Iy §Pass Custom Bl
@ 5 Devicer
&3 cent Instnuctons: =
8- Addes snd Events E
e Secuiy = =
& @ Systen Dasvboard Tiigges
[ ServerLogs T
rggeing evert:
Bl Access Conkral
8 Alams
2 [T
1 AamData Setngs Souces stemal E ves
1 Sound Settngs
& Tie profie: e =
€ Eventbased ot Gl
Ston |
Tine it [fwewe ]
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Select the new user-defined event category that was defined earlier:



53 Milestone XProtect Access: Lenel OnGuard User Manual ‘ milestone

tect Management

Fic Edt Yew Acton Tods Help

HY oefi
Sto Navigatin 2 x| lam Doliritions s
E G WMILESTONE & & Al Defintions [ lam definkion
% 1] Basics 2 — &
% (5} Remole Comvedt Servces
& sewers Neme: My SiPass Custom Alaim
D Devices
50 Clont Instuctions: =
& Rues andEvenis ¥
& & Socuty — -
5 @) Systom Dashboard [ Trigger
i i’ z:::::w [Lipsngore [Aceass Corkl Evort Catogories |
=8 A
€ 3o Dcliinen | -
3 Alam Dala Selings s
B soud Setnz i
@ Tino prcfle:
© Evont based:
Tin it
Events bggeied Sekct.
[ O
Related canmiar Seket.
Reloed mop ]
Iriial s ownec A
e alam pecety. High -
ritid alaim categoy: |
Events vigosred ty alac Seket.

e Edt Vew Acon Tooks Heb

B89 0en
Site Navigation B % | Alam Defnbions o
63 MILESTONE 5 & Aam Delnitors Alaam deiritcn
% [0 Basies 2 [T Enstle 2

[ Remole Correct Services

i T —

Instructions: .
el

e

Ty |

g
£ Soud Seltngs

Everts iggered Seect, |

[~ Other
Rlelated cameras: Select.

Relsadno: I
il dasm owret —

Initial lorm priciy: Hich =
rrr— L ———
Evertstiggered by lam Select.

sl U

Select all the other alarm parameters and save:
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Alarms acknowledged in Milestone are acknowledged in Lenel OnGuard.
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Defining rules based on Lenel OnGuard events

To deflne rules in Milestone based on Lenel OnGuard events create a rule in the Rules tab:
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@ Sman Cler Prcies .
59 Mo Cien P (@ v
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£ G Aues end Everts Valdate Aludes
i
& TimeProfic:
1 Nelfesin Poie:
R Ussecefred Events
& A Evonts
R Gereve Evenis

| @ retren s Defrien.

A slam Detrtons
B Al Daia Setrs
B sancseng:

Name: | DoActionDnS PassE vent
Desciptort T
Active: 14
Stop 1: Type of ulo
Sﬁa the tule type you want to create

r‘ Perlorm an action n & fime iéerval

Edk the nde de:
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Select the devices/recording server/management server hyperlink and select the event source. To select any
source select the System (+units) node.
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The wizard will look like this after selecting the “Access Denied” event and System (+ units) source:

[_[O[x]
Name: | DoActionOnSiPassE vent
Description: [
Active: 12
Step 1: Type of e

Select the rule type you want to create
@

€ Perform an action in a time interval

Edit the rule description (cick an underlined item)

[Perform an action on Access denied [Access Control Cateqories]
Spstems [+ unis]

| Concel | o |

Press next and select the optional time frame when the action will take place. In this example no time frame
has been selected, this means it will always execute.

Name: | DoActonOnsiPassE vent
Desciplion: [
Active: 2
Step 2 Condiions
/S elect condions to apply
[~ Within selected time in <time profie>

[~ Outside selected time in <time profile>

[~ Within the time period ¢starttime> to <endtime>
[ Day of week is <day>

[~ Eventis fiom <moticn window>

Edit the rule description (click an underined tem)
= ——

“orirol Cateqores]
from Systems [+ units]

Heo | Cocel | chek |[Tles ] e l’/_l

Select the action that will be executed when the Lenel OnGuard event occurs. Notice that AC commands can
be used as actions based on any events that come into Milestone:
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=] E3

[Manage Rule

Name: | DoActionOnSiPassE vent

Step 3 Actions
Select actions to perform
I Statt recording on <devices>
[ Start feed on <devices>
I Set <Smart Walb> to <presety
I Set <Smatt Wally <moritor> to show <cameras>
[~ Setlive frame rate on <devices>
I Set recording frame rate on <devices>
I Set recordg frame rate to all frames for H.264/MPEGA on <devices>
[~ Start patroling on <device> using <profile> with PTZ <priorty>
I Pause patioling on <devices>
[~ Move <device> to <preset> position with PTZ <priority>
™ Move to default preset on <devices> with PTZ <priorty>

S
Il Create bockmark on <devices> ]
&nd raUneabon 10 <prones
™ Make new <log entry>
[ Stat plugn on <devices>
™ Stop plugn on <devices>
™ Apply new settings on <devices>
[ Set Matix to view <devices>
[~ Send SNMP tiap
[~ Retiieve and store remote recordings from <devices>.
[~ Retiieve and store remote recordings between <stat and end time> from <devices>
[~ Save attached images
[~ Activate aichiving on <archives>
0 ite < fi

I Door Lock <DoorSeb>
™ Door Unlock <DoorSets
™ Door Disable <DoorSet>
I Door Enable <DoorSet>
[~ Show <access request notification>

Access Control Commands

Edit the rue description [click an undesiined item)
Pertor jon on & deried (A Conirol Cateqaries]

from Systems [+ units]
(Create bookmark Bookmatk on devices

Hep | Concdl | sk | News | frsh |
In this example “create bookmark on <device>" will be selected, click the Bookmark hyperlink and the

following dialog will be displayed to setup the bookmark action:

on Access denied (ficoess Conlrol Categories]

Pt o
from Systems [+ )
(Create bookmark Bookmark on devices s
|MySiPassBookmark

Description
Hop Careel <Bask Nert> Enish This is an access dersed evenl =

=

Prebookmark time (seconds] [ 10=]
Postbookmark time (seconds) [ 302

Add system information (click links to insert variables in bookmark text)

Device name

Event name

Tiogeinas

Bule name

Becording setver name

o
Z

Click the devices hyperlink and select the device on which the bookmark will be applied:
Edit the e descrpton (cick an underined ftem)

Perfotm an acton on Acoess deried (scess Conrol Cateaoies
flom Sustes [+ ks =
Crcate baokmark Bookmark on devicos  Use devices fom metadata
€ Select devices
Heb coed | Bk | mew> | Emen |

Click next on the rule wizard and select an optional stop criteria, in this example there is no stop criteria.
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Manage Rule [_[Ofx]
Name: | DaéctionOnSiPassEvent
Description: I
Active: v

Step 4: Stop criteria

{ Select stop criteria

¢ Perform stop action on <event>
 Perform stop action after <time>

(g No actions performed on rule end

Edit the rule description [click an underlined item)

[Perform an action on Access denied [Access Control Cateqgories|
from Systems [+ units

Create bookmark MySiP: on the devices from metadata

Help l Cancel [ < Back | Next Finish

Click finish and the rule is set.

XProtect® Smart Client Maps
It is possible to put doors and Lenel OnGuard server(s) on an existing Smart Client Map to display door and
server status as well as execute manual commands. Login to the smart client:

XProtect” XProtect”
SMART CLIENT 2014 SMART CLIENT 2014

Computer Logging into Access Control...

SiPass

Authentication:

Password:

Connecting.. Retrieving configuration...

Use an existing view, go into setup mode by pressing the setup button in red below and create a map by
dragging it onto a tile once in setup mode.
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8252014 120958 PM — O X & .| w220 121121 PM — O X
~eO 0 Y U ac Access Control Systs tor ~e00Y

w2201 22030PM — O X
-e0?

Eiement Selector [

@ Milestone XProtect Smart Client 2014
Playback Sequence Explorer Alarm Manager Access Control System Monitor
XProtect € | <Selectview >
A @ SampleMap
Enter filter

Private il Porte Principale Door #1

Def [l Porte Interieure Door #1

s L

i Others
» B siPass

Shortcut: Set

[3) Carouse!

BETRE e

] Hotspot

HTML Page

Camera

1z

XProtect® Access Monitor tiles
Access monitor tiles allows the monitoring of access events on a specific door by displaying cardholder
credentials next to the video content. Drag the “Access Monitor” item from the System Overview onto a tile:
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@ Milestone XProtect Smart Client 2014 8252014 123545PM = B X

Playback Sequence Explorer Alarm Manager Access Control System Monitor - O &9

XProtect < =< =&

4 fim Private

Default

M AccessControl

The following dialog will appear: to set access monitor tile settings select the door, sources, camera, and
event types:
@ Access Monitor Settings @ Access Monitor Settings |

Specify the settings for the Access Monitor Specify the settings for the Access Monitor
Door: Ve R R Door: Porte Interieure Door #1

Porte Interieure Door #1

Sources: Sources: All sources

Porte Principale Door #1
Camera: Camera: 192.168.1.52 - Camera 1
Events: Events: Error, Warning, Alarm, Access granted, .

Commands: Commands: All commands

Order: Newest on top Order: Newest on top

Cancel oK Cancel

8/25/2014 12:41:56PM  — B X

Playback Sequence Explorer Alarm Manager Access Control System Monitor - O &Y

Pone Princpsie Door 1

=10 -
"

= 4 \ Porte Principale D. g

= e Dot ) No images
, e available

»

VM-MILESTONE

B+ Access Monitor

vm-miles...

Database
might be
empty.

Alarm Acknowledgment

Alarm acknowledgment from XProtect (2016 R3 or greater) to Lenel OnGuard is implemented. In XProtect
versions earlier than 2016 R3, you can still perform alarm acknowledgment in XProtect, but it will not be
propagated to Lenel OnGuard.
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Alarm acknowledgment from Lenel OnGuard to XProtect is not implemented due to the lack of such

functionality in Lenel OnGuard.

Alarm acknowledgment is done in the XProtect Smart Client's Alarm Manager tab. If you right-click an alarm,

and select either Acknowledge or Close, the alarm will be acknowledged in Lenel OnGuard.

@’ Milestone XProtect Smart Client

Live Playback Sequence Explorer Access Control System Maonitor

@ No map has been selected

Quick Filters AMlams  No fiter ~
T New(2) ] | Time a | Priority Level | State Level State Mame | Message Source Owner
Y In progress (0) 12:53:31 PM 6/9/2017 1 1 Mew OnGuard Acc 2 - Lenel OpenProx
T On hold (0) Acknowledge
Y Closed (0) Set on hold

Servers Edit

& USCUSTOMDEV02 Disable new alarms
Print

NOTE — As mentioned above, selecting either Acknowledge or Close will cause the alarm to be

acknowledged in Lenel OnGuard and removed from Lenel OnGuard'’s active alarm list. But, selecting

Acknowledge above does not remove the alarm from XProtect's Alarm Manager list. XProtect considers

acknowledgment and closing the alarm to be different steps. The result of all this is that, if you first

acknowledge and then close the alarm in XProtect, you will see an error in the debug log about failure to

acknowledge the alarm in Lenel OnGuard. The reason is simple — the alarm was removed from Lenel

OnGuard'’s active alarm list when you did the acknowledgment; therefore it didn't exist when you did the

close. This does not cause problems; just noise in the debug logs.
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Fetching Lenel OnGuard event types

To see the events that a particular version of Lenel OnGuard generates, there is a utility called
LenelFetchEventTypes.exe provided with the Lenel OnGuard ACM integration release. Look in the Tools
directory within the release’s zip file.

This application does not require the Lenel OnGuard ACM integration at all. It is completely independent of
the integration.

This application must be run on the Lenel OnGuard machine where the Lenel OnGuard database is located.
Enter the database connection parameters when requested by the application.

After fetching the events from the database, it will prompt you to write the event list to the console window
or a file. If you choose the console window, ensure that you've increased the console’s buffer size; for
example, Lenel OnGuard 7.3 systems have about 1820 events and the default Windows console buffer size is
300. If you choose to write the list to a file, that file will be overwritten if it already exists; otherwise, it will be
created.

Note that piping the output of the application to a file on the command line does not work due to the
interactive prompts generated by the application.

Defining cardholder properties to display in Milestone XProtect

After connecting to an integration in the Milestone XProtect Management Client, a file will be created on the
system running the Milestone ACM Server (generally the Lenel OnGuard machine). It will be located here by
default:
C:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\Plugins\OnGuardAcmServer\
CredHolderProps.dat

This file may be modified to customize the properties displayed for a cardholder within Milestone XProtect.
To change the file, first stop the Milestone ACM Server. Open the file in a text editor, such as notepad.
Fields may be added to the top section, in the format of <database field>,<display text>, where the
database field is the property within the Lenel OnGuard system, and the display text is the value displayed
within Milestone XProtect. For example:

FIRSTNAME,First Name

Will display the FIRSTNAME field with the text ‘First Name:’

The bottom of the file contains the fields detected in the integration at the time of installation, for your
convenience.

Once the file has been modified, save and close it. Restart the Milestone ACM Server. Then, restart the
Milestone Event Server for the changes to take effect.
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Logging

By default the debug logs are enabled on both the milestone event server plugin and the Lenel OnGuard
server but they are at a reduced log level (Info). They can be increased for diagnostics purposes to Debug
(or even Trace) but be aware that this change causes more information to be logged using more disk space
and possibly slowing down operations on busy servers. DO NOT LEAVE logging at Debug levels for
extended periods of time for performance reasons. It should only be used for diagnostics purposes and put
back to Info afterwards.

Gathering the logs

Milestone Event Server side
1. On the machine running the Milestone Event Server go to x:\ProgramData\VideoOS\ACMServer-
Plugin, where X: is the drive where Windows is installed
2. Create a zip file of the contents of that whole folder, name it ACMServerMIPlogs.zip
3. On the machine running the Milestone Event Server go to x:\ProgramData\Milestone\XProtect Event
Server\logs, where X: is the drive where Windows is installed
4. Create a zip file of the contents of that whole folder, name it MilestoneEventServerLogs.zip

Lenel OnGuard Server side

5. On the machine running the Lenel OnGuard server go to X:\ProgramData\VideoOS\Service-
Host\logs, where X: is the drive where windows is installed

6. Create a zip file of the contents of that whole folder name it MilestoneHostLogs.zip

7. On the machine running the Lenel OnGuard server go to X:\\ProgramData\VideoOS\Service-
Host\Services\VideoOSACMServerService\logs, where X: is the drive where windows is installed

8. Create a zip file of the contents of that whole folder and name it Milestone ACMServerServ-
iceLogs.zip

9.  On the machine running the Lenel OnGuard server go to: X:\ProgramData\VideoOS\Service-
Host\Services\VideoOSACMServerService\Plugins\OnGuardAcmServer\logs

10. Create a zip file of the contents of that whole folder and name it LenelOnGuardAcmServer-
PluginLogs.zip

Changing logging level

Sometimes for diagnostics purposes, it is necessary to obtain more information about the running state of
the integration. The logging information can be increased by changing what we call the logging level. The
logging level can be set at any of the following values in increasing amount of information recorded to file
(Off, Fatal, Error, Warn, Info, Debug, Trace). Off writes no information to the file and Trace writes the most
information to file. The default setting is Info. The logs auto-delete after 10 days, so they do not take up too
much disk space. Here is the procedure to change the log levels in the different modules of the integration:

Milestone Event Server side
1. On the machine running the Milestone Event Server go to x:\\ProgramData\VideoOS\ACMServer-
Plugin, where X: is the drive where Windows is installed
2. There should be subfolders that use a unique identifier (GUID) something like “4c53f6e5-e951-1616-
83f0-e44fb813e451". For each of these folders do the following:
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a. Find a file named "ACMServerPluginNLog.xml", open it with a text editor like notepad

b. The second to last line in the file is like this “<logger name="*" minlevel="Info"
writeTo="mainlog" />"

¢. Change the “Info” to “Debug” or “Trace” in that line and save the file.

d. Depending on the OS you are running you may have to save the file to the desktop and
copy it back to that folder because windows permissions will not let you save a file there di-
rectly.

Lenel OnGuard Server side
1. On the Lenel OnGuard server machine go to x:\ProgramData\VideoOS\ServiceHost. X: would be the
drive where windows is installed.
a. Find a file named "ServiceHostNLog.xml", open it with a text editor like notepad
b. Near the bottom of the file, find the lines starting with “<logger name="*"", “<logger
name="lenel*", and " <logger name="OnGuard.*"".
c. Change the "minlevel” attribute values in those lines from their current values to “Debug” or
“Trace” and save the file.
d. Depending on the OS you are running you may have to save the file to the desktop and
copy it back to that folder because windows permissions will not let you save a file there di-
rectly.
2. On the Lenel OnGuard server machine go to x:\ProgramData\VideoOS\ServiceHost\Services\Vide-
0OSACMServerService. X: would be the drive where windows is installed.
a. Find a file named "VideoOSACMServerNLog.xml”, open it with a text editor like notepad
b. The second to last line in the file is like this “<logger name="*" minlevel="Info"
writeTo="mainlog" />"
¢. Change the “Info” to “Debug” or “Trace” in that line and save the file.

Depending on the OS you are running you may have to save the file to the desktop and copy it back to that
folder because windows permissions will not let you save a file there directly

Troubleshooting Guide

Lenel OnGuard loses communication with the access control hardware

Communication can be lost for the following reasons:
1) Firewall blocking the traffic
2) The Lenel OnGuard LS Communication Server service is not running (or needs to be restarted).
3) The Lenel OnGuard LS Web Service service is not running (or needs to be restarted).

Failure of the ACM plugin to communicate with Window Management Interface (WMI)

The Lenel OnGuard ACM plugin runs in the ACM Server service. That service must be running in the security
context of a local machine admin user which is linked to a Lenel OnGuard Directory that is configured for
single sign-on. See Configure Lenel OnGuard for Single Sign-On and ACM Server: Configure to RunAs Lenel
OnGuard Single-Sign-on Account above for details.

If the ACM Server is not running in the required security context, the Lenel OnGuard ACM plugin log (see log
locations below) will show lines similar to the following:
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05-11-2016 12:28:32 Error 9 EventHandler.registerForWmiEvents() - Failed to register for hardware events.
05-11-2016 12:28:32 Error 9 EventHandler.registerForWmiEvents() - Failed to register for software events.
05-11-2016 12:28:32 Error 9 EventHandler.start() - Failed to register for WMI events.

Milestone Event Server MIP Plugin cannot communicate with the ACM Server (DataCondulT
only)

When the system is properly running, the Milestone Event Server MIP plugin “pings” the Lenel OnGuard ACM
plugin about every 5 seconds. At a log level setting of Trace, you'll see lines like the following in the Lenel

OnGuard ACM plugin log (see log locations below):
05-11-2016 13:02:01 Trace 11 AcApi.IsApiConnected()
05-11-2016 13:02:01 Trace 11 AcApi.IsRunning()
05-11-2016 13:02:01 Debug 11 DataConduit.isConnectedToServer() - m_Started = True, wmiSvclsRunning = True,
dblsAccessible = True.

If you don't see these lines, or you expect a communication failure between the Evert Server MIP plugin and
Lenel OnGuard ACM plugin, take a look at your firewall settings, rules, etc. You may need to adjust them to
allow communication.

Note that, by default, the ACM Server's web service uses HTTPS on port 8443. You may have configured
your ACM Server differently (see ACM Server: XProtect ACM MIP Plugin for where you configured the ACM
Server connection on the Milestone Event Server).

Debug log shows SqlAccess.connect() failed

If the debug log shows an error similar to:
06-22-2016 20:26:40 Error 14 SqglAccess.connect() - Failed to connect.
System.Data.SqlClient.SqlException A network-related or instance-specific error
occurred while establishing a connection to SQL Server. The server was not found or
was not accessible. Verify that the instance name is correct and that SQL Server is
configured to allow remote connections. (provider: Named Pipes Provider, error: 40 -
Could not open a connection to SQL Server)

Go to Configure SQL Server for Connections for properly configuring the SQL Server supporting your Lenel

OnGuard installation.

Failure to connect to SQL Server

If you believe that you've entered the correct user name and password (and optionally the database instance
name), and the Lenel OnGuard integration logs show that the SQL Server connection is still failing, ensure
that you've checked DbUsesIntegratedSecurity.
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Access Control + 3 |Access Control Information
=] Access Control
87 | afasdr| General settings
Enahble:
Mame: afasdf
Description:
Integration plug-in: Lenel OnGuard-OnGuardAcmServer-COO-ONGUARDT0 (Version: 1.0.16354.0, 1.0.16354.00)
Last configuration refresh: 1182017 12:01 PM
| Rafresh Configuration_ |

DbMachineName: CDO-ONGUARDYO
DbInstanceMame:
DbMName: AccessControl
DbUserName: xtian
ObPaceuc d- aRasssnee

Dblsesintegrated Security:

Not receiving card holder or badge changes
If you don't see card holder or badge changes reflected in either the Milestone Management or Smart
Clients, ensure that you've enabled software events in Lenel OnGuard.

Optimizing Event Processing Performance

To maximize event processing performance, adjust the following settings. Note that the combination of
settings that will give the best performance on any given system is not clear. You may have to experiment to
determine the most optimal combination of settings.

e Debug log level — should be set to “Info”. The “debug” or “trace” settings write too much data to the
event log affecting overall performance.

o Adjust the following ACM instance settings (see Milestone Management Client Configuration):

e ReaderPollingInterval — Set this to a large number (e.g. 60). Frequently reading reader information
can have a large impact on overall performance.

e CardHolderProcessSleeplnterval — Set this to a large number (e.g. 60). Frequently reading
cardholder information can have a large impact on overall performance.

e EventProcessBatchSize — Only applies to Lenel OnGuard versions less than 7.4. Tailor this value as
needed. The larger the number, the more events processed in one batch. Note that a larger number
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doesn't always result in better performance because, depending on the rate of events coming in,
more time could be spent waiting for events than processing them.

e EventProcessSleeplnterval — Only applies to Lenel OnGuard versions less than 7.4. Tailor this value as
needed. The smaller the number, the less time the event processing subsystem waits between
attempting to query for more events. A smaller number doesn’t always give better overall
performance since it causes batches of only a few events to be processed each time rather than less
batches with more events in the them.

e LivePropertyUpdatelnterval — Increase this value to reduce the number of times device live
properties (e.g. reader mode, hardware status, etc) need to be refreshed. If you make the value very
large (e.g. 3600 seconds ), then only cached values of the live properties will get used for that time
interval. The value of this setting is irrelevant if DoProcessStateChanges is disabled since live
property updating only applies to state change events.

e DoEventPropagation — Uncheck this option to avoid sending possibly a very large number of child
hardware events.

e DoProcessStateChanges — Uncheck this option to completely bypass state change event creation. All
events received from Lenel OnGuard will be processed. But the system will not even attempt to
create state change events related to the Lenel OnGuard events.

No matter what settings you adjust, all raw events received from Lenel OnGuard get sent to XProtect.

If DoProcessStateChanges is enabled, for every raw event received from Lenel OnGuard, the Lenel OnGuard
ACM integration will create corresponding “state change” events. If the raw event is for a “parent” device
(e.g. panel, door, I/O control module), and if the DoEventPropagation setting is enabled, state change events
may also be created for child devices (e.g. reader, inputs, outputs). When added together, state change and
propagated state change events add a large number of events to be sent to XProtect.

Therefore, if you're only interested in optimizing raw Lenel OnGuard event processing, disabling
DoProcessStateChanges will result in better performance as it drastically reduces the number of events sent
to XProtect. However, XProtect Smart Client map icons won't display status changes since no state change
events get sent to XProtect.

On one of the Milestone test systems, we achieved almost real time firing of Lenel OnGuard events to
XProtect with all the default settings except:

e DoProcessStateChanges disabled

e LivePropertyUpdatelnterval = 3600 seconds (effectively disabling live property updates for the
duration of the test)

Use the LenelEventCntr.exe utility included in the distributed zip file to count events processed and provide
some metrics (e.g. events per second, etc).

Refreshing cardholders
The XProtect Management Client’s Cardholders tab doesn't provide a way to force a refresh of the
cardholders. “Refresh” means performing a full download of all the active cardholders from Lenel OnGuard.
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The Lenel OnGuard ACM integration downloads cardholders from Lenel OnGuard at the following times:
1)  When the ACM Server is started.
2) When the CardHolderProcessSleeplinterval (see Milestone Management Client Configuration) occurs.
3) When XProtect Management Client property values change (see Milestone Management Client Con-

figuration) are saved.

So an easy way to force cardholders to be downloaded is to simply fake changing a property value in the
Management Client and then click the Save button. “Fake changing” means simply changing a property
value and then, before saving, reset the property value back to its original value.

WMI related errors
If you're getting WMI-related errors in the Lenel OnGuard ACM log files, they're typically due to the Lenel
OnGuard Single Sign-On (SSO) user. The SSO user may not be set up correctly, may be missing some
permissions, etc.
A workaround to verify that the errors are indeed due to SSO user permissions, is to change the currently
configured Lenel OnGuard SSO user to the built-in “System Account” user. This built-in user has all possible
permissions within Lenel OnGuard.
Steps:

1. Log into Lenel OnGuard's System Administration application as the Lenel OnGuard “SA” user. Open
the Administration + Users view.
For the current SSO user, unlink the SSO domain account from the SSO directory.
Link the built-in “System Account” user to the SSO directory using the SSO domain account.
Restart the LS DataCondulT service.
Verify that the Milestone ACM service is running as the SSO domain account.
6. Restart the Milestone ACM service.

Inspect the Lenel OnGuard ACM logs to see if the errors went away.

AW

Lenel OnGuard OpenAccess connectivity

This only applies for Lenel OnGuard versions greater than or equal to 7.4.

Lenel OnGuard's OpenAccess API provides a web service for connectivity.

Lenel OnGuard’s OpenAccess API uses a SignalR service to send events from Lenel OnGuard to the Lenel
OnGuard ACM integration.

The Lenel OnGuard ACM integration uses a polling mechanism to verify connectivity to both OpenAccess
and the SignalR service. If the OpenAccess web service goes down, the default HTTP timeout can be up to
approximately 1% minutes. So state change notifications for the server being disconnected can be delayed
by that much. On the other hand, a subsequent attempt to check that the OpenAccess service is back up is
much quicker. So state changes for coming back up happen much faster.

XProtect® Smart Client not showing alarm panels or their inputs/outputs

There is a known bug in the 2017 XProtect Smart Clients where certain configuration elements (e.g. alarm
panels) and their inputs and outputs do not appear in the map'’s Element Selector. This bug was fixed in the
2018 R1 release.
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Lenel OnGuard ACM integration flooding user transaction report

Milestone’s XProtect system requests the current states of Lenel OnGuard hardware at various times
throughout the life of the application. As prescribed by the Lenel OnGuard integration documentation (for
both DataConduit and OpenAccess), to get the current state of a hardware device, the integration must
update the hardware status on the parent panel, then query for the device state.

The integration just responds to XProtect's requests for hardware status whenever XProtect asks for it.
Currently, there is no extra logic for things like mapping the last time status was requested for a particular
device and waiting some configurable time period before updating the parent panel’s hardware status again,
etc.

Technically, this works fine. But a transaction for each hardware status update/query is entered into Lenel
OnGuard for the single sign-on (SSO) user. Per Lenel OnGuard, there is nothing the Lenel OnGuard ACM
integration can do to prevent these transactions from being entered into Lenel OnGuard.

Customers making use of Lenel OnGuard'’s built-in “User Transaction” report from Lenel OnGuard's Sys
Admin + Reports will see these many transactions from the Lenel OnGuard ACM integration under the SSO
user in the report. Because there's so many of these transactions, some customers feel that the Lenel
OnGuard ACM integration makes this report useless. Per Lenel OnGuard, it's not possible to filter the User
Transaction report to omit the SSO user.

The only options that customers have are:

¢ Install a compatible version of Crystal Reports and customize the report how they'd like. However, Lenel
OnGuard Technical Support, OAAP, etc will not support these custom reports.

Contact the Lenel OnGuard Custom Solutions group and have them create/customize the reports. However,
the customer will need to pay for this service.

Lenel OnGuard ACM instance is not displayed in the XProtect® Management Client
If XProtect is unable to communicate with the Lenel OnGuard ACM instance, the instance will not appear in
the Access Control section of the Management Client. Do the following steps in the following order:

e (Close the Management Client and Smart Client

e Stop the Milestone Event Server

e Stop the Milestone ACM Service

e Ensure Lenel OnGuard is running successfully. This may require restarting the DataCondulT or

OpenAccess services, LS Web Service and the LS Web Event Bridge.

e Start the Milestone ACM Service

e Start the Milestone Event Server, and wait for it to come to ready

e Start the Management Client

If the instance still does not appear in the Management Client, investigate the logs (see Logging) to discover
the specific cause.

LS OpenAccess service automatically stops seconds after starting

There is a known issue with Lenel OnGuard in which an active directory account logging into the OpenAccess
service shortly after it starts can cause OpenAccess to crash. Because the Milestone ACM Server will attempt
to log in to OpenAccess when both services are ready, this can trigger the problem. The recommended
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workaround is to switch the Single Sign-On user to be a local windows account, and adjust the services to
use this same login as mentioned above in Refreshing the Personalized Configurations.

For questions and information concerning a fix for this issue, please contact Lenel support for information
regarding this bug at caap@lenel.com. Reference Lenel Bug DE40122.

I/0s connected to OSDP readers are no longer detected

This is a known issue with Lenel OnGuard 7.4 Update 1 (7.4.457.69) where |/Os connected to OSDP readers
are no detected in the Milestone ACM Server integration.

For questions and information concerning a fix for this issue, please contact Lenel support for information
regarding this bug at caap@l|enel.com. Reference Lenel Bug DE40122.

LS OpenAccess fails to send any events when running in an Enterprise configuration

This is a known issue with Lenel OnGuard 7.4 Update 1(7.4.457.69) running in an Enterprise configuration
where devices do not send events through OpenAccess to the Milestone ACM Server integration.

For questions and information concerning a fix for this issue, please contact Lenel support for information
regarding this bug at caap@lenel.com. Reference Lenel Bug DE40122.

All other support issues
For issues not covered in this guide, please contact Milestone Support at support@milestone.us, or by phone
at 503-350-1100.

Known issues

e This ACM integration was only tested against the MIP SDK 2017. The MIP SDK is backwards-compati-
ble; so it is assumed that the ACM integration will work with MIP SDK 2016 and 2014.

e This ACM integration has only been tested when running the Lenel OnGuard and Milestone systems
on Windows Server 2012 R2 and Windows Server 2016.

e This ACM integration is currently coded to only work with a Lenel OnGuard system using SQL Server
as its database. Oracle integration has not been implemented yet.

e Only United States English installers are available.

e Lenel OnGuard doesn’t model doors; they work only with readers. But Milestone ACM requires
doors to be modelled. Therefore, the Lenel OnGuard plugin creates virtual doors based on reader
properties (i.e. panel id, panel address, reader number, etc). Currently, the virtual door names are
based on the first reader that has a non-empty display name. So if that reader is named “reader 17,
that's what the door will be named. This may not be intuitive when viewed in the XProtect Manage-
ment or Smart Client applications’ hardware hierarchy.

e When creating a new ACM instance on the Access Control tab in the XProtect Management Client,
especially when creating the first instance, it may take 1 or 2 clicks of the Next button in the wizard
before configuration is successfully fetched from the Lenel OnGuard system.

e See the negative side-effects of upgrading.
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