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Milestone XProtect Integration Setup Guide

The integration with Milestone allows interoperability with the Doors.NET software and
allows you to view live video streams within XProtect. In addition, it allows for control
over the Doors.NET system hardware and to associate Doors.NET system events with
captured live video recordings.

1.0 Main Features

o The Integration combines Doors.NET with Milestone's XProtect software.

o Supports access control systems of up to 5,000 doors.

e Supports up to 10,000 cardholders.

o Allows viewing of video in XProtect, hardware control and cardholder editing.

o The Integration allows you to control the doors on the system (i.e lock
and unlock, from the X-Protect Smart Client).

o The access control tab of the XProtect provides a list of live system events
coming in from the Doors.NET system. Time and date stamp, location,
message type, cardholder name, door name are displayed as well as many
other selectable event information. XProtect Access can process up
to 600 access control events per second (per site).

o Doors and Cameras can be placed onto a map image - providing a geographical
overview of the entire system.

o Alerts can be configured in the XProtect Smart Client. A sound alert will bring
attention to the operator and the system alert will need to be confirmed.

e Pop-up alerts can also be configured for immediate confirmation of critical events.

2.0 Supported XProtect Versions

The integration with Doors.NET will work with all XProtect versions that support 'third-
party integration'. This also includes all the '+' versions of the following versions.

- XProtect® Express

- XProtect® Professional

- XProtect® Expert

- XProtect® Corporate

- XProtect® Enterprise
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3.0 System Requirements

e Doors.NET v5.3.0.9 and newer versions

e Microsoft .NET Framework 4.8

o Microsoft Windows 10 Professional or newer Windows operating system

o Milestone video system with valid XProtect Access Base License and XProtect Access
Door License

4.0 Licensing Requirements

4.1 Milestone Licensing

You must contact Milestone Systems to purchase required licenses before Milestone
XProtect Access integration will work.
XProtect Access is licensed through the following licensing scheme:

1. XProtect Access Base License (XPABL) - unlocks all XProtect Access functions
2. XProtect Access Door License (XPADL) - enables a single physical door in XProtect
Access

4.2 Licensing for Doors.NET Plugin Integration with Milestone
XProtect Access

Your Keri Doors.NET Application Server license should have the following feature
activated:

« Video Integration Clients — must be licensed for at least one Video Integration Client

5.0 Install the Doors.NET Plugin

The next steps explain how to install the Plugin that provides the communication
between Doors.NET and XProtect. This section assumes you have already installed
one of the supported XProtect versions and have licensed both the XProtect software
and Doors.NET. It also assumes that you have already added your IP cameras to

the XProtect VMS and that the hardware is added and online in Doors.NET.
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Note: You should run the Milestone Plugin installer on the same PC that has Milestone
XProtect and Doors.NET installed.

To install the Plugin:

1. Run the installer named: “DoorsNetMilestonePlugin.exe”.

™ O () > Downloads

36 © (0 @D = W TN, Sort ~ = View ~
MName Date modified
~ Today
‘.?, DoorsNETMilestonePlugin 07/06/2024 09:31
ersonal s

NOTE: You may be prompted to stop the Milestone XProtect Event Server. Stop this
Windows service. Click RETRY. Then resume the installation.

Click NEXT on the Welcome page.

Accept the terms and conditions of the End User License Agreement. Click NEXT.
Select the specific version of XProtect you have already installed. Click NEXT.

On the Destination Folder page DO NOT change the location of the destination
folder. If you do change the destination then the XProtect system will not be able to
find the Doors.NET Plugin DLL and thus, the plugin will not work. Accept the default
location and click NEXT again.

6. Click NEXT to install the Doors.NET Plugin.

ik wnN
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J Doors.MET Milestone Plugin - InstallAware Wizard - *

Completing the InstallAware Wizard for
Doors.NET Milestone Plugin

The InstalAware Wizard s now ready to configure Doors.NET
Miestone Plugin on this computer.

- Click Next to begin configuration

= Click Back to change sattings

- Click Cancel to exit

InstalAware = Back m Cancel

7. The Plugin will now be installed.

6.0 Create and Configure the Doors.NET Plugin
Integration for Milestone XProtect Access

1. On the host workstation where Milestone XProtect VMS Server is installed:
2. Start Windows Service “Milestone XProtect Event Server”
3. Log into the Milestone XProtect Management Application.

© 2024 Keri Systems -5- P/N: 02477-001 Rev. B



V/(KER:

Doors.NET

@ XProtect®* Management Client 2023 R3

Computer
| keri_appliance

|

Authentication:
| Windows authentication (current user)

Domain: KERI_APPLIANCE

User name
KERI_APPLIANCE \karis

Password

Remember password

Sign in Close

4. Expand the tree in the left panel and select “Access Control”.

©

File  Services Wizards

s B ORE @

Miles
Opticns  Help

o

=-H]J Surveillance Server
k@ Getting started

530:17PM @) Thank you for us

=[] Advanced Configuration
(I3 Hardware Devices
& =2 Cameras and Storage Information
¥ # Microphones
¥ Events and Output
&1 (®) Scheduling and Archiving
Logs
-] MNotifications

Central
|Ei» Access Control

=

Server Access
T Users
Services
. Servers
w1 ® alarms
d+ MIP Plug-ins
&[5, Transact

Access Control:

Enable MName
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5. Right-click on Access Control and select 'Create New... '

; ﬁ Server Logs
=% Metadata Use
. Metadata Search

)i Access Contiol

=23 Inciden Create new..
=% Inci by

=} [El Transa @ Refresh F5
] Transaction sources
Transaction definitions

1 B Al

6. Enter a name for the access control system intergation.

7. From the Integration plugin drop-down menu, select the Keri Doors.NET integration
plug. Additional fields will now be visible.

8. Enter the IP address for the host PC (the default IP address is 192.168.1.1).

9. The remaining fields should be left at the default values unless the Doors.NET admin

password has been changed.

Create access control system integration

MName the access control system integration, select the integration plug-in and enter the connection details,

Marme: San Jose HQ

Integration plug-in: | Keri Doors.NET Milestocne XProtect Integration -
Address: 192.168.1.1

Port: 11000

User name: admin

Password: sneen

- Name - refers to your Doors.NET Application Server location.

- Integration Plugin - From the dropdown list, select “Keri Doors.NET Milestone
XProtect Integration”.

- Address - IP address of Doors.NET Application Server

- Port - TCP port of Doors.NET Application Server (the default is 11000).

- User Name - Doors.NET login user name (with Administrator permissions).

- Password - Doors.NET login password.
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10. The following screen will display the access control system connection status and

configurable items. Click NEXT.

Connecting to the access control system...

Collecting configuration data...

Configuration successfully received from access control system.

Added:
Doors  (12)
Units  (39)
Servers (1)
Events (32)
Commands (3)
States (13)

4 4 4 4 4 A

11. The next page will display all the IP cameras which are added to the Milestone
XProtect system. The doors will be displayed on the left and the available cameras

will be displayed on the right.

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door's access points are triggered.

Doors:

Name Enabled License
|5001.2vDoorPxIMasttr.Rcadtr0.1| [w] |Pcnding|

Access point: 5001.2-DoorPxIMaster.Reader 0.1 Acc
Front Hallway
Drop comerg here to associate it with the access poin

SW‘I.Z-Dnn-rF"xIMast:r.Rcader0-.2[ [v] |F'cn-:img|

Cameras:
r q] Server
4 | All Cameras (Server)
=0 Back Hallway
=0 Back Hallway 2
ﬂ_" Conference Room
=B Front Hallway
=B Jeff Office Qutside
b LAB
=0 Lobby 2
=0 Qutside
q] All Slaves (Server)
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12. Associate cameras with the doors by dragging the camera names onto the doors.
The associated cameras are then used in the XProtect Smart Client when access con-
trol events are triggered by the door's access point events. Click NEXT.

Doors:

All doors ¥

Mame ; Enabled License &%

MSC #1.Front Reception | | |

Access point: MSC #1.Front Reception
AXIS M?GAISL}{_W Network Camera (192.168.1.77) -
&

MSC #1.0ffice 1

MSC #1.0ffice 2

MSC #1.Training Room
MSC E2.Administration
MSC #2.Conference Room
MSC #£2.Manufacturing
MSC #2.5ales

13. The final screen confirms you have completed the access control system integration.
Create Access Control System Integration

You have successfully completed the access control system integration

Your XProtect Smart Client users can now monitor access control events, See the help system for how to eptimize the
XProtect Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access
contral system.

14. Click CLOSE to return to the Milestone XProtect Management Application.
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7.0 Configure the Access Control System Integration

1. Click on the Access Control menu option.
2. Then select the newly created integration.
3. The Access Control integration properties will appear.

Access Conirol » 1 QAccess Control Information
[& B Access Contrel
] San Jose HQ General settings
Enable ]
Name: San Jose HO
Description
Integration plug-in: Ken Doors NET Milestone XProtect Integration (Version: 3.5.1.22_ 3 5v)
Last configuration refresh: 140652024 13:24
| Refresh Configuration

Address 192.168.1.31
Port 11000
User name admin
Password | Enter cument password... |

4. Select “General Settings” in left panel to access and edit General Settings.

- ENABLE — to enable the Access Control integration, this must be CHECKED. If you
wish to disable the integration, un-check the check box.

- NAME —refers to Doors.NET Application Server.

- DESCRIPTION — text that describes the Access Control integration.

- INTEGRATION PLUG-IN — name of Doors.NET plugin integration.

- LAST CONFIGURATION REFRESH — date and time of last configuration refresh.
- REFRESH CONFIGURATION BUTTON — click this button to refresh configuration
after changes to Doors.NET hardware, such as adding / removing controllers and
readers.

- ADDRESS — IP address of Doors.NET Application Server.

- PORT — TCP port of Doors.NET Application Server.

- USER NAME — Doors.NET login user name.

- PASSWORD — Doors.NET login password.
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5. Associate one or more cameras with each door by dragging and dropping camera(s)
from the right panel to a specific Door. Click OK.

Doors:

All doors *

Mame : Enabled
Accounting Area | | "

Access point: Accounting Area AccessPoint
Drop camera here to associate it with the access p

Back Door

Executive Conference Room

Executive Offices

Front Door

IT Room

Janitonal Closet

Manufacturing Floor

& |RI&]| &R & &

£

Cameras:

4 H] Server

4 | All Cameras (Server)
= Conference Room
=0 Front Reception
= T Room
EF Main Car Park
= Server Room

H]J Al Slaves (Server)

6. Select the system events that you wish to monitor within the XProtect Smart Client
application. You can also use categories to simplify the user of triggering events.

& General Settings

“® Doorsend Associated Cameras

%

== Access Control Actions

4, Cardhaldes

Access control events

Selact the events you wanl 1o monsdor n XProtect Smar Chent Usa categonss bo semplify the use of inggenng events

[ Select | At Cortred Event
Access Dersed (Credential Mot Found)

Source Type
Access point

Evert Category

Access Dersed (Credential)

Bcoess point

Access denied

[wl | Access Grarted (Credental)

M

eSS DO

Actess grarded

Azcass Grarted (Mo Entry)

Aceass pont

AOCESS prarted

Barte Unlock Festored

Bty Unbock Suspended

[ |Closed

Dicscar
Do
Dhcsar

[ | Conreller Offine

Dicsoar Cortrolier

[ | Cortroler Orline

Do Cooritrolier

Dhzabled

|
l

Do Algerm Moemraplized

D Foecad Opan Al

D Forecad Open And Open Too Long Alarn

Door Locked By Time Schedule

| | Docr Cpen T Lorg Alarm

W | Docr Secured - Forced Open |s Masked

[w] | Docr Secured - Held Open ls Maghosd

[ | Do Secured (Prevaously Both Forced Open

Do Secured (Prevaously Forced Open)

Dicor Secured (Prenaously Open Too Long)

HHHBHEEHBEE

Docr Unbecked By Tima Schedule
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7. Next, select 'Access Control Actions' then define the Source, Time Profile and Action
for each chosen item. Click OK.

Time Profile Action

Always v | Display access request notifi.. v X

Ablwvays V| Start recording v X
|

8. Select 'Cardholders' to search, view, add or delete a picture of the cardholder. Card-
holder pictures are used in XProtect Smart Client for access control events that are

received by the Doors.NET Plugin Integration.

Cardholders

Saaech lor cardholdars to view, Bdd of delsis & pictuee of the cardhaldar. The cardholdar picture is used in the XProtect Sman Chend when an acosss control event has base registersd

Name:
Anderson, James

Type

| Farwell, Rebecca

Eialosr. Kathlsan

Calshan, Stephanie

Dominguez, Jose

Easton, Ronald

Farwell, Rabecca

Gallagher, Susan

Husnnessy, Jubst

Ibrakam, Josad

Jankorach, Elame

Keri. Jorathon

Lambert. Cheis

Muhamemad, Samir

Masbaonni, Jessancs

Petersan, Enan

Cuigley. Rene

Rasmossen, Emie

‘Vam Heusan_ Marganel

harn, Carman

Falewsin, Herman

ZENA2023 00:00:00
Mot sad

1879953504

16257

KeiMS

Cardholder pictures are used in XProtect Smart Client for access control events that are
received by the Doors.NET Plugin Integration.

© 2024 Keri Systems
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8.0 Further Details

If you want further details about the Doors.NET integration with the XProtect software,
or if you want to be introduced to this Solution Partner, please submit your information.
You will be contacted by Milestone shortly.

Contact Keri Systems

Keri USA Keri UK, Ireland, Europe
302 Enzo Drive. Suite 190, San Jose, Unit 1, Main Road, North Burlingham,
CA, 95138 USA Norwich, NR13 4TA, UK

Telephone: (800) 260-5265

(408) 435-8400 Telephone: + 44 (0) 1763 273 243

Web: www.kerisys.com Web: www.kerisys.com
E-mail: sales@kerisys.com E-mail: eusales@kerisys.com
techsupport@kerisys.com eutech@kerisys.com

Borealis User Interface - keri.aetheros.net

Knowledge Base Website - help.kerisys.com

Guided Support - https://kerisys.com/guided-support

YouTube Channel - www.youtube.com/user/kerisystems

end of document
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