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Native Video Analytics Integration
Prerequisites

» Milestone XProtect (advanced version)
» Device Pack 10.5 installed
» Intelligent Bosch camera with Video Analytics

» Standard as of the IP 3000i series: Essential Video Analytics
» Standard as of the IP 7000i series: Intelligent Video Analytics
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Native Video Analytics Integration
Operation / Workflow

» All available events (not only analytics events) that are available on a
Bosch camera are now exposed via the Bosch integration API and l

hence available in Milestone’s “Driver Events” control. - -
Add camera to Replace Hardware
XProtect in XProtect

» The available events are retrieved during the process of adding a l ‘.

device to Milestone. .
» This setup fixed in XProtect and the events are available in the I i
Milestone Alarm- and Rule-Engine.

Expose in
XProtect

» In case an alarm changes on the camera (which can basically only be

Change analytics

true for analytics events) the camera needs to be ‘re-added’ to e

XProtect.

» This can happen through the ‘device replacement’ process in XProtect. —l

» By doing so, all the recordings and old associations are kept and no
information is lost.
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Native Video Analytics Integration
Operation / Workflow

|e )@ bito//192.1681 173 Settings b= - ¢ :SEEHH
@ Bosch Security Systems - M... % | _ |
MIC IP starlight 7000i
| 0
| =] Live | # Configuration 43 Dashboard ‘

Intelligent Video Analytics configuration
Enhance
In the pop-up window, configure the video content analysis as esired. Press F1 for more information

Scene Mode Scheduler Elements like fields are displayed as overlays in Ihe video image. Use the mouse to adapt them to your

VCA L]

Virtual Masks L} New | Edit

Alarm E-Mail

needs
Encoder Profile
Encoder Streams Settings
Encoder Statisti
s LS Tasks  Metadata Generation  Metadats Inspection
Encoder Regions Surveillance Tasks
Alaim
Privacy Masks
Detect any object =
Lens Settings
PTZ Setiings O
Pre-positions and Tours
) O
Pre-position mapping
Seciors o
Miscellaneous
Iiuminator i
Pixel Counter
O
» Recording
¥ Alarm O
Aarm Conneclions
jui}

=N

Alarm Task Editor
Alarm Rules
» Network

» Service
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Native Video Analytics Integration
Operation / Workflow

Signal Too Bright Rising
Signal Too Dark Falling
Signal Too Dark Rising
Smoke Detected Falling
Smoke Detected Rising
Tampering

Video analytics event started
Video analytics event stopped
Virtual Alarm 0 Falling
Virtual Alarm 0 Rising
Virtual Alarm 1 Falling
Virtual Alarm 1 Rising
Virtual Alarm 10 Falling

- Ry Generic Events
&) Security
- Roles
& Basic Users
@ System Dashboard
[] Current Tasks
~@ System Moniter
System Monitor Thresholds
- & Evidence Lock
[%] Configuration Reports
- Server Logs
[Be sccess Control
Bl Transact
[] Transaction sources
-] Transaction definitions

ilestone XProtect Management Client -
Mil Protect Manag Cl x
File Edit View Action Tools Help
B9 @een
Site Navigation v 8 X [|oevices + 7 ||Properties -
-G IPP-SPCENUZ - (12.29) 5% Cameres
2 Basics EHD Test Configured events
I License Information © < DIMION IP 7000 HD (192.168.1.113) - Camera 1
. % DINION IP starlight 7000 HD (192.168.1.35) - Camera 1 Select Driver Event X
[ i DINION IP starlight 7000 HD (192.168.1.129) - Camera 1
& Remots Connect Services - =p DINION IP starlight 8000 MP-ERROR OLD IDCHIF (152.168.1.115) - Ca
(& #xis One-click Camera Connection < DINION IP ultrs 8000 MP (192.168.1.115) - Camers 1
- Servers = DINION P uitra 8000 MP (132.168.1.125) - Camers 1 ‘udio Alam 22 Falling
1) Recording Servers - FLEXIDOME IF panoramic 5000 MP (182.168.1.87) - Camera 1 Audio Alarm 22
- %] Failover Servers - FLEXIDOME IP panoramic 5000 MP (182 168.1.151) - Camera 1 Default Task Falling
T Devices - FLEXIDOME IF panoramic 7000 MP (192.162.1.117) - Camera 1 Default Task Rising
< Cameras | FLEXIDOME IP panoramic 7000 MP (192.168.1.123) - Camera 1 Flame Detected Falling
# Microphones - FLEXIDOME IP starlight 7000 VR (192.168.1.127) - Camera | Flame Detected Rising
Speskers * = MIC IP starlight 7000i (192.168.1.173) - Camera 1 Global Change Falling
@ Metadoto Global Change Rising
Invalid Configuration Falling
“ o Input
Invalid Configuration Rising
) Output Mation Started (H\t)
-3 Client Motion Stopped (Hiw)
EEB Smert all Reference Image Check Failed Falling
~ {3 View Groups Reference Image Check Failed Rising
E Smart Client Profiles SD Card Disabled
- &8 Management Client Profiles Delete D Card Error
Matrix SD Card Mounted
pr— SD Card Recording
-8 Rules and Events o > | €D nfo 3 Setiings [ Streams @ Record 2 Motion «f» Presets { Hiltrolling T s 2 ciif 5D Card Removed
Rules — Signal Less Falling —
~(@) Time Frofiles — Signal Loss Rising
[ Netification Profiles Live: 1280:720 4KE Signal Too Blurry Falling
~ % User-defined Events Signal Too Blurry Rising
¥ Anslytics Events Signal Too Eright Falling

& Marms
%+ MIP Plug-ins
Camera events are available
_______________________ in XProtect
Site Navigation  Federated Site Hierarchy MIC IP staright 7000i (182.168.1.173) - Camers 1
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Native Video Analytics Integration
Operation / Workflow

‘o | @) etp://192.168.1.173/Settings. htmi#if vea ~ @ || Search

(@) Bosch Security Systems - M... % |

MIC IP starlight 7000i

| | I !
| "= Live ‘ Playb: ‘ # Configuration 43 Dashboard ‘ r_."

Intelligent Video Analytics configuration

Enhance

I the pop-up window, configure the video content analysis as desired. Press F1 for more infarmation
Elements ke Tields are displayed as overlays in the video image. Use the mouse to adapt them to your
needs.

Scene Mode Scheduler

Encoder Profile

Encoder Streams Settings *
Encofersitsics Tasks Metadsta Generation | Metadata Inspection
Encoder Regions Surveillance Tasks
Alam
Privacy Masks
This is the first rule / A0 |
Lens Settings
PTZ Setiings \*\ A line crossing =]
Pre-positions and Tours &
* Leaving lft fisld
Pre-position mapping I‘—‘I
Sectors O
Miscellaneous B
i Change analytics
WimEror events on tl
Pixel Counter camera
e B
» Recording HH
¥ Alarm I O
Alarm Gonnections
0O
VCA L
Virtual Masks New | | Edt | | Delle
Alarm E-Mail
Alarm Task Editor
Alarm Rules
P Network
» Service
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Native Video Analytics Integration

Operation / Workflow

rding Server

R ing Server

j] Recording Servers

-’ IPP-sPCENU2

(= DINION IP 7000 HD (192.168.1.113)

DINION IP starlight 7000 HD (192.168.1.35)

(=1 DINION IP starlight 7000 HD (192.168.1.1289)

DINION IP starlight 000 MP-ERROR OLD IDCHIP (192.168.1.115)

-

= @ Recording Servers
=BT IPP-SPCENU3

DINION IP 7000 HD (192.168.1.113)
DINION IP starlight 7000 HD (192.168.1.35)
DINION IP starlight 7000 HD (192.168.1.129)

Properties

Hardware information

Name:

MIC IP starlight 7000i (192.168.1.173)
Description:

DINION IP starlight 8000 MP-ERROR OLD IDCHIP (192.168.1.115)
DINIOM IP ultra 000 MP (192.168.1.119)

(2 DINION IP ultra 8000 MP (192.168.1.125)

FLEXIDOME IP pancramic 5000 MP (192.168.1.87)

FLEXIDOME IF panoramic 5000 MF (182.168.1.151)

FLEXIDOME IP pancramic 7000 MP (192.168.1.117)

() DINION I ultra BODD MP (192.162.1.113)

DINION IP ultra BO0D MP (192.168.1.125)

(=) FLEXIDOME IP panoramic 5000 MF (152.168.1.87)
FLEXIDOME IP panoramic 5000 MP (192.168.1.151)
(=) FLEXIDOME IP panoramic 7000 MF (152.168.1.117)
FLEXIDOME IP panoramic 7000 MP (192.168.1.123)

Replace Hardware

in XProtect

] FLEXIDOME IP starlight 7000 VR (192 168,117 FLEXIDOME IP panoramic 7000 MP (152.168.1.123) Model A
=] FLEXIDOMEIPS:rIIghIEDDD 19(21531 o 7 FLEXIDOME IP starlight 7000 VR (192.168.1.127) !
L starlight 0001 (192, 158.1.187) FLEXIDOME IP starlight 000i (192.162.1.187) MIC IP starlight 7000i
g MIC | starlight Expand MIC IP starlight 2 Serial numbar -
S Replace Hardware X
I ardware... F
For each new device, selectwhich old device (including existing databases) to inherit. =
(@ Change Hardware Password... Ifanew device should notinherit any old device, select None'. b
@ Delete Hardware Del Databases will be deleted for old devices which are not inherited. milastone
Move Hardware... L
|@ FaT— New Hardware Device Inherit in)
place Hardware —
Cameras
B2 R e 2 Camera 1 MIC IP stariight 7000 {192.168.1.173) - Camera 1 I~
Enabled Metad:
= ne Preview - u
Refresh F5 Metadata 1 MIC IP staright 7000i (192.168.1.173) - Metadata 1 |~
Output
Output 1 MIC IP starlight 7000i (192.168.1.173) - Output 1 v
Output 2 MIC IP staright 7000i (192.168.1.173) - Output 2 v |
Output 3 MIC IP staright 7000i (192.168.1.173) - Output 3 v !
Output 4 MIC IP staright 7000i (192.168.1.173) - Output 4 [v] v |
Help <Back | Next > X
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Native Video Analytics Integration
Operation / Workflow

Devices ~ B ||Properties
=0 Cameras
E"@_ Test Configured events

W DINION IP 7000 HD ({192.168.1.113) - Camera 1
“p DINION IP starlight 7000 HD (192.168.1.35) - Camera 1
“3p DINION IP starlight 7000 HD (192.188.1.128) - Camera 1
% DINION IP starlight 8000 MP-ERROR OLD IDCHIP (132.168.1.115) - Ca
p DINION IP ultra 8000 MP (192.168.1.119) - Camerz 1

DINION IP ultra 8000 MP (192.168.1.125) - Camera 1
; FLEXIDOME IP panoramic 5000 MP (192.168.1.87) - Camera 1 Select Driver bvent X
ﬁ FLEXIDOME |P pancramic 5000 MP (192.168.1.151) - Camera 1
2 Qﬁ FLEXIDOME IP panoramic 7000 MP (192.168.1.117) - Camera 1
“p FLEXIDOME IP pancramic 7000 MP (192.168.1.123) - Camera 1
% FLEXIDOME IP starlight 7000 VR (192.168.1.127) - Camera 1
B E!g MIC IP starlight 7000i (192.168.1.173) - Camera 1

lling
sing
Audic Alarm #2 Falling
Audie Alarm #2 Rising
Default Task Falling
Default Task Rising

Flame Detected Falling
Flame Detected Rising
Global Change Falling
Global Change Rising
Invalid Configuration Falling
on Rising

<
g
ki
g
X
L |
g

=

< > || € Info 3 Settings {3 Streams @ Record 7 Motion ¢} Presetd

Preview

Motion Stopped (HW)
% Reference Image Check Failed Falling

g Reft Image Check Failed Rising
8
§
g
§
Y

bid]
[

SO Card Disabled

SD Card Error

5D Card Mounted

SD Card Recording

SD Card Removed
Signal Loss Falling
Signal Loss Rising
Signal Too Blurry Falling
Signal Too Blurry Rising
Signal Too Bright Falling
Signal Too Bright Rising
Signal Too Dark Falling
Signal Teo Dark Rising
Smoke Detected Falling
Smoke Detected Rising

Live: 1280x720 2

R} Video analytics event stopped Camera eve nts are available
§ Virtual Alarm 0 Falling in XProtect

Wirtual Alarm 0 Rising
1 Ealli

st =l AL
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Native Video Analytics Integration
Operation / Workflow

@ Milestone XProtect Management Client 2019 R2
File Edit View Action Tools Help

H9| oen
Site Navigation - B
-G8 IPP-SPC5NU2 - (13.23)
=H Basics
; E License Information
Site Information
Remaote Connect Services
-y Audis One-click Camera Connection
=} G Servers
iﬂ Recording Servers
ﬂ Failover Servers
= &P Devices
B Cameras Activel
& Microphones Name: MNew Rule 001
@ Spezkers Definition;
- Metadata
oo Input Active: Select an Event b4
C Output
=53 Client Select the rule 1 e
B Smart \wall @ 58 Devices
3 View Groups (O Performan 3 £} Configurable Events
&2 Smart Client Profiles - %} 192.168.1.71 - Output - 01 Falling
i Management Client Profiles --§ 192.168.1.71 - Output - 0 Rising
- Bl Matrix ~§ 192.168.1.71 - Output - 02 Falling
=] @ Rules and Events -8 192.168.1.71 - Output - 02 Rising
Rules % 192.168.1.71 - Output - 03 Falling
() Time Profiles ; 152.168.1.71 - Oulput - 03 Rising
[ Nofification Profiles =% 192.168.1.71 - Output - 04 Falling

- put - 04 Rising
‘ User-defined Events ‘

® Analytics Events Sl i : I - ! staried
g Generic Events Perffarrn ':;‘E'i‘_"" --%¢ Abandoned object event stopped
] E@ Security mm cevice % Above or below operating temperature Falling
ﬂ Roles ~% Above or below operating temperature Rising
. a Basic Users - Action failed v
Syl e [ o] oo
% g“’i""‘:ﬂas'ff Camera events are available

ystem Maonitor 2

: System Manitor Thresholds in XProtect
- & Evidence Lock
[ Configuration Reports Help Cancel < Back Next > Finish
Server Logs

Rule Information

Name:

Default Play Audic on Reguest Rule
Default Record on Bookmark Rule Description
Default Record on Motion Rule
Default Record on Reguest Rule
Default Start Audio Feed Rule
Default Start Feed Rule

Default Start Metadata Feed Rule

_| Manage Rule - O X

Description: | -

=]
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Dynamic event integration
Known limitations

» The ‘Detect any object’ event does not have a state by default in the Bosch
rule engine. This can be changed by modifying the rule script in the ‘Alarm
Task Editor’.
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Select Driver Event

Audio Alarm alling
% Audio Alarm #1 Rising
& Audio Alarm #2 Falling
% Audio Alarm #2 Rising
% Default Task Falling
%' Default Task Rising
% Flame Detected Falling
%' Flame Detected Rising
% Global Change Falling
Q Global Change Rising

Q Invalid Configuration Falling
Q Invalid Configuration Rising
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