Forensic Search Agent for Milestone XProtect
Bosch Video IP

BOSCH

en Quick Installation Guide






Forensic Search Agent for Milestone XProtect Table of Contents | en 3
Table of Contents

1 Installation 5
1.1 Overview 5
1.2 Prerequisites 5
1.3 Installation procedure 5
2 Software components 7
2.1 Camera setup 7
2.2 Administration client 8
2.3 Forensic Search Agent plug-in 10
2.3.1 Using the Forensic Search Agent 11
2.3.2 Configuration — Single Camera 12
2.3.3 Configuration — Multiple Cameras 14
2.34 Search Results 15
2.3.5 Search Progress 16
2.3.6 Reconfiguring the Search 17
Bosch Security Systems Quick Installation Guide V1.0 2019.10




4 en | Table of Contents Forensic Search Agent for Milestone XProtect

V1.0]2019.10 Quick Installation Guide Bosch Security Systems



Forensic Search Agent for Milestone XProtect Installation | en

5

1

1.1

1.2

1.3

Installation

Overview

The Bosch Forensic Search Agent is available as a plug-in for Milestone's Centralized Search,
and enriches Milestone's search functionality to search for specific criteria.

Prerequisites

— Operating system Windows 10 (64 Bit)
— Milestone VMS: XProtect 2019R3 Expert or Corporate or newer

— A Bosch camera connected to the Milestone XProtect VMS Product

Installation procedure
The current version of the installer can be downloaded from the website
https://www.boschsecurity.com/

1. After extracting the download package double-click on the
Bosch_ForensicSearchAgent*.exe file to start the installation. A Milestone installer that
provides the necessary framework libraries is included in the installer package.

2. Follow the instructions of the setup wizard.

°* Bosch Forensic 5earch Agent Setup — X

Welcome to Bosch Forensic Search
Agent Setup

Setup will guide you through the installation of Bosch
Forensic Search Agent.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.,

Click Next to continue.
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During the installation, the Milestone installer for the integration libraries will be executed.

ﬁ] Milestone MIP SDK 2019 R3 - Redistributable (x64) Setup — >

Completed the Milestone MIP SDK 2019
R3 - Redistributable (x64) Setup Wizard

Click the Finish button to exit the Setup Wizard.

milestone

After installing the Milestone components, the Bosch components can be selected:
— Forensic Search Agent

— Forensic Search Agent Configurator

% Bosch Forensic Search Agent Setup - x #% Bosch Forensic Search Agent Setup -

Choose Components “Q

Choose which features of Bosch Forensic Search Agent you want to install. { | Completlng Bosch Forensic Search

Agent Setup

Bosch Forensic Search Agent has been installed on your
computer.

Check the components you want to install and uncheck the components you don't want to
install. Click Install to start the installation.

Click Finish to dose Setup.

Description
Select components to install: rensic Search Agent | S "

Space required: 238.2 MB

< Back Install Cancel < Back Cancel

When the installation is complete, the plug-in files are installed in the default plug-in directory

— for the 64-bit plug-in:
C:\Program Files\VideoOS\MIPPIlugins\BoschForensicSearchAgent

The plug-in components are now available in the Milestone XProtect Administration Client, in
the Smart Client, and an additional windows service component is installed. The User Guide
and the EULA can be accessed via the start menu, in case this option was selected during the
installation process.
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2 Software components

Several software components act together to form the Bosch Forensic Search Agent. The
involved software components are:

— Bosch plug-in for the Milestone XProtect Management client
— Bosch plug-in for the Milestone XProtect Smart client
— Bosch Forensic Search service (process that performs the actual search)

— Bosch VCD Streaming service (process that delivers the connects to the Milestone
database for metadata retrieval)

A detailed description of the software context is given in the next chapter.

2.1 Camera setup

The camera needs to run in either Essential Video Analytics mode or in Intelligent Video
Analytics mode.

General Camera Recording Alarm VCA Interfaces
Main Operation Tamper Detection Tasks Metadata Generation Metadata Inspe
v VCA

Operating mode Profile #1 ~ ,j

Alarm status Off

Aggregation time [s] . =

Analysis type Inteligent Video Analytics ~

Load... Save... Default
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2.2 Administration client

The cameras that will be available for the Forensic Search Agent in the Smart client are config-
ured via the Administrator plug-in, located in the Bosch Camera settings.

Note:

It is very much recommended to set up permanent recording to make best use
of the Forensic Search use case scenarios.

The Bosch Forensic Search is using metadata from the edge (Bosch intelligent cameras), which

is stored in the Milestone database. Therefore the metadata channel needs to be available and
activated.

4 Milestone KProtect Mansgement Chent 2013 R

File it View Action Tools Help
H2 g=n
Seon or A% - P
Dievice group inkemation
)
Description
Giowe trve
LFrbles
) i §hSemings @ Record
Previes
L e -
L L) v
Site Navigaion | Federsted St Hierarch URCN 197503 1O (162,166 1 113 o1 41 g 03 #3162 THE 1 35) . Mamadaa 1

The selected metadata format in XProtect needs to be set to Bosch binary.

Devices
B Metadata
BO s
g DINION IP 7000 HD (152 168.1.113) - Metadsta 1

~ 1 | Properties

‘R DINION IP starlight 7000 HD (192.168.1.35) - Metadata 1
‘S DINION IP ultra 800D MP (152.168.1.119) - Metadata 1
‘g DINION IP ultra 800D MP (192.168.1.179) - Metadata 1

vV 1.0]2019.10

v Metadata bounding box
Valid time (seconds)

v Metadata siream
Stream type
Streaming mode:

3

Bosch binary
RTP/RTSP/TC
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After the general metadata availability, the search functionality needs to be enabled via the

Camera tab plug-in.

The checkbox (1) enables or disables the general availability of the selected camera in the

Smart client's Bosch Forensic Search plug-in.

evices « 2\Properties
Forersc Search Setings
[5] Enable Bosch Forensee Search Agent

TP FLEMDOME IF pancramsc 5000 MP (192
By Test

P ivio hSemngs [ Srears @ Recors ohMotion Q) Fuheyelens % Everts O Client BB Privacy masking |

£ Bosch Corhguration
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2.3 Forensic Search Agent plug-in

The plug-in hooks into Milestone's Centralized Search framework and exposes Bosch's forensic
search functionality in the Smart client.
The Forensic Search allows to set up rules and events that were not initially set up.
The Forensic Search Agent operates in the given search scope which is defining the search du-
ration and provides a general selection of cameras for the search.
The general section Search filters allows to specify a search duration and it also allows to se-
lect a generic set of cameras for the search. This generic camera selection may be stripped in
the Bosch Forensic Search filter, due to the fact that the Bosch plug-in only operates on Bosch
Analytics cameras that run intelligent or enhanced video analytics, provide a metadata channel
in XProtect and were enabled in the Management client for the forensic search.

Search filters :

Start End

8:05 AM 9:30 AM

9/20/2019 9/30/2019

Duration: 1 hour 25 minutes

Selected cameras (5) Clear list

DINION IP 7000 HD (192.168.1.113) - Camera 1

DINION IP starlight 7000 HD (192.168.1.35) - C...

DINION IP ultra 8000 MP (192.168.1.119) - Ca...

ni J LY [ 1 117

Select camera... -
% Bosch Forensic Sea[r“... 2

- o

Video content description search
| 0 Cameras selected ] L]
V1.0 2019.10
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2.3.1 Using the Forensic Search Agent
The Bosch Forensic Search Agent is available via the Search for... button in Milestone's Search
tab.
Search filters : 76 results
Start End Ll } i
8:05 AM 9:30 AM I '
9/30/2019 9/30/2019 i di

Curation: 1 hour 25 minutes

B DiNION 1P stariight 7000 HD (192.168.135.. = H©

Selected cameras (5) Clear list

DINION IP 7000 HD (192.168.1.113) - Camera 1
DINION IP starlight 7000 HD (192.168.1.35) - C...

DINION IP uitra 8000 MP (192.168.1.119) - Ca...

RN 1D o4l MAD 1107 168 1 1704 .
Select camera... hd

[00-D0:16)  S/30/2019 $:29:41 AM

m [ DINION IP uitra 8000 MP (192.168.1.119) -... He

@ Alarms M Bookmarks
Showind [
that ma &t ch:hForensicSearc% ‘ 4 Evenis
R Motion

9:29:03 AM

1.119) -..

Hc

Selecting the Bosch Forensic Search entry activates the Bosch search plug-in and the following
in-line filter control will become visible.

4 Milestone XProtect Smart Client

Live Playback . i “i - i i

123226 P €8 Information: No VCD data avialble for: DIb

12:26:56 PM o Thank you for using this trial license to der

Search filters :

Start End
12:35 PM 12:35 PM
10/11/2079 10/18/2019

Duration; 7 days

Selected cameras {5) Clear list

LANIUIMN IE starlight FUUU HU [ TY2, 108, 1,53) - L.

DINION IP ultra 8000 MP (192.168.1.119) - Ca...
DINION IP ultra 8000 MP (192.168,1.179) - Ca...

FLEXIDOME IP panoramic 5000 MP (192.168.1....

Select camera... ;
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2.3.2 Configuration - Single Camera
The configuration window contains the list of preselected cameras (1), an area to set up the
rules (2) for the search and a video area, that is used to setup any lines or areas that are needed
for the search (3).
S m mmmsma t
e | —
fou can select the camenz | for the forentic search with  You can modify the rule setup | or the selected camera here.
e checkbox. Click on a ¢ | mera to edit the Filter setup -
A\ ¥ the camera. 1
10243 [ i -
s':I DINION IP 7000 HD (192.168.1.113) - Camera 1 )
L*-Inmwntpﬁ‘ =]
DINION IP starfight 7000 HD (192.168.1.35) - Car| —_—
St T e :
start || DINION IP uitra 8000 MP (192.168.1.179) - Came}
[ 3:0 FLEXIDOME IP panoramic 5000 MP (192,168 1.87, O
9/30
Duratid 0
Selectel
- I :
DiNig
DiNig O
DiNig
frousan O
| Selec
m|
New
&
[ ] Check the | ox to apply 1 config to all cameras. &
0 Car| eras selected [ o
The preselected cameras are only active in case they were configured for forensic search in the
administration client and have a metadata channel connected. Inactive cameras are shown in
an italic font (4).
Clicking on an active camera loads the preview window and the Intelligent Video Analytics con-
figuration that was set up on the camera in the given search scope time frame. This is needed
to load the calibration data, which helps to setup more sophisticated searches.
To include a camera in an actual search, the check box needs to be checked (5).
Note:
For a deeper understanding of the configuration of the Bosch Video Analytics it
is recommended to look into the Video Analytics Software manual, provided
with this installation, available through the Windows start menu or by
pressing the F1 key when the configuration window is active.
V1.0 2019.10 Quick Installation Guide Bosch Security Systems
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The search is executed by clicking on the Set filter for # Cameras button.

RSN — | .
e
| You can select the cameras for the forensic search with  You can modify the rule setup for the selected camera here,
the checkbox. Click on a camera to edit the Filter setup
| for the camera,
! [71 DINON 2 7000 HD (52 168.1113)- amea 1 =
Lﬁl Detect any object at the door M
[C] DINION IP starlight 7000 HD (192.168.1.35) - Car
al|[Zl DINION IP ultra 8000 MP (192.168.1.119) - Came| 0
" [J DINION IP ultra 8000 MP (192.168.1.179) - Came!|
a FLEXIDOME IP panoramic 5000 MP (192.168.1.87, O
10,
tig D
hC
1 ]
IG
[le
]
lle
uf ]
E
]
New Edit Delete
[_] Check the box to apply 1 config to all cameras. Set filter for 2 Cameras

Note:

This is not in line with Milestone's user experience guidelines for the search
agents, but it conforms to the well-known way of configuring and using the
Bosch forensic search.

Bosch Security Systems Quick Installation Guide V1.0 2019.10
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Status area

The search configuration provides a status overview in the bottom right corner (1). The status
bar provides a short description of the current status and an icon to visualize that status. Ad-
ditional status information is provided through the icon's tool tip.

-
R vyt @
\'k\ Coasting fns 2 (=]
. cornates =
L]
(]
O
O
m}

: =

St entoc Camers ] 1amen steces. () |
2.3.3 Configuration — Multiple Cameras

It is also possible to configure more than one cameras for a search. The setup process is the
same as explained in the previous chapter, with the possibility to apply the same configuration
to all cameras in the search scope, as depicted below:

—| You can select the cameras for the forensic search with  You can modify the rule setup for the selected camera here.
the checkbox. Click on a camera to edit the Filter setup
| for the camera.

Alarm

" [ oo e om0 21601119 - Comers 1|
R petectny it ot he g =

(] DINION IP starlight 7000 HD (192.168.1.35) - Car]

al1(7 DINION IP ultra 8000 MP {192.168.1.119) - Came O
||C) DINION 1P uitra 8000 MP (192.168.1.179) - Came

E | FLEXIDOME IP panoramic 5000 MP (192.168.1.87, 0
0,

q |

The last active rule configuration is used for all selected cameras.

Note:

Not all scenarios make sense in this setup (e.g. aline crossing is usually specific
to a certain scene and hardly transferable to a different camera view).

V1.0]2019.10 Quick Installation Guide Bosch Security Systems
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2.3.4

Search Results

The search results are visualized in two areas in the Smart client. A thumbnail overview shows

the search results preview (1). Clicking on the preview thumbnail updates the results details
area on the right side of the view (2).

The thumbnails header includes the rule number and the rule name (3).

v e = @ =
e | m Msnasgar 3

-9 1 v

- @

Search filters |

1235 PM 1235 PM

1% #1 - Detect any object - Rensmed

DN B s 8000 L L I
LT
Comern 1

Bosch Security Systems
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2.3.5 Search Progress

To be able to provide an overview on the current search status, a progress overview window
can be opened by clicking the i icon as depicted below:

¢ Milestone XProtect Smart Client

Live Playback ﬁ Alarm Manager (& System Monitor

1:22:30 PM “ Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on
Search filters : 7 results ) Searching..

Start End

11:23 AM 123 PM .
10/18/2019 10/18/2019

Duration: 2 hours

-

#1 - Detect any object

Selected cameras (3) Clear list

DINION IP 7000 HD (192.168.1.113) - Camera 1
DINION IP starlight 7000 HD (192.168.1.35) - C...

DINION IP ultra 8000 MP (192.168.1.119) - Ca... Loading ...

DRI D lées 0NN KAD (102 1A 1 170V _
Select camera...

-‘g Bosch Forensic Sear... T X

[00-00:04)  10/18/2019 12:09:30 PM

7% 21 Detect any object

Video content description search »

| Set filter for 1 Camera | 1]

Ongoing searches

| DINION IP ultra 8000 MP (192.168.1.179) - Camera 1 11:46:59 |

Cancel all searches

f

The progress windows shows the search status per camera and it allows to cancel all searches
at once.

Note:

The search progress popup needs to be closed manually by clicking on the
close button (X).

vV 1.0]2019.10
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2.3.6

Reconfiguring the Search

If any of the general search filters (time scope and camera list) is reconfigured, the Bosch Fo-
rensic Search Agent is notified and provides a button (1) to re-run the search with the previous
Bosch configuration setup and the newly set general search filters, if applicable.

I

*F

+C

LAINI A I YT U DL DS DU B 1) ™ e

DINION IP dynamic 7000 HD (192.168.1.65) - Ca...

Select camera... A

# Bosch Forensic Sear.. Y X

Video content description search

—
| 2 cameras selected [ | (]

;
:

Adding a new camera will most probably not create new results since this camera is not select-
ed for the search per se.
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