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QUICK OVERVIEW




Quick overview
Milestone XProtect frontend clients

» XProtect has frontend clients for:

» Configuration: Management Application = | A
» Day to day operation: Smart Client

o &g
Bee T,

» Access control integration scope:

» Management Application: Configuring the
integration

» Smart Client: “Access Control” workflow
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Quick overview
Integration via Milestone Integration Platform

» AMS -XProtect plug-in is deployed on
XProtect backend

XProtect Device configuration and
operation client definition of access profiles in
Access Management System

» The plug-in orchestrates integration with

o g XProtect Event Server Access Management
AMS by prOV|d|ng: System
» Configuration e.g.: Access o Access
Management Management
— Event typeS System Plugin System APls
— State types
— Command types = ﬁ
. |o—= =
» Runtime data e.g.: = ﬁ
— Events ?— ﬁ
— States £S5
» Internally, plug-in communicates with the AMS
APls
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KEY FEATURES




Key features: Video verification
Access request workflow

» Window pop-up during surveillance

» Operator verifies person in live video against:
» Person photo
» Person data (e.g. gender, age)

» Operator grants/denies access
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Q Motifications - Milestone XProtect

Access request - NW Entry Reader

Request at reader

Access request sent to DMS

Live video

Reply "access granted” Reply "access denied"

Grant/deny access

W Doorisclosed 8 Device is in normal mode, Tamper contact is un

P e rs o n d ata . :?:c;rlll!l:rcée:s Systems




Key features: Video verification
The access request pop-up window

™ VG4 AutoDome (172.23.4.13) - Camera 1
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NW Door il | ™ DINION 4000 HD (172.23.3.1) - Camera 1
Door is left open toa long
205439

Access request sent to DMS
205431

Raduan, Hafizul

A

NOT authorized: Badge is

wsen | DINES

s

@ Notifications - Milestone XProtect # —_- x
Access request - NW Entry Reader 205431
Access request sent to DMS,
] 3y
I

; ; d <s denied”

M Doorisclosed 8 Device is in normal mode, Tamper contact is un
Taylor, Lena

= Raduan, Hafizul
Bosch Access Bosch Access Syste
w535 |
Bosch Access Systems.

Close request

B MBS e

More ¥
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Key features: Live access monitoring
Swipe ticker

Live video

Access events
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Key features: XProtect map with device states
Alarm manager workspace

Example: door closed and open
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Key features: Execute AMS commands

From access control cameo

» From access control cameo:

MR — B X
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» Or from XProtect map:

& Milestone XProtect Smart Client 2016 R2

lve | Piayback | Sequence Bxplorer  NACIUNGNGOEN  Access Control

@ Ground Floor

Camera 7 ‘ T
Camera 1

West Wing Door

F.\ll\iﬂﬁ_ ——

@A
s
[ & N
West Wing Eniry Reader

s LLH

)

o b ————
o @

I e \'T . E-Y sl
PO North Wing I R

) eora ,— Disable Alarms
hd I ; # | North Wing Controller — Ignore Status

[
| J/ Normalen Zutritt gewahren

Erweiterten Zutritt gewahren

-8
lorth Wing Door s

AMS “Zutritt gewshri” antworten

“Zutritt verweigert” antworten

Zutrittsfolgekontrolle einschalten

Zutrittsfolgekontrolle ausschalten

Manuellen Modus einschalten
Manuellen Modus ausschalten
Leser sperren

Quick Filters Priority Level | State Level  State Name: e
Y New (D) Gerite Status ermitteln

Y In progress (0)

Y On hold (0) Zoom In
Y Closed (4)

Zoom to Standard Size

i Home

Status Details




Key features: Alarm from AMS events
Configure alarms

Access Control

&% General Settings
= Doorsand Associated Cameras
%
(= Access Control Actions
A cardholdes
DEV: Info
DEV: Item States & Commands
DEV: Category Mapping
DEV: Camera Mapping
DEV: Live Events
DEV: Live State Changes

DEV: Live Credential Holder Chang

Access control events

Select the events you want to monitor in XProtect Smart Client. Use categories to simplify the use of triggering events.

Select

Access Control Event
Status des kentrollierten Wegs zur_

Source Type
AMC 4-R4, AMC 4-W/, Aufzug 073

Event Category

Stoppen des P L.

AMC 4-R4, AMC 4-W/, Aufzug 07a.,..

Tur geofinet

AMC 4-R4, AMC 4-w, Aufzug 07a,

Tir gedfinet (Lokale Offinungsh

AMC 4-R4, AMC 4-W, Aufzug 07a.,..

Tiir geschlossen (Lokale Offnungsk...

AMC 4-R4, AMC 4-W/, Aufzug 07

Tur gewaltsam gedffnet

AMC 4-R4, AMC 4-W, Aufzug 07a...

Tur in Dauerfreigabe

AMC 4-R4, AMC 4-W, Aufzug 07a,..

Tur izt geschlossen

AMC 4-R4, AMC 4-w Aufzug 073,

Tor ist gesperrt

AMC 4-R4, AMC 4-W, Aufzug 07a...

T ist nicht verriegelt

AMC 4-R4, AMC 4-W/, Aufzug 07a...

Tir izt verriegelt

AMC 4-R4, AMC 4-w, Aufzug 07a,

Tar nicht korrekt geschlossen

AMC 4-R4, AMC 4-W, Aufzug 07a...

Tiir unberechtigt gedffinet

AMC 4-R4, AMC 4-W/, Aufzug 07

Tir zu lange auf

AMC 4-R4, AMC 4-W, Aufzug 07a.,..

Umschaliung zum Master-System

AMC 4-R4, AMC 4-W, Aufzug 07a.,..

Umschaltung zum Slave. Stop der...

AMC 4-R4, AMC 4-W. Aufzug 07a...

Ungiiltige P; erhalten

AMC 4-R4, AMC 4-W, Aufzug 07a...

Ungiilige Tastatureingabe

AMC 4-R4, AMC 4-W, Aufzug 073,

Unsinnige Tastatur-Eingaben

AMC 4-R4, AMC 4-W, Aufzug 07a...

Werbindung abgebrochen (Zeitiiber...

AMC 4-R4, AMC 4-W, Aufzug 073,

Werbindung mit SCBK Key nicht mo_ | AMC 4-R4, AMC 4-\w/, Aufzug 073, w

Werbindung mit SCBK-D Key nicht.. | AMC 4-R4, AMC 4-\/, Aufzug 073, »
Werbindung OK AMC 4-R4, AMC 4-W, Aufzug 07a, .. v
7 Mechind: d Fal’d ARAC 4 DA AR A Vel Aoifaiin OV

Uszer-defined Categories. .

0K

Cancel
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Alarm Definition [m|
Aam defintion
Enable:
Name: |Access Control Alam
Instructions: 1. Dont panic, stay calm ~
2. Check the source device
3. Determine source device location e
Trigger
Triggering event: Access Control Evert Categories ~
Alam w
Sources: Al doors w
Activation period
@ Time profile: HAlways V
(O Event based:
Cperator action required
Time limit 1 minute i
Events triggered: | Select
Other
Related cameras: | Select...
Related map: Ground Floor i
Initial alarm owner: w
Initial alarm priority: High i
oK Cancel




Key features: Alarm from AMS events
Handle alarm in Smart Client

10.122018 143151 — @ X

TREE West Wing Door
ol e
" West Wing Entry Reader

I
l._‘,“V__‘:||||| 1]
e ]

= # | % North Wing Controll
| & biort

Device with Alarm Archived video

S -

z &

|
|
| el
[

EEEE b

Alarm detail
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Key features: View AMS events in XProtect
In access control workspace

@ Milestone XProtect Smart Client 2016 R2 19122018 1503:06 — O X

Lve | Playba Sequence Explorer | Alarm Manager | DDRCE CONEONN ERY YK

Access control administration

PEEEN voos  Carcholders

Basic filter

Today v Allevents v  Alldoors v

Time B Source. Cardholder ™ Camera 1 - 19.12.2018 14:30:10.
19122018 14:5 NICHT berechtigt: Ausweis unbel North Wing Entry Read
19.12.2018 14:5 NICHT berechtigt: keine Berechtigung North Wing Entry Reader _ Mulder, Fox
19122018 14:5 Tor it geschlossen North Wing Door
19122018 14:5 Eingang it aktiv Narth Wing Contral
Zutritt North Wing Entry Reader  McClane, Lucy
Tar geofinet North Wing Door
Ausgang it inaktiv North Wing Contro
19122018 14:56: Eingang ist inaktiv North Wing Controller : :
10122018 14:5 Ausgang ist aktiv North Wing Contro L C I V e V I e O
19122018 14:5 Tar it geschlossen North Wing Door
19122018 14:5¢ Eingang it aktiv North Wing Controlle
19122018 14:5¢ North Wing Entry Reader  Dunham, Ofivia
19122018 14:56¢ Ausgang istinaktiv North Wing Controller
19122018 14:5¢ Tor gesfinet North Wing Door
19122018 14:56: Eingang ist inaktiv North Wing Contro
19122018 14:56:1 Ausgang ist aktiv North Wing Controller
19122018 14:5 NICHT berechtigt: keine Berechtigung North Wing Entry Reader  Bishop, Walter
19122018 14:5¢ Eingang it aktiv North Wing Controller
19122018 14:5¢ Tar st geschiossen Narth Wing Doar
19122018 14:5 Zutritt North Wing Entry Reader  Bishop, Peter
19.12.2018 14:56:1 Ausgang it inaktiv North Wing Controller
19.12.2018 14:5 Tar geofinet North Wing Door
10122018 14:5 Eingang ist inaktiv North Wing Contro
o 10122018 14:564 Ausgang ist aktiv North Wing Controller
A M s eve nts I Ist 19122018 14:5¢ Tar ist geschlossen North Wing Door
19122018 14:55:59 Eingang it aktiv North Wing Contoller North Wing ntry Keader
19122018 14:5 Ausgang istinaktiv North Wing Contro 4
19122018 1435 Zuritt North Wing Entry Reader _ Bishop, Peter North Wing Entrance
19122018 14:555; Ausgang ist aktiv North Wing Controller
19122018 14:3 Tor gesfinet North Wing Door o
19122018 143 | —— North Wing Door E V e nt d et a I I S
19122018 14:301 Eingang ist inaktiv North Wing Controlle
19122018 14:2 Tor it geschlossen North Wing Door 3
19122018 1429:56 Eingang it aktiv North Wing Controller
19122018 1429:52 Tar unberechtigt geafinet Narth Wing Doar
19122018 142952 Tar geofinet North Wing Door
19122018 14:29:51 Eingang ist inaktv North Wing Controller
10122018 1420:49 Tar st geschiossen North Wing Door
10122018 142048 Eingang ist aktiv North Wing Controle
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Key features: View AMS events in XProtect
Basic report as PDF

Access Report 19.12.2018 15-19-00.pdf - Adobe Acrobat Reader DC - m} X
File Edit View Window Help
Home Tools Access Report 19.1... %
J (oo
B & 8 X8 Q ®® s A MOO® =- B T B L
Times TY1220T8 1413003 warmerd |
Door North Wing Door
Source: Morth Wing Door
Event: Tir gedffnet
Reason: Tir North Wing Door gedffnet
Cardholder:
Time: 19.12.2018 14:30:03 Camera 1
Door: Morth Wing Door
Source: MNorth Wing Door
Event Tur unberechtigt gedfinet
Reason: Tir North Wing Door unberechtigt
gedfinet
Cardholder:
Time: 19.12.2018 14:30:02
Door:
Source: North Wing Confroller
Event: Eingang ist inaktiv
Reason: Eingang ist inaktiv
Cardholder:
12.12.2018 00-00:00 -> 19.12.2018 15:18:56  Allevents All doors Page Sof 2
Time: 19.12.2018 14:29:57 Camera 1
Door: Morth Wing Door
Source: North Wing Door
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