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AAbboouutt tthhiiss gguuiiddee
This topic contains important information about the purpose, content, context, and intended audience for
this document.

PPrroodduucctt DDooccuummeennttaattiioonn
This document is part of the Niagara technical documentation library. Released versions of Niagara software
include a complete collection of technical information that is provided in both online help and PDF format.
The information in this document is written primarily for Systems Integrators. In order to make the most of
the information in this book, readers should have some training or previous experience with Niagara 4 soft-
ware, as well as experience working with JACE network controllers.

DDooccuummeenntt CCoonntteenntt
This guide contains important information about how to install and configure video drivers. This guide pro-
vides procedures for configuring each aspect of a video driver. An index is provided to help you find the spe-
cific information you are looking for.

DDooccuummeenntt cchhaannggee lloogg

This topic summarizes the history of this document.

JJuullyy 1166,, 22001199
• Edited for Niagara 4 and reorganized.

• Added Maxpro Video Driver documenation as Appendix C.

JJuunnee 2299,, 22001177
• Introductory sentence in the rewritten to indicate that the nmilestone driver supports both stand-alone

systems and enterprise-wide systems.

• Introductory sentence in rewritten to clarify that the xprotect Corporate driver works only with enter-
prise-wide systems that have at least one Supervisor PC.

MMaarrcchh 1100,, 22001177
In the process of revising and updating this appendix, updated the entire document including:

• Made new screen captures.

• Updated formatting and terminology.

• Combined shared properties into common property topics.

• Consolidated all unique properties into component and plugin topics.

• Updated specific driver chapters: Dedicated Micros, Axis, and Rapid Eye based on NiagaraAX.

• Documented windows properties separately from view properties.

OOccttoobbeerr 1188,, 22001133
• Formatting updates

• Non-technical edits to the Upgrading to Video Framework section.

RReellaatteedd ddooccuummeennttaattiioonn

Several documents provide additional information about video drivers.

The following documents are related to the content in this document and may provide addition information
on the topics it covers:

• NiagaraAX User Guide
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• Niagara Drivers Guide
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CChhaapptteerr 11 VViiddeeoo FFrraammeewwoorrkk iinnssttaallllaattiioonn

Topics covered in this chapter
♦ Requirements
♦ Installing a video network
♦ Installing a DVR
♦ Adding a camera under a DVR
♦ Adding a display under a DVR
♦ Adding a camera to a station (non-DVR)
♦ Discovering remote cameras
♦ Adding a remote camera to a station
♦ Creating camera Move Presets
♦ Installing the Playback Viewer (Playback Chooser)
♦ Installing the Surveillance Viewer

This chapter provides general procedures for how to use Workbench to install and configure a VViiddeeoo
FFrraammeewwoorrkk network, DVR device, camera (with and without a DVR), and a display (connected to a DVR).

The appendixes document individual driver requirements and procedures.

RReeqquuiirreemmeennttss

To use a video device network, you need to have installed devices that are ready to be accessed. For exam-
ple, cameras, DVRs, and displays that are connected to the network. Also, you need Niagara 4.6 or later vid-
eo drivers, additional licenses, and one or more commissioned remote host controllers.

IInnssttaalllleedd ddeevviicceess rreeaaddyy ttoo bbee aacccceesssseedd
All component devices (DVR, cameras and display) must be physically installed, powered on and functioning
correctly. The remote host controller must be on the same network as the video devices it controls.

For the a host station to access a device you need the following information:

• Device IP address and port number: These are required to set up UDP communications for the device.

• Device user name and password: Credentials are required for http access to devices for configuration, as
specified by each individual driver.

CCoommmmuunniiccaattiioonn sseeccuurriittyy
If the company serves as its own Certificate Authority (CA), the company’s root CA certificate must have
been imported into each platform or station User Trust Store, and into the browser trust store if users will ac-
cess a video device using a browser.

DDrriivveerr mmoodduulleess
The following general-purpose video driver jar files must be present in your installation’s modules folder or
already on the target station’s controller.

• ndriver-rt.jar

• ndriver-wb.jar

• nvideo-rt.jar

• nvideo-wb.jar

• videoDriver-rt.jar

• videoDriver-wb.jar
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• videoHx-rt.jar

• remoteVideo-rt.jar

• remoteVideo-wb.jar

You can view them in the C:\Niagara\MySoftware-n.n.nn\modules folder, where MySoftware-n.n.
nn is your unique software installation folder.

In addition, you need one or more drivers for the specific manufacturer’s equipment.

LLiicceennsseess
Your license file must include an entry for the videoDriver feature, as well as a vendor-specific entry. Other
device and point limits may exist in your license as properties associated with those features.

If your topology includes remote stations managed under the NiagaraNetwork, the Supervisor station must
be licensed for the remote video feature.

CCoommmmiissssiioonneedd rreemmoottee hhoosstt ccoonnttrroolllleerrss
Whether or not your network includes a Supervisor PC, each remote host controller must have been commis-
sioned using Niagara 4.6 Workbench or later.

IInnssttaalllliinngg aa vviiddeeoo nneettwwoorrkk

The network component for a specific manufacturer's video devices is typically included in the manufac-
turer’s specific video driver palette (not the videoDriver palette) and is available from the DDrriivveerr MMaannaagg--
eerr view. This procedure installs a video network driver that may or may not support a DVR (Digital Video
Recorder).

Step 1 In the Nav tree, expand CCoonnffiigg→→DDrriivveerrss node and double-click on DDrriivveerrss node.

The DDrriivveerr MMaannaaggeerr view opens.

Step 2 Click the NNeeww button.

A first NNeeww window opens.

You can add any video driver that is listed in this window.

Step 3 Select the desired network for the specific video driver from the option list, enter the number of
networks to add and click OOKK.

The Video Framework opens a second NNeeww window.

Step 4 Name the network, confirm that it is enabled (Enabled is set to true), and click OOKK.
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The DDrriivveerr MMaannaaggeerr view opens and the Nav tree expands with the network component under
the station’s DDrriivveerrss node.

NNOOTTEE:: The framework places the video driver by default at the network level. Since it is possible
to have more than one video driver network under the DDrriivveerrss node, it is helpful to maintain all vid-
eo driver components in a clear hierarchy within the station.

Step 5 Double-click on the newly added network.

The VViiddeeoo DDrriivveerr MMaannaaggeerr view opens.

IInnssttaalllliinngg aa DDVVRR

Installing a DVR is similar to installing a network.

PPrreerreeqquuiissiitteess:: You have added the driver for the video driver network, for example, MilestoneNetwork.

NNOOTTEE:: Not all Video Driver networks support or require a DVR . The following procedure applies to a Video
Driver that supports a DVR.

These limitations apply to a DVR:

• The display must be added manually (click the AAdddd button in the DDeevviiccee MMaannaaggeerr view).

• There is no way for Niagara 4 to know if in fact a display is connected to the DVR. If the DVR is on, the dis-
play is assumed to be available and turned on.

• It is not possible to ping the device.

Step 1 To open the Video Driver Manager, double-click the network video driver.

Step 2 Click NNeeww, at the bottom of the VViiddeeoo DDrriivveerr MMaannaaggeerr view.

A first NNeeww window opens.

Step 3 In the NNeeww window, do the following:

• Verify the desired video device is selected from the option list.

• Enter the number of video devices to add and click OOKK.

The second NNeeww window opens.

July 16, 2019 11



Chapter 1 Video Framework installation Niagara Video Framework Guide

The example screen capture is for a Milestone DVR, which requires two sets of credentials:

• The regular Credentials are required to access the DVR device.

• The Milestone Central Credentials are required by the central server.

Make sure you enter both sets of credentials.

Step 4 Select one or more of the listed devices and edit the fields, as desired.

The DDeevviiccee MMaannaaggeerr under the manufacturer’s network opens.

AAddddiinngg aa ccaammeerraa uunnddeerr aa DDVVRR

This procedure configures a camera under a DVR.

PPrreerreeqquuiissiitteess:: A DVR is installed on the local area network.

Step 1 In the Nav tree, expand the CCoonnffiigg→→DDrriivveerrss node to display the DVR node.

Step 2 Expand the DVR node and double-click the CCaammeerraass device extension.

The CCaammeerraa MMaannaaggeerr view opens.
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Step 3 Click DDiissccoovveerr at the bottom of the CCaammeerraa MMaannaaggeerr view.

Only the cameras that are configured and accessible from the DVR are available for discovery. Re-
fer to the specific video driver and associated appendix for camera configuration instructions.

Step 4 In the DDiissccoovveerreedd pane, select one or more discovered cameras to AAdddd.

The CCaammeerraa MMaannaaggeerr view’s AAdddd button is available when you have one or more items selected
(highlighted) in the top DDiissccoovveerreedd pane. The toolbar has an Add tool , and the Manager menu
has an Add command. You can double-click a discovered item to bring it up in the AAdddd window.

Step 5 Click AAdddd, at the bottom of the view.

The AAdddd window opens, with all selected points in the top pane of the window.

Step 6 In the AAdddd window, edit properties and click OOKK.

The framework adds the camera to the Database pane and expands the name of the camera in the
Nav tree.

AAddddiinngg aa ddiissppllaayy uunnddeerr aa DDVVRR

If the manufacturer of your DVR/NVR (Digital Video Recorder/Network Video Recorder) supports it, the vid-
eo driver is capable of displaying multiple video feeds on a single display connected to the DVR/NVR. This
procedure configures a display under a DVR.

PPrreerreeqquuiissiitteess:: A DVR and cameras are installed on the local area network. You have already discovered or
added the cameras to the station.

Step 1 Double-click the DDiissppllaayyss extension under the DVR in the Nav tree.

Step 2 In the VViiddeeoo DDiissppllaayy MMggrr view, click NNeeww DDiissppllaayy.

The first NNeeww window opens.
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Step 3 Select the display and click OOKK.

The second New window opens.

Step 4 Type a name and description for the display and click OOKK.

The driver adds the display to the station.

NNOOTTEE:: There’s no way to ping the display because it is connected to the DVR and not directly to
the network.

Step 5 To edit the name and description, click Edit.

Step 6 Expand the Nav tree and double-click the display device.

The resulting view is the same as the Surveillance Viewer with the addition of a list of cameras
displayed on the left side of the monitor.

Step 7 Select a camera in the list and drag it to one of the quadrants of the view.

Step 8 To update the display, click SSaavvee.

The camera feed opens in the view.

AAddddiinngg aa ccaammeerraa ttoo aa ssttaattiioonn ((nnoonn--DDVVRR))

This procedure adds a camera to a station that does not include a DVR. If the camera is already on the net-
work, it is usually easiest to use the Discover method to find it.

14 July 16, 2019



Niagara Video Framework Guide Chapter 1 Video Framework installation

PPrreerreeqquuiissiitteess:: A video network driver that does not require a DVR is already installed in the DDrriivveerrss folder.

NNOOTTEE:: In a properly licensed and configured station, remote cameras are available under the remote sta-
tion’s NNiiaaggaarraaNNeettwwoorrkk. Remote cameras must be discovered and added to a station using the CCaammeerraa
MMaannaaggeerr view.

Step 1 In the Nav tree, expand the CCoonnffiigg→→DDrriivveerrss node and double-click the Cameras device extension.

The CCaammeerraa MMaannaaggeerr view opens.

Step 2 Click DDiissccoovveerr at the bottom of the view.

The DDiissccoovveerryy PPaarraammeetteerr window opens with default settings.

For initial setup, you can usually accept all default settings.

Step 3 In the DDiissccoovveerryy PPaarraammeetteerrss window, click OOKK.

The discovery job runs and the DDiissccoovveerreedd pane at the top of the view lists the discovered
cameras.

Only the cameras that are configured and accessible on the network are available for discovery. Re-
fer to the specific Video Driver and associated documentation for camera configuration
instructions.

Step 4 In the DDiissccoovveerreedd pane, select one or more discovered cameras to add.

The Camera Manager’s Add button is available when you have one or more items selected (high-
lighted) in the top DDiissccoovveerreedd pane. The toolbar has an Add tool and the Manager menu has an
Add command.

Step 5 Double-click a discovered camera or select it and click AAdddd.

The AAdddd window opens, with all selected points in the top pane of the window.

Step 6 In the AAdddd window, edit properties and click OOKK.

The framework adds the camera(s) to the DDaattaabbaassee pane and expands the node in the Nav tree to
display them.

DDiissccoovveerriinngg rreemmoottee ccaammeerraass

Setting up a remote video device involves configuring both the remote and local Supervisor stations.

PPrreerreeqquuiissiitteess:: The Supervisor station is licensed for remote video. The nremoteVideo.jar file (module) is
present in the installation’s modules folder. The remote controllers and video devices have been installed
and added to the remote station database. You are working in the Supervisor station.

Step 1 Double-click the DDrriivveerrss→→NNiiaaggaarraaNNeettwwoorrkk node in the Nav tree and either click NNeeww to add a
new station or click DDiissccoovveerr.

The SSttaattiioonn MMaannaaggeerr displays the found station(s).

Step 2 Open the remoteVideo palette, expand CCoonnffiigg→→SSeerrvviicceess in the Nav tree, and drag the RReemmoottee--
VViiddeeooSSeerrvviiccee component from the palette to the SSeerrvviicceess node.

Cameras extensions open under the NNiiaaggaarraaNNeettwwoorrkk.
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Step 3 Double-click the CCaammeerraass node.

The NNiiaaggaarraa CCaammeerraa MMggrr view opens.

In addition to configuring remote cameras, you can view multiple video streams on the display associated
with a remote DVR.

AAddddiinngg aa rreemmoottee ccaammeerraa ttoo aa ssttaattiioonn

This procedure adds a remote camera that is directly connected to the NNiiaaggaarraaNNeettwwoorrkk.

PPrreerreeqquuiissiitteess:: A Video Framework network is already installed in the remote station and the remote station
has been discovered and added under the Supervisor (local) station’s NNiiaaggaarraaNNeettwwoorrkk.

In addition, the following prerequisites apply both the target (remote station) and local station:

• Niagara 4 is installed.

• The nremoteVideo.jar file (module) is installed, in addition to the general video modules.

• The RReemmootteeVViiddeeooSSeerrvviiccee component is installed under the station SSeerrvviicceess node.
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Step 1 To display the remote station, in the Nav tree, expand CCoonnffiigg→→DDrriivveerrss→→NNiiaaggaarraaNNeettwwoorrkk node.

If the remote station is not visible under the NNiiaaggaarraaNNeettwwoorrkk node discover and add the remote
station from the Supervisor’s SSttaattiioonn MMaannaaggeerr view.

Step 2 In the Nav tree, expand the remote node and double-click on the CCaammeerraass node.

The CCaammeerraa MMaannaaggeerr view opens.

If the CCaammeerraass node is not visible, it is possible that you have not installed the RReemmootteeVViiddeeooSSeerr--
vviiccee under the station’s SSeerrvviicceess node. The RReemmootteeVViiddeeooSSeerrvviiccee component is available in the
remoteVideo palette.

Step 3 Click DDiissccoovveerr at the bottom of the CCaammeerraa MMaannaaggeerr view.

The discovery job runs and discovered cameras display in the DDiissccoovveerreedd pane at the top of the
view. All cameras connected to the remote station.

Step 4 In the DDiissccoovveerreedd pane, select one or more discovered cameras to add.

The Camera Manager’s AAdddd button is available when you select (highlight) one or more items in
the top DDiissccoovveerreedd pane. The toolbar has an Add tool and the Manager menu has an Add com-
mand. You can double-click a discovered item to bring it up in the AAdddd window.

Step 5 Select the camera and click AAdddd.

The AAdddd window opens with all selected camerass in the top pane.

Step 6 In the AAdddd window, edit properties and click OOKK .

The framework adds the camera(s) to the DDaattaabbaassee pane and opens in the Nav tree, under the NNii--
aaggaarraaNNeettwwoorrkk, as shown below.

CCrreeaattiinngg ccaammeerraa MMoovvee PPrreesseettss

Presets are memorized camera configurations that you can create, store (save), and Go to (invoke) for cam-
eras that support pan, zoom, and tilt controls.

NNOOTTEE:: Both the VViiddeeoo PPllaayybbaacckk view and the LLiivvee VViiddeeoo view have a Presets control. The Presets option
list and the Go and Store buttons are located at the top of the VViiddeeoo PPllaayybbaacckk view and at the bottom of
the LLiivvee VViiddeeoo view.

Step 1 In the Nav tree, expand the network driver to the camera node.

July 16, 2019 17



Chapter 1 Video Framework installation Niagara Video Framework Guide

Step 2 Right-click on the ccaammeerraa node and select Video Playback or Live Video from the popup
menu.

The selected camera view opens.

Step 3 Use the available camera controls to move and adjust the camera to a point and state that you want
to store (save) for reference.

Step 4 From the Presets option list, select an available Preset option (an unused one, or one you are will-
ing to change) and click SSttoorree.

The framework saves the preset for future use.

NNOOTTEE:: You can add, name, and delete preset options for cameras that support presets. Use the
Preset Text property in the camera PPrrooppeerrttyy SShheeeett view to open the EEnnuumm window where you
can Add, Modify, or Remove Preset options.

IInnssttaalllliinngg tthhee PPllaayybbaacckk VViieewweerr ((PPllaayybbaacckk CChhoooosseerr))

This viewer plays back pre-recorded video from a single, selected camera. The PPllaayybbaacckk VViieewweerr component
automatically populates an option list with all cameras in a station. This procedure installs a single instance
of the PPllaayybbaacckk VViieewweerr anywhere in the running station.

PPrreerreeqquuiissiitteess:: You are working on a Supervisor station using Workbench running on a PC. You have discov-
ered all cameras connected on the network.

NNOOTTEE:: Only remote cameras with licenses for remote video are visible to Supervisor stations. You add re-
mote station(s) and discover remote cameras under the Supervisor's NNiiaaggaarraaNNeettwwoorrkk.

You can also add the PPllaayybbaacckk VViieewweerr component directly to a Px page. If you drag a PPllaayybbaacckk VViieewweerr to a
Px page, choose the PPllaayybbaacckk VViieewweerr from the Workbench Views options in the Make Widget Wizard.

Step 1 In the Palette side bar, open the videoDriver palette.

Step 2 Drag the PPllaayybbaacckk VViieewweerr component to the desired location (to a PPrrooppeerrttyy SShheeeett view or di-
rectly to the Nav tree).

The PPllaayybbaacckk VViieewweerr automatically populates a VViiddeeoo PPllaayybbaacckk view with an option list of all
cameras in the station.

Step 3 From the PPllaayybbaacckk VViieewweerr option list (located in the top left corner), select the camera.

The camera PPllaayybbaacckk VViieewweerr opens the selected camera’s video stream.

IInnssttaalllliinngg tthhee SSuurrvveeiillllaannccee VViieewweerr

This viewer supports live video from up to nine cameras. The SSuurrvveeiillllaannccee VViieewweerr component automatically
populates a CCaammeerraa Pane with a list of all cameras in a station. You drag each cameras to the quadrantin a
pre-designed grid of your choice. This procedure installs a single instance of the Surveillance Viewer any-
where in the running station.

PPrreerreeqquuiissiitteess:: Both remote and local cameras are installed. You ran a discovery job to locate all cameras.

NNOOTTEE:: Only remote cameras with licenses for remote video are visible to Supervisor stations. You add re-
mote station(s) and discover remote cameras under the Supervisor's NNiiaaggaarraaNNeettwwoorrkk.

You can also add the PPllaayybbaacckk VViieewweerr component directly to a Px page. If you drag a PPllaayybbaacckk VViieewweerr to a
Px page, choose the PPllaayybbaacckk VViieewweerr from the Workbench Views options in the Make Widget Wizard.

Step 1 In the Palette side bar, open the videoDriver palette.

Step 2 Drag the SSuurrvveeiillllaannccee VViieewweerr component in the desired location (to a PPrrooppeerrttyy SShheeeett view or di-
rectly to the Nav tree).

The SSuurrvveeiillllaannccee VViieewweerr automatically populates a CCaammeerraa pane with a list of all cameras in the
station.
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Step 3 Configure the Frame Rate, Resolution and Compression.

These properties affect the amount of bandwidth and picture quality of the video displayed in this
view.

Step 4 From the Layout option list, select a pre-configured layout.

The SSuurrvveeiillllaannccee VViieewweerr View changes to match the selected layout.

Step 5 From the CCaammeerraa Pane list, drag cameras onto an unoccupied grid in the main view pane and click
SSaavvee.

The camera PPllaayybbaacckk VViieewweerr view saves the configuration and opens the selected camera video.

Step 6 Click any quadrant in the grid to open the selected camera’s VViiddeeoo PPllaayybbaacckk view.
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CChhaapptteerr 22 VViiddeeoo aallaarrmm--rreellaatteedd
pprroocceedduurreess

Topics covered in this chapter
♦ About Video Driver alarms
♦ Setting up the Video Alarm Console recipient
♦ Preparing the UserService with video alarm properties
♦ Discovering remote cameras
♦ Customizing the video popup window
♦ Routing alarms from the video surveillance system
♦ Routing alarms to the video surveillance system
♦ Replaying alarm video (Alarm Console)
♦ Replaying alarm video (Video Playback view)
♦ Disabling and enabling alarm events in a Video Surveillance System

You have two choices regarding reporting video alarms: You may choose to have them appear on the
standard alarm console. Or, you may configure video alarms to appear on a separate video alarm console,
which may include a live video feed. This console handles only alarms created where a video camera is
present. The advantage of this choice is that you can see what is happening at the location that is
responsible for the alarm. As you acknowledge a video alarm, the live video feed switches to the next
unacknowledged alarm. You can also playback recorded video. This chapter explains how to configure a
separate video alarm console.

To set up the video alarm console you need:

• The VViiddeeooAAllaarrmmCCoonnffiigguurraattiioonnSSeerrvviiccee component under the SSeerrvviicceess node in the Nav tree.

• The VViiddeeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt component under the AAllaarrmmSSeerrvviiccee node in the Nav tree.

Each service provides properties to configure.

AAbboouutt VViiddeeoo DDrriivveerr aallaarrmmss

All video surveillance systems that are built on the API from the Video Framework module (videoDriver.jar)
support alarming in two directions.

A video camera sends a video surveillance alarm, such as motion detected, to the station where a security
guard can view the video and trigger an appropriate action. Standard system alarms can travel from the sta-
tion to the video surveillance system where they re-orient the direction the camera is pointing and initiate
video recording.

VViiddeeoo DDrriivveerr aallaarrmmss

1. Station

2. Surveillance alarms sent to the station

3. Standard alarms sent to the video surveillance system

4. Event that triggers a surveillance alarm
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5. Camera location change caused by a standard alarm

SSeettttiinngg uupp tthhee VViiddeeoo AAllaarrmm CCoonnssoollee rreecciippiieenntt

Just as the standard console recipient is associated with a standard alarm console, a video alarm recipient is
required to use the video alarm console.

PPrreerreeqquuiissiitteess:: The videoDriver palette is open.

Step 1 In the Nav tree, navigate to CCoonnffiigg→→SSeerrvviicceess, double-click the AAllaarrmmSSeerrvviiccee node, and select the
WWiirree SShheeeett.

Step 2 Expand the AAllaarrmm node in the palette, drag the VViiddeeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt from the palette
to the WWiirree SShheeeett, and click OOKK.

Step 3 Connect the DDeeffaauulltt AAllaarrmm CCllaassss to the VViiddeeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt

Step 4 To open the default VViiddeeoo AAllaarrmm CCoonnssoollee, double-click the VViiddeeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt.

The video Alarm Console opens.

In the top right corner, this view is identified as the Video Alarm Console. The table looks like a
standard alarm console. Below the table is space for two video feeds, Live Video and Video
Playback.

PPrreeppaarriinngg tthhee UUsseerrSSeerrvviiccee wwiitthh vviiddeeoo aallaarrmm pprrooppeerrttiieess

To configure a unique console and alarm actions for each framework user, the UserService requires video
alarm properties. If a new user’s mode does not contain these two components: Video Alarm Console
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Options and Alarm Popup Settings, this procedure sets up the UserService to include these two nodes under
each user.

PPrreerreeqquuiissiitteess:: The videoDriver palette is open. You have created one or more users whose video alarm con-
soles need to be configured.

Step 1 In the Nav tree, expand the SSttaattiioonn and navigate to CCoonnffiigg→→SSeerrvviicceess and double-click the
UUsseerrSSeerrvviiccee.

The UUsseerr MMaannaaggeerr view opens.

Step 2 Expand each user and confirm that the VViiddeeoo AAllaarrmm CCoonnssoollee OOppttiioonnss and AAllaarrmm PPooppuupp SSeett--
ttiinnggss components are missing.

Step 3 Select the WWiirree SShheeeett view.

Step 4 In the videoDriver palette, expand the AAllaarrmm node.

Step 5 Drag the VViiddeeooAAllaarrmmCCoonnffiigguurraattiioonnSSeerrvviiccee from the palette to the UUsseerrSSeerrvviiccee wire sheet re-
naming it or keeping the default name.

Two new components expand below the user in the Nav tree: VViiddeeoo AAllaarrmm CCoonnssoollee OOppttiioonnss and
AAllaarrmm PPooppuupp SSeettttiinnggss.

These components enable the user properties with which to configure the layout of a customized
video alarm console for each user.

DDiissccoovveerriinngg rreemmoottee ccaammeerraass

Setting up a remote video device involves configuring both the remote and local Supervisor stations.

PPrreerreeqquuiissiitteess:: The Supervisor station is licensed for remote video. The nremoteVideo.jar file (module) is
present in the installation’s modules folder. The remote controllers and video devices have been installed
and added to the remote station database. You are working in the Supervisor station.

Step 1 Double-click the DDrriivveerrss→→NNiiaaggaarraaNNeettwwoorrkk node in the Nav tree and either click NNeeww to add a
new station or click DDiissccoovveerr.

The SSttaattiioonn MMaannaaggeerr displays the found station(s).

Step 2 Open the remoteVideo palette, expand CCoonnffiigg→→SSeerrvviicceess in the Nav tree, and drag the RReemmoottee--
VViiddeeooSSeerrvviiccee component from the palette to the SSeerrvviicceess node.

Cameras extensions open under the NNiiaaggaarraaNNeettwwoorrkk.

July 16, 2019 23



Chapter 2 Video alarm-related procedures Niagara Video Framework Guide

Step 3 Double-click the CCaammeerraass node.

The NNiiaaggaarraa CCaammeerraa MMggrr view opens.

In addition to configuring remote cameras, you can view multiple video streams on the display associated
with a remote DVR.

CCuussttoommiizziinngg tthhee vviiddeeoo ppooppuupp wwiinnddooww

The contents of the popup window can be different for each system user. This procedure configures this win-
dow for each user.

PPrreerreeqquuiissiitteess:: The AAllaarrmmSSeerrvviiccee is configured with a VViiddeeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt. You have created
one or more users and configured the alarm console for each.

Step 1 Expand CCoonnffiigg→→SSeerrvviicceess→→UUsseerrSSeerrvviiccee, expand a user, and double-click on AAllaarrmm PPooppuupp
SSeettttiinnggss.

Alarm popup settings are also available by expanding the AAllaarrmmSSeerrvviiccee, double-clicking the VViidd--
eeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt and clicking PPooppuupp SSeettttiinnggss.
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The Alarm Popup Settings PPrrooppeerrttyy SShheeeett opens.

These properties configure the popup console recipient for monitoring video.

Step 2 For Source to Monitor, click the down arrow next to the chooser icon ( ) and select the Com-
ponent Chooser from the drop-down list.

The SSeelleecctt OOrrdd list opens.

Step 3 Scroll down and select the VideoAlarmConsoleRecipient and click OOKK.

The standard alarm ConsoleRecipient is also available in this list.

Step 4 Configure the Alarm Type To Monitor, select an Alarm Console Type, and click SSaavvee.

Step 5 To confirm the layout, log out and back in to the station using the credentials of the user for whom
you configured the layout options, navigate to the AAllaarrmmSSeerrvviiccee in the Nav tree and double-click
the VViiddeeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt.

The alarm recipient reflects the changes you made.
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The screen capture shows an alarm console with video received from a remote camera.

RRoouuttiinngg aallaarrmmss ffrroomm tthhee vviiddeeoo ssuurrvveeiillllaannccee ssyysstteemm

The framework treats alarms generated by a video camera, such as motion detected, as event points ( ).
This procedure explains how to configure each type of alarm point with an alarm extension and route the
output from the extension to an alarm class in the Supervisor station. These steps are for a generic video
driver. Some details may not apply to all drivers. Exceptions are noted, where possible.

PPrreerreeqquuiissiitteess:: You are connected to a station with sufficient editing privileges and the station has a valid
video network installed and properly configured. The aallaarrmm palette is open in the palette side bar.

Step 1 In the Nav tree, expand the station CCoonnffiigg→→DDrriivveerrss node followed by expanding the video driver
network node.

Step 2 Under the video driver network node, expand the video device (camera for non-DVR cameras or
DVR and camera for DVR cameras) to view the EEvveennttss node.

If there is no EEvveennttss node under the camera device, the camera does not support importing video
surveillance system alarms. Event-enabled video drivers typically support the following types of
events:

• Camera Fail indicates that the camera is in a fault state.

• Motion Detected indicates the motion detection status when the video surveillance system de-
tects motion.

Step 3 In the Nav tree, double-click the EEvveennttss node.

The VViiddeeoo EEvveenntt MMaannaaggeerr view opens.

Some video drivers do not require event discovery. These drivers automatically populate the DDiiss--
ccoovveerreedd pane when the VViiddeeoo EEvveenntt MMaannaaggeerr view opens.

Step 4 If no events open in the view, click the DDiissccoovveerr button at the bottom of the view.

The discovery job runs and any video events open in the DDiissccoovveerreedd pane.

Step 5 From the DDiissccoovveerreedd pane, select one or more events and click AAdddd.

The AAdddd window opens, displaying selected event(s) as potential Boolean points.
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Step 6 If the video driver supports other point types (for example string), select the supported point type,
and click OOKK.

The events open in the DDaattaabbaassee pane and expand under the EEvveennttss node in the Nav tree.

For each added point, the value under the Out column in the DDaattaabbaassee pane indicates the event
status. For example, an Out value of true indicates that an alarm event is occurring; false indi-
cates no event.

Step 7 To select an event in preparation to configure its routing, double-click on an alarm event point (Mo-
tion Detected, for example), under the EEvveennttss node in the Nav tree.

The event PPrrooppeerrttyy SShheeeett opens.

Step 8 Expand the EExxtteennssiioonnss node in the palette, drag an alarm extension (for example, the Boolean-
ChangeOfStateAlarmExt) from the palette to the property sheet, expand the extension, and con-
figure its properties.

Scroll down to Alarm Class. The Default Alarm Class sends the alarm to the standard alarm
console.

Step 9 To associate a stored video with this alarm, close the alarm palette, open the videoDriver palette
and do the following:

a. Expand the AAllaarrmm node in the palette and drag a VideoAlarmExtParameters component onto
the alarm extension component in the Nav tree.
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When you drop it on the alarm extension, it automatically fills in the associated camera
information.

b. Leave the Start Recording property set to false since it is already recording.

Refer to the Niagara Alarms Guide for information about each alarm property.

RRoouuttiinngg aallaarrmmss ttoo tthhee vviiddeeoo ssuurrvveeiillllaannccee ssyysstteemm

The video surveillance system can receive alarms from the station. These alarms, which are generated by
conditions typically outside of the video surveillance system, initiate an event on the video surveillance sys-
tem in response to the alarm. For example, a door-forced-open alarm delivered to an alarm recipient can
trigger a preset that causes the camera to pan, tilt, and zoom toward a specific door area and begin record-
ing. This procedure configures the routing of alarms to trigger events in the video surveillance system.

PPrreerreeqquuiissiitteess:: The local station is licensed for the remote Video feature.

Step 1 In the Nav tree, double-click on any standard control point from which to route an alarm.

The control point PPrrooppeerrttyy SShheeeett view opens.

Step 2 From the palette side bar, open the alarm palette, drag a standard Alarm Extension onto the con-
trol point, and configure its properties:

Step 3 From the palette side bar, open the videoDriver palette and drag a VViiddeeoo AAllaarrmm EExxtt PPaarraammee--
tteerrss component onto the Alarm Extension that you added in the previous step.

The VViiddeeoo AAllaarrmm EExxtt PPaarraammeetteerrss component opens as a property under the Alarm Extension in
the PPrrooppeerrttyy SShheeeett view (and Nav tree).

Step 4 In the VViiddeeoo AAllaarrmm EExxtt PPaarraammeetteerrss PPrrooppeerrttyy SShheeeett view, click on the folder and browse in the
CChhoooossee CCaammeerraa window.

If you see a video camera in the station but the OOkk button is not available, that particular type of
camera in its particular video driver does not support this feature. It is probably a very basic, stand-
alone camera in that case and does not support any special alarming features.

Step 5 Enable Start Recording and choose a preset (Go to Preset).

CCAAUUTTIIOONN:: If you start recording (select true forStart Recording) for a point that has been im-
ported from a video surveillance system, you may duplicate the recording since the video system it-
self originally created the alarm and recorded the associated video footage. In this configuration
select false, for the Start Recording property.

Enabling Go to Preset signals the camera to move to a particular camera preset position as a
function of routing the alarm to the video surveillance system. When you select true, the Camera
Preset option opens.

Step 6 If you enabled Go to Preset, select the preset from the option list.

Available selections vary based on how the camera driver provides access to its camera presets.

NNOOTTEE:: Make sure that the appropriate PTZ Support properties are enabled on the camera that
you are sending the alarm to.

Step 7 In the Nav tree, expand the nodes: SSttaattiioonn→→CCoonnffiigg→→SSeerrvviicceess and double-click on the AAllaarrmmSSeerr--
vviiccee component.

The AAllaarrmmSSeerrvviiccee WWiirree SShheeeett opens.

Step 8 In the palette side bar, open the videoDriver palette and drag a VViiddeeoo AAllaarrmm RReecciippiieenntt compo-
nent from the AAllaarrmm folder onto the AAllaarrmmSSeerrvviiccee WWiirree SShheeeett.

Step 9 In the AAllaarrmmSSeerrvviiccee WWiirree SShheeeett view, create a link from the desired Alarm Class component
(Alarm) topic to the VViiddeeoo AAllaarrmm RReecciippiieenntt component (Route Alarm) action.
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This Alarm Class component must be the same one that you designated in the control point Alarm
Extension Alarm Class property. Alarm routing from the framework to the video surveillance sys-
tem is complete.

NNOOTTEE:: If the Start Recording property is set to true on the VViiddeeoo AAllaarrmm EExxtt PPaarraammeetteerrss for
the control point's alarm extension, the video surveillance system starts recording or protecting
the video feed per its internal alarm settings at the exact time when the alarm occurs.

When the framework routes an alarm to a video surveillance system, the surveillance system should start re-
cording or start protecting the video footage that occurs at the time of the alarm. The video surveillance sys-
tem uses its own pre-configured duration and alarm recording and protection duration time to support this
function. The framework is integrated with the video surveillance system, such that the video surveillance
system handles the alarm the same as it does any of its own native alarms.

RReeppllaayyiinngg aallaarrmm vviiddeeoo ((AAllaarrmm CCoonnssoollee))

The remote video feature routes to a Supervisor station and plays back the associated alarm video from the
Supervisor AAllaarrmm CCoonnssoollee. The Supervisor station must be licensed for the remote video feature and the re-
mote station added under the Supervisor’s NNiiaaggaarraaNNeettwwoorrkk.

PPrreerreeqquuiissiitteess:: Recorded video alarms are available for viewing.

Step 1 In the Nav tree, expand the nodes: SSttaattiioonn→→CCoonnffiigg→→SSeerrvviiccee→→AAllaarrmmSSeerrvviiccee and double-click on
the CCoonnssoolleeRReecciippiieenntt component.

The AAllaarrmm CCoonnssoollee view opens a tabular list of alarms.

The screen capture shows events routed from a video surveillance system to the alarm console.
Video alarms are indicated by the filmstrip with green arrow icon ( ). Only video alarms have this
icon.

The video surveillance system sends these types of alarms to the station. For example, a video sur-
veillance system that is configured to detect motion, sends the current status of the event to the
station when the camera detects a motion event. Depending on the capabilities of the surveillance
system and driver, the system may send a camera failure and other specific video conditions to the
station as status events.

Step 2 To play back an alarm with an attached video, select the alarm and click the SShhooww VViiddeeoo button at
the bottom of the view.

Step 3 To view alarm sources, double-click the alarm row in the table.

This action opens the OOppeenn AAllaarrmm SSoouurrcceess window, displaying all open alarms associated with
the selected alarm source.

Step 4 Select the desired alarm record and click the SShhooww VViiddeeoo button at the bottom of the window.
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This action opens the Alarm Video window (VViiddeeoo PPllaayybbaacckk view) and plays the alarm video. The
standard Video Playback controls are available at the bottom of the window.

Step 5 To view detailed information about the alarm, double-click the alarm record in OOppeenn AAllaarrmm SSoouurr--
cceess window and click RReevviieeww VViiddeeoo at the bottom of the window.

This action opens the Alarm Video window (VViiddeeoo PPllaayybbaacckk view) and plays back the alarm video.
The standard Video Playback controls are available at the bottom of the window.

Step 6 When you finish viewing, close all windows.

RReeppllaayyiinngg aallaarrmm vviiddeeoo ((VViiddeeoo PPllaayybbaacckk vviieeww))

The remoteVideo feature allows the VViiddeeoo SSuurrvveeiillllaannccee VViieewweerr component on a station to view either live
or recorded video from any recording device that is configured on a remote station communicating over the
network. The local station must be licensed for the remote video feature.

PPrreerreeqquuiissiitteess:: The Event camera extension has been configured, event points have been added to the
EEvveenntt CCaammeerraa EExxtteennssiioonn component, and alarm events have occurred.

Step 1 In the Nav tree, double-click on the appropriate camera.

The VViiddeeoo PPllaayybbaacckk view opens.

Step 2 At the bottom of the view, click the EEvveennttss button.

The BBrroowwssee EEvveennttss window opens, displaying a list of any events.

Step 3 Do one of the following:

• If you know the time of the event you are looking for, you can go directly to the selected play-
back time by clicking the SSeeaarrcchh button in the bottom of the view followed by entering the time
in the TTiimmee IInnddeexx window and clicking OOKK.

• Use the controls at the top of the window to page up and down to find the event.

Step 4 In the BBrroowwssee EEvveennttss window, select the desired event and click OOKK.

The event plays in the VViiddeeoo PPllaayybbaacckk view.

DDiissaabblliinngg aanndd eennaabblliinngg aallaarrmm eevveennttss iinn aa VViiddeeoo SSuurrvveeiillllaannccee SSyysstteemm

As part of the Video Framework API, a standard mechanism allows video driver developers to enable and
disable particular alarm events on particular video cameras. This means that for some video drivers, the
framework can enable and disable motion detection on a per-camera basis.

PPrreerreeqquuiissiitteess:: The videoDriver palette is open in the side bar. The video driver you are using supports this
feature.

Step 1 If the event point is not already under the EEvveennttss node, discover and add the desired alarm event
point.

Step 2 In the Nav tree, double-click on the target alarm event point.

The point’s PPrrooppeerrttyy SShheeeett opens.

Step 3 Collapse any expanded extensions and, in the palette side bar, drag the EEvveennttDDeetteeccttiioonnCCttrrllEExxtt
component from the videoDriver palette to the control point PPrrooppeerrttyy SShheeeett.

The EEvveenntt DDeetteeccttiioonn CCttrrll EExxtt component opens under the control point in the PPrrooppeerrttyy SShheeeett
view.

Step 4 Select the control point WWiirree SShheeeett from the view selector.

The EEvveennttDDeetteeccttiioonnCCttrrllEExxtt displays on the WWiirree SShheeeett.

Step 5 Right-click on the WWiirree SShheeeett and select NNeeww→→BBoooolleeaannWWrriitteeaabbllee from the popup menu.
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The NNaammee window opens.

Step 6 Click OOKK in the NNaammee window.

The framework adds the BooleanWritable point to the WWiirree SShheeeett.

Step 7 Link the Out property of the BooleanWritable control point to the Enable Detection property of
the EEvveennttDDeetteeccttiioonnCCttrrllEExxtt.

The status of the Emergency Override action on the BooleanWritable control point can now ena-
ble and disable the alarm detection feature.

Step 8 To enable the detection mechanism in the camera for this particular event, invoke the Emergency
Active action on the BooleanWritable control point.

Step 9 To disable the detection mechanism in the camera for this particular event, invoke the Emergency
Inactive action on the BooleanWritable control point.

NNOOTTEE:: You may link any Boolean logic (such as a Boolean Schedule) from within the framework to enable
and disable the event detection mechanism of a particular event for a particular camera. It does not have to
just be from a BooleanWritable, as in this example.
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CChhaapptteerr 33 VViiddeeoo iinn ggrraapphhiiccss

Topics covered in this chapter
♦ Creating a camera view on a Px page
♦ Creating a video multistream Px view
♦ Types of videoDriver Px widgets

The procedures in this chapter explain how to include video on Px pages.

CCrreeaattiinngg aa ccaammeerraa vviieeww oonn aa PPxx ppaaggee

This procedure describes how to add a single Live Video Player widget or a Camera Widget to a Px page.

PPrreerreeqquuiissiitteess:: The VViiddeeooDDrriivveerrNNeettwwoorrkk is enabled and configured. The Supervisor station is licensed for
the remoteVideo feature and the remote station is present under the Supervisor’s NNiiaaggaarraaNNeettwwoorrkk. The
videoDriver palette is open.

Step 1 Right-click a component, click VViieewwss→→NNeeww VViieeww, give the view a name and click OOKK.

The PPxx EEddiittoorr view opens.

Step 2 From the Nav tree, under the DVR device, drag a camera onto a Px page.

The Make Widget Wizard opens.

Step 3 In the Make Widget Wizard, select the From Palette option and choose the desired widget (Live
Video Player or Camera Widget) from the videoDriver palette.

NNOOTTEE:: You can configure the widget properties in the Make Widget Wizard before clicking OOKK or
in the Properties window after the widget is on the Px page.

Step 4 In the Make Widget Wizard, click OOKK.

The widget opens on the Px page.

Step 5 Select the widget, re-size and move it to the desired location on the Px page.

Step 6 Save the Px page and select the WWbb PPxx view to open the Camera Widget or Live Video Player
widget.

CCrreeaattiinngg aa vviiddeeoo mmuullttiissttrreeaamm PPxx vviieeww

The VViiddeeoo MMuullttiissttrreeaamm Pane displays multiple video images when using a single video binding. This view is
available only using cameras that are controlled by a single DVR device.

Step 1 Create a new Px page or open a Px page to edit in the PPxx EEddiittoorr view.

Step 2 From the Nav tree, expand nodes: SSttaattiioonn→→DDrriivveerrss→→VViiddeeooDDrriivveerrNNeettwwoorrkk to display the DVR
device.

Step 3 Drag the DVR device onto the Px page.

The Make Widget Wizard opens.

Step 4 In the Make Widget Wizard, select the VViiddeeoo MMuullttiissttrreeaamm pane from the palette property and
click OOKK.

The Video Multistream widget opens on the Px page and in the PPxx EEddiittoorr WWiiddggeett TTrreeee pane.

Step 5 In the PPxx EEddiittoorr WWiiddggeett TTrreeee, double-click on the VViiddeeooMMuullttiissttrreeaamm pane.

The PPrrooppeerrttiieess window opens.
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Step 6 In the PPrrooppeerrttiieess window, set the propertiesd, and click OOKK.

It is sometimes easier to set the Layout property in the PPrrooppeerrttiieess window than to drag the widg-
et borders. Using absolute positioning (abs), notice that using a value of 0 for both X and Y values
places the top left corner of the widget in the top left corner of the parent object.

Step 7 From the Nav tree, expand the DVR device and any container folders (such as a CCaammeerraass folder) to
display cameras under the DVR device.

Step 8 To add each camera, do the following:

a. Drag a camera onto the CCaannvvaass Pane under the VViiddeeooMMuullttiissttrreeaamm pane.

The Make Widget Wizard opens.

b. In the Make Widget Wizard, with the From Palette option selected, select the Live Video Play-
er widget from the videoDriver Px folder and click OOKK.

The Live Video Player displays on the PPxx view.

c. Select the Live Video Player widget, re-size, and move it to the desired location.

Step 9 Save the Px page and select the WWbb PPxx view to display the mmuullttiissttrreeaamm PPxx view.

TTyyppeess ooff vviiddeeooDDrriivveerr PPxx wwiiddggeettss

The Video Framework module contains a set of widgets and control components that you can use to devel-
op graphic pages for a Video Framework application.

The widgets are located in the PPxx folder of the videoDriver palette.

FFiigguurree 11 videoDriver Px widgets folder

NNOOTTEE:: To use the video widgets your instance of the Video Framework must be licensed for the remote vid-
eo feature.

The common properties and plugins chapters document the controls and indicators associated with Px
widgets.

LLiivvee VViiddeeoo PPllaayyeerr wwiiddggeett

This widget is available in the videoDriver palette.
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LLiivvee VViiddeeoo PPllaayyeerr wwiiddggeett

There are two ways to add video to a Px page:

• Drag the widget directly from the palette onto a Px page and set the binding (Video Stream Binding) to
the desired video camera.

• Drag a video camera to the Px page and use the Make Widget Wizard to add the Live Video Player widg-
et to the Px page.

Both methods create an adjustable area on the Px page within which to display the video images. When you
adjust the size and shape of the Live Video Player widget, the video image stretches or flattens as necessary
to fill the box.

CCoonnttrrooll PPaanneell wwiiddggeett

The Control Panel widget is available in the videoDriver palette. It is intended for use on very basic touch
screen systems that do not support dragging (as required for using the Pan Tilt Joystick widget).

NNOOTTEE:: Camera controls do not operate unless they are Enabled. Each of these controls must be enabled
by selecting the option box for each control under the PTZ Support property on the camera’s PPrrooppeerrttyy
SShheeeett. The default setting for these controls is Disabled (or, not selected).

CCoonnttrrooll PPaanneell wwiiddggeett

There are two ways to provide a set of buttons to pan, tilt, and zoom the camera at three speeds (Slow >,
Medium >>, and Fast >>>):

• Drag this widget directly from the palette onto a Px page and start live video by setting the binding (Vid-
eo Stream Binding) to the desired video camera.

• Drag a video camera to the Px page and use the Make Widget Wizard to add the Live Video Player widg-
et to the Px page.
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PPaann TTiilltt JJooyyssttiicckk wwiiddggeett

This widget is available in the videoDriver palette and is intended for use on touch screen systems that
support dragging.

PPaann TTiilltt JJooyyssttiicckk wwiiddggeett

To use this widget, drag it directly from the palette onto a Px page, then drag the widget boundaries to ad-
just the layout size and position the widget to fit directly over the video display.

After binding the widget to a ccaammeerraa component, you have a transparent control overlay with which to pan,
tilt, and zoom the camera at three speeds: Slow(>), Medium (>>), and Fast (>>>) by dragging the mouse
across the display.

NNOOTTEE:: Camera controls do not operate unless they are Enabled. Each of these controls must be enabled
by selecting the option box for each control under the PTZ Support property on the camera property sheet.
The default setting for these controls is Disabled (or, not selected).

ZZoooomm SSlliiddeerr wwiiddggeett

This widget is available from the videoDriver palette. It adds zoom action control to a Px page video cam-
era interface. This widget looks similar to a typical scroll bar and is designed to fit along one of the four
bounding edges of a Live Video Player widget.

FFiigguurree 22 Zoom Slider widget

To add it to a Px page, drag it directly from the palette onto the Px page. After placing it on the Px page,
drag the widget boundaries to adjust the size, position, and orientation.
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FFiigguurree 33 Zoom Slider control examples

To invoke the zoom action, click on the zoom icon that is located in the center of the zoom bar. Depending
on how you orient the widget on the Px page, the zoom slider acts as follows:

• Vertical orientation: when the Zoom Slider widget is oriented vertically, drag the zoom icon up to zoom-
in and down to zoom-out.

• Horizontal orientation: when the Zoom Slider widget is oriented horizontally, drag the zoom icon right to
zoom-in and left to zoom-out.

How far up or down you move the icon controls the zoom speed. The color indicates changes in the zoom
bar.

NNOOTTEE:: Camera controls do not operate unless they are Enabled. Each of these controls must be enabled
by selecting the option box for each control under the PTZ Support property on the camera property sheet.
The default setting for these controls is Disabled (or, not selected).

CCaammeerraa wwiiddggeett

This widget is available in the videoDriver palette. When implemented on a Px page, it opens the video
image from a linked camera in a popup window. This window includes the pan, tilt, and zoom features as well
as buttons to adjust the camera’s focus and iris. Presets are also available.

CCaammeerraa wwiiddggeett PPTT wwiinnddooww ssiizzee pprrooppeerrttiieess

You drag it directly from the palette onto a Px page where you can adjust the widget size and shape to fit
the desired area on the page. You can also adjust the Camera widget colors by editing the properties.

NNOOTTEE:: It is important to set the PTZ properties in the camera widget PPrrooppeerrttyy SShheeeett. These properties de-
fine the size of the popup window that opens as shown above.

To start live video display after dragging the Camera widget to the Px page, set the camera binding (Video
Ptz Binding) to the desired video camera.
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LLiivvee VViiddeeoo PPllaayyeerr wwiiddggeett

MMoouussee DDoowwnn BBuuttttoonn wwiiddggeett

This widget is available in the videoDriver palette. When configured as part of a Px page, this widget ad-
justs the camera iris and the focus so that they are functionally equivalent to the Iris and Focus buttons that
are provided in the LLiivvee VViiddeeoo view.

NNOOTTEE:: Camera controls do not operate unless they are Enabled. Each of these controls must be enabled
by selecting the option box for each control under the PTZ Support property on the camera PPrrooppeerrttyy
SShheeeett. The default setting for these controls is Disabled (or, not selected).

MMoouussee DDoowwnn BBuuttttoonn wwiiddggeett

You can drag the widget directly from the palette onto a Px page where you can adjust the widget size and
shape to fit the desired area on the page. You can also adjust the camera widget colors by editing the
properties.

To enable live video display after dragging the Camera widget to the Px page, bind the Hold Down Px (Vid-
eo Ptz Binding) to the desired video camera.

VViiddeeoo MMuullttiissttrreeaamm PPaannee wwiiddggeett

This widget is available in the videoDriver palette Px folder. It provides a way to use a single network con-
nection to display multiple cameras, thereby saving network bandwidth.

NNOOTTEE:: You cannot use the Video Multistream Pane widget for remote video in an enterprise environment.
As an alternative, use the SSuurrvveeiillllaannccee VViieewweerr component.
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VViiddeeoo MMuullttiissttrreeaamm PPaannee wwiiddggeett iinn tthhee vviiddeeooDDrriivveerr ppaalleettttee

There are two ways to design a single Px page that holds one or more camera views:

• Drag this widget directly from the palette onto a Px page canvas pane and set the Video Multistream
Binding Ord to the DVR device.

The default height and width of the canvas pane is 100 x 100 pixels. Adjust this pane’s View Size prop-
erty as required to provide the necessary space for displaying the desired number of live video streams.
Then add Live Video widgets as needed for the multiple camera displays.

• Drag the devices from the Nav tree onto the Px page and use the Make Widget Wizard to add the Ord
bindings to the widgets as you add them to the Px page.

EExxaammppllee VViiddeeoo MMuullttiissttrreeaamm PPaannee wwiiddggeett wwiitthh ffoouurr LLiivvee VViiddeeoo PPllaayyeerrss
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CChhaapptteerr 44 CCoommmmoonn pprrooppeerrttiieess aanndd
ccoommppoonneennttss

Topics covered in this chapter
♦ Health properties
♦ Alarm Source Info properties
♦Monitor properties
♦Multistream Preferences properties
♦ Default Tuning Policies properties
♦ Fox Video Stream Preferred
♦ Poll properties
♦ Camera properties
♦Widget properties
♦ videoDriver-VideoPlaybackChooser (Playback Viewer)
♦ videoDriver-EventDetectionCtrlExt
♦ videoDriver-VideoAlarmConsoleRecipient
♦ videoDriver-VideoAlarmConfigurationService
♦ videoDriver-VideoAlarmConsoleOptions
♦ videoDriver-VideoAlarmExtParameters
♦ videoDriver-VideoPlayer (Live Video Player)
♦ videoDriver-VideoPtzCtrlPanel (Control Panel)
♦ videoDriver-VideoPanTiltJoystick (Pan Tilt Joystick)
♦ videoDriver-VideoZoomSlider (Zoom Slider)
♦ videoDriver-VideoCameraWidget (Camera Widget)
♦ videoDriver-HoldDownPxButton (MouseDownButton)
♦ videoDriver-VideoMultistreamPane
♦ remoteVideo-RemoteVideoService

Components include services, folders and other model building blocks. They may be dragged and dropped
onto a property or wire sheet from a palette. These components are common to all video network drivers.

The descriptions included in the following topics appear as headings in documentation. They also appear as
context-sensitive help topics when accessed by:

• Right-clicking on the component and selecting VViieewwss→→GGuuiiddee HHeellpp

• Clicking HHeellpp→→GGuuiiddee OOnn TTaarrggeett.

HHeeaalltthh pprrooppeerrttiieess

These properties are common to all Niagara components. They report information about the current condi-
tion of the component.
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HHeeaalltthh pprrooppeerrttiieess

Property Value Description

Health text Health contains historical properties about the relative health
of the network in the station, including historical timestamps.

Down true or false
(default)

Displays the health of the network.

Alarm true or false
(default)

Reports the component’s alarm status.

true indicates the component has generated an alarm.

false indicates the component has not generated an alarm.

Last Fail Cause text Displays the reason for the last failure of the network health.

Last Fail Time date time Displays the last date and time the network health failed.

Last OK Time date time Displays the last date and time the network health was OK.

AAllaarrmm SSoouurrccee IInnffoo pprrooppeerrttiieess

This set of properties configures and routes alarms when this component is the alarm source. These proper-
ties are common to all Niagara components.

FFiigguurree 44 Alarm Source Info properties
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Property Value Description

Alarm Class Default Alarm
Class (default)

Selects an alarm class from the option list. The alarm class
specifies the alarm routing options for this component.

Alarm Icon file path Enters or chooses the path to a graphic file that will be added
to the display in the "timestamp" column of the alarm table in
the Console Recipient view. Use the folder icon to browse to
the file that you want to use. Click the arrow icon to the right
of the folder icon to test the path that you enter.

Alarm Instructions # instructions Provides information that may be important or helpful to the
user when the system generates an alarm.

Source Name text Displays the name in an alarm record that identifies the source
of the alarm.

To Fault Text text Defines the text to display when the component transitions to
a Fault state.

To Offnormal Text text Defines the text to display when the component transitions to
an Offnormal (alarm) state.

To Normal Text text Defines the text to display when the component transitions to
a Normal state.

Hyperlink Ord or
Hyperlink

Ord, BQL Query or
path

Associates an ord, BLQ query or path with an alarm state on
the component. When an alarm is reported in the console, the
Hyperlink button activates. Clicking this button links to the lo-
cation you specify here.

Sound File ord Defines the path to a sound file that plays when the current
component is in an alarm state. Use the folder icon to browse
to the file. Click the arrow icon to the right of the folder icon
to test the path.

Meta Data facet Use this property to enter new facets.

MMoonniittoorr pprrooppeerrttiieess

These properties verify the general health of the network and its devices by pinging each device at some
minimal repeating interval. These properties contain ping and alarm-related parameters that are common to
all Niagara video components.

FFiigguurree 55 Monitor properties
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Property Value Description

Ping Enabled true (default) or
false

Controls the monitor ping.

• If true a ping occurs for each device under the network, as
needed

• If false device status pings do not occur. Moreover, device
statuses cannot change from what existed when this prop-
erty was last true

It is recommended you leave Ping Enabled as true in almost all
cases.

Ping Frequency hours:minutes:
seconds

Specifies the interval between periodic pings of all devices.
Typical default value is every 5 minutes (05m 00s), you can ad-
just differently if needed.

Alarm On Failure true (default) or
false

Controls the recording of ping failure alarms.

If true, the system records an alarm in the station’s AlarmHis-
tory upon each ping-detected device event (“down” or subse-
quent “up”).

If false, the system ignores and does not record device
“down” and “up” events in the station’s AlarmHistory.

Startup Alarm
Delay

hours:minutes:
seconds

Specifies the period a station must wait after restarting before
device “down” or “up” alarms are generated. Applies only if
the Monitor’s property Alarm On Failure is true.

MMuullttiissttrreeaamm PPrreeffeerreenncceess pprrooppeerrttiieess

This topic documents the display properties that are common among video network drivers.

EExxaammppllee ooff ddiissppllaayy pprrooppeerrttiieess

How to access these properties depends on the driver.

• For Milestone nmilestone video drivers, these properties are part of the DDvvrr component.

• For the Milestone xProtect video driver, these properties are part of the XX PPrrootteecctt MMaannaaggeemmeenntt SSeerrvveerr
component.

• The Axis drivers each have a separate camera component.

You access these properties by right-clicking the component and clicking VViieewwss→→PPrrooppeerrttyy SShheeeett.
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VViiddeeoo//MMuullttiissttrreeaamm PPrreeffeerreenncceess

Property Value Description

Preferred Back-
ground Color

chooser Assigns a color, gradient, or image to open as the background
widget.

Ptz Support true or false
(default)

Turns Pan Tilt, Zoom, Focus, Iris, Move To Preset, and Store
Preset features on (true), and off (false).

NNOOTTEE:: If these properties are not enabled, PTZ functions do
not work. This means that any widgets that use PTZ controls
do not work.

Preferred
Resolution

drop-down list (de-
faults to High)

Specifies the pixel resolution of each transmitted frame. Op-
tions are: High, Medium, or Low. The actual pixel values for
these three relative settings are defined in the video device.

Preferred Frame
Rate

drop-down list (de-
faults to Low)

Defines the speed of the video stream. Options are: Low, Me-
dium, and High. You can configure each rate.

Preferred
Compression

drop-down list (de-
faults to Medium)

Specifies what level of compression is used during live video
streaming. The actual compression values for these relative
settings are defined in the video device. Higher compression
uses less bandwidth but negatively affects image quality. Op-
tions are: None, Low, Medium, or High

Timestamp
Preferred

true (default) or
false

Configures the camera to record and display (true) a time-
stamp on the video.

Interframe Timeout hours, minutes,
seconds

Defines the maximum amount of time permitted to elapse be-
tween frames. A video stream that takes longer than this
amount of time to retrieve a video frame needs to be re-
established.

Lo Frame Rate,
Med Frame Rate,
Hi Frame Rate
(Multistream Pref-
erences property)

frames per second
(fps) between one
and 30.

NNOOTTEE:: This property is available only when using Milestone X
Protect drivers.
Defines the fps values to use when selecting Lo Frame Rate,
Med Frame Rate, and Hi Frame Rate for Preferred Frame
Rate.

Fast, Medium,
Slow Speed (Multi-
stream Preferences
property)

Fast, Medium, and
Slow

These three properties define the resolution settings that are
selected under the Video Preferences property. Type in a
numeric text string between 0 (slowest) and 15 (fastest) to
specify each of the three speeds. These speeds affect the rate
of movement for pan, tilt, and zoom functions.

DDeeffaauulltt TTuunniinngg PPoolliicciieess pprrooppeerrttiieess

These properties are common to the default tuning policies for all Niagara network components.
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FFiigguurree 66 Network Tuning Policies properties

Property Value Description

Tuning Policies additional
properties

Defines rules for evaluating both write requests, that is to writ-
able proxy points, as well as the acceptable “freshness” of
read requests that result from polling.

Min Write Time hours minutes sec-
onds, zero (default)
to infinity

Specifies the minimum amount of time allowed between writes
to writable proxy points, thus providing a method to throttle
rapidly changing values so that only the last value is written.
The default (zero) disables this rule causing all value changes
to attempt to write.

Max Write Time hours minutes sec-
onds, zero (default)
to infinity

In the case that no event triggers a write to a writable proxy
point, this property specifies the maximum amount of time to
wait before rewriting the value to the point. Any write action
resets this timer. The default (zero) disables this rule resulting
in no timed rewrites.

Write On Start true (default) or
false

Determines writeable proxy point behavior when a station
starts.

NNOOTTEE:: Consider setting to false except for critical proxy
points, otherwise large networks may experience write-queue-
overflow exceptions.

Write On Up true (default) or
false

Determines writable proxy point and parent device behavior
when a status transitions from down to up.

• If true, a write occurs when the parent device transitions
from down to up.

• If false, no write occurs.

Write On Enabled true (default) or
false

Determines writable proxy point behavior when the point’s
status transitions from disabled to normal (enabled).

• If true, a write occurs when the point transitions from dis-
abled to enabled.

• If false, no write occurs.

Stale Time hours minutes sec-
onds, zero (default)
to infinity

Determines when point states transitions to “stale.”

• A non-zero value causes point status to become stale if the
configured time elapses without a successful read, indi-
cated by a Read Status of ok.

• A zero value disables the stale timer causing point status to
become stale immediately when the point is unsubscribed.
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FFooxx VViiddeeoo SSttrreeaamm PPrreeffeerrrreedd

Selects or declines the use of Fox streaming. This is a property on all video driver components, although it
shows up in different places.

You access this property in the video network component by double-clicking the video network component,
followed by selecting the PPrrooppeerrttyy SShheeeett.

Property Value Description

Fox Video Stream
Preferred

true or false
(default ) true sends the video stream from the video camera to the sta-

tion (controller) and then forwards it to the Workbench inter-
face through the standard Fox connection. This overcomes fire
wall issues in the event that the video surveillance system is
not exposed to the outside world on its network.

NNOOTTEE:: This option assumes that the controller is exposed,
otherwise you could not even connect to the station.

false sends the video stream directly from the video camera
to the Workbench interface. Using this setting you can set the
Preferred Resolution and Preferred Frame Rate to
High without impacting CPU usage. In essence, this removes
the station from the CPU-usage equation.

In either case (true or false), the client-side computer ex-
pends some of its CPU utilization to render the video on the
screen.

PPoollll pprrooppeerrttiieess

These properties gather and report information about how the network and devices (points) are functioning.
They are common to all video network components.

FFiigguurree 77 Poll properties

These properties are described in the Niagara Drivers Guide
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CCaammeerraa pprrooppeerrttiieess

This topic documents the camera properties that are common among video network drivers.

EExxaammppllee ooff CCaammeerraa pprrooppeerrttiieess ((xxpprrootteecctt ddrriivveerr,, WWoorrkkbbeenncchh aanndd WWeebb UUII vviieewwss))

In addition to the standard properties (Status, Enabled, Fault Cause, Health, and Alarm Source Info), these
unique properties are common.

Property Value Description

Video Device Id additional
properties

Identifies the device. Refer to Video Device Id, page 48.

Ptz Support true or false
(default)

Turns Pan Tilt, Zoom, Focus, Iris, Move To Preset, and Store
Preset features on (true), and off (false).

NNOOTTEE:: If these properties are not enabled, PTZ functions do
not work. This means that any widgets that use PTZ controls
do not work.

Control Timing multiple properties These properties represent Timeout and Interval settings for a
set of camera control parameters. Refer to Control Timing
properties, page 49.

Video Preferences multiple properties Configures how the video feed looks.

Events multiple properties Contains the properties to view, configure, and tune all as-
pects of video events.

Preset Text Opens the EEnnuumm
FFaacceettss window.

Provides a means for adding and naming preset options using
the EEnnuumm window. The options, once defined here, are avail-
able from the Presets option list on the camera LLiivvee VViiddeeoo
view. Refer to Enum facets window in this guide.

VViiddeeoo DDeevviiccee IIdd
Three properties are available for identifying the camera.
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FFiigguurree 88 Video Device Id properties

Property Value Description

Description text Provides additional information.

URL Address IP address in the
format: ###.###.
###.###

Defines the URL or IP address of the video device (camera or
DVR).

Web Port number (defaults
to 443)

Defines the port when using the web UI.

443 services secure communication between the camera and
the station. For a camera that does not support TLS secure
communication (Rtsp and HTTP), change this value to 80.

CCoonnttrrooll TTiimmiinngg pprrooppeerrttiieess

FFiigguurree 99 Control Timing properties

These settings affect how long a camera continues to respond to control communications after a control
message is received. The reason for these limits is to prevent a camera from being left in a state of continual
movement or adjustment (iris, focus, or zoom) in case communication with the device is lost.

Properties Value Description

Move, Zoom, Iris,
and Focus Watch-
dog Timeouts

hours minutes sec-
onds (all default to
5 seconds)

Defines the maximum amount of time that a camera control re-
mains active after receiving the last control command. For ex-
ample, if a move control command directs a camera to pan
right, and communication is immediately lost, the camera con-
tinues to pan right for five seconds and stops.

You can adjust this time-out value for each of these controls:
Move, Zoom, Iris, and Focus.

Move, Zoom, Iris,
and Focus Intervals

hours minutes sec-
onds (all default to
1 second)

Assumes communication is lost and initiates a watchdog timer
when a camera does not receive a control communication after
the amount of the interval (default: one second) elapses.

You can adjust this interval for each of these controls: Move,
Zoom, Iris, and Focus.

VViiddeeoo PPrreeffeerreenncceess pprrooppeerrttiieess
These properties configure the quality of the video feed.
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FFiigguurree 1100 Video Preferences properties

Property Value Description

Preferred Back-
ground Color

chooser Assigns a color, gradient, or image to open as the background
widget.

Preferred Aspect
Ratio

drop-down list (de-
faults to Standard
Definition
(1.33:1))

Defines the ratio of the width to the height of the video frame.
Options include Inherit from camera (default), Standard Def-
inition, Inherit from Stream, Fit to Screen, etc.

Resolution at the device or network may linked to the video
stream options and inherited. In some cases, this may ad-
versely affect the aspect ratio of your streaming video. If video
images display distorted, try setting the camera’s Preferred
Aspect Ratio to the Standard Definition option.

Preferred
Resolution

drop-down list (de-
faults to High)

Specifies the pixel resolution of each transmitted frame. Op-
tions are: High, Medium, or Low. The actual pixel values for
these three relative settings are defined in the video device.

Preferred Frame
Rate

drop-down list (de-
faults to Low)

Defines the speed of the video stream. Options are: Low, Me-
dium, and High. You can configure each rate.

Preferred
Compression

drop-down list (de-
faults to Medium)

Specifies what level of compression is used during live video
streaming. The actual compression values for these relative
settings are defined in the video device. Higher compression
uses less bandwidth but negatively affects image quality. Op-
tions are: None, Low, Medium, or High

Preferred Video
Stream Fox

drop-down list (de-
faults to Inherit)

Selects or declines the use of Fox streaming.

Inherit sets this property to the value set for its parent com-
ponent (the DVR or network component).

Yes sends the video stream from the video camera to the sta-
tion (controller) and then forwards it to the Workbench inter-
face through the standard Fox/Foxs connection. This
overcomes fire wall issues in the event that the video surveil-
lance system is not exposed to the outside world on its
network.

NNOOTTEE:: This option assumes that the controller is exposed -
otherwise you could not even connect to the station.

False sends the video stream directly from the video camera
to the interface. Using this setting allows you to set the Pre-
ferred Resolution and Frame Rate to High without im-
pacting CPU usage. In essence, this removes the station from
the equation.
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Property Value Description

In either case, the client-side computer expends some of its
CPU utilization to render the video on the screen.

Timestamp
Preferred

true (default) or
false

Configures the camera to record and display (true) a time-
stamp on the video.

Interframe Timeout hours, minutes,
seconds

Defines the time allowed for the video stream to begin.

CCaammeerraa DDeevviiccee EExxtteennssiioonn sshhaarreedd pprrooppeerrttyy

Property Value Description

Do Not Ask Again true (default) or
false

Hides (true) the prompt that normally opens when you click
the discover button on the DDeevviiccee MMaannaaggeerr view.

WWiiddggeett pprrooppeerrttiieess

These properties are common to one or more of the videoDriver Px widgets.

FFiigguurree 1111 Example of widget properties

Property Value Description

Visible true (default) or
false

Hides the widget by selecting the false option and shows it
again by selecting the true option.

Enabled true or false Turns the widget on and off.

Layout Uses a three col-
umn table. The

Defines the width and height of the widget
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Property Value Description

columns are Value
and Units. The
rows define X, Y,
Width and Height.
four options: X, Y,
Width Height, each
have a Value and
Units property

NNOOTTEE:: Widgets that use absolute layout should be placed on
a Canvas pane

Each Value may be a logical coordinate within the parent ob-
ject coordinate space or it may be a percent of the parent size.
Additionally, width and height may use the keyword “pref” to
indicate use of preferred width or height.

For example, “10,5,100,20” “0,0,30%,100%”, and “10%,10%,
pref,pref”. Lastly the keyword “fill” may be used as a shortcut
for “0,0,100%,100%”, which means fill the parent pane. Fill is
the default for the layout property, which makes it easy to de-
fine layers and shapes.

Background/Back-
ground Color

chooser Assigns a color, gradient, or image to open as the background
widget.

Border/Ptz Border multiple properties Configure the look of the border. Refer to Border, page 53.

Video Stream Fox Refer to Fox Video Stream Preferred property in this guide.

Resolution drop-down list The underlying video driver interprets these options:

• High

• Medium

• Low

Compression drop-down list Compression allows you to reduce the bandwidth that is re-
quired for transmission of video images. Compression relates
to the quality of the image that is filling the specified resolu-
tion (as set in the Resolution property value field). The higher
the compression, the lower the bandwidth requirements. How-
ever, over-compression can result in degraded video images.
The underlying video driver interprets these options:

• None

• High

• Medium

• Low

Stream Facets chevron to the
right used to open
the CCoonnffiigg FFaacceettss
window

Provides metadata directly to the driver. Although these data
are not necessarily required for all drivers, some driver devel-
opers might decide that they need more input from the user
to provide the camera video feed. If required, then the particu-
lar video driver must document the requirements for this
property.

Stream Facets chevron to the
right used to open
the CCoonnffiigg FFaacceettss
window

Provides metadata directly to the driver. Although these data
are not necessarily required for all drivers, some driver devel-
opers might decide that they need more input from the user
to provide the camera video feed. If required, then the particu-
lar video driver must document the requirements for this
property.

Frame Rate High, Medium, and
Low

The underlying video driver interprets these options.
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Property Value Description

Keep Down
Interval

hours minutes
seconds

Causes the corresponding slot to be engaged on this periodic
basis provided that the mouse is clicked (held down) on the
button.

For example, if this property is set to 1 second, then when a
‟Dim” action is invoked by clicking, dimming occurs for 1 sec-
ond, as long as the button is held down for at least one sec-
ond. If it is held down for more than 1 second, the dim action
is still limited to 1 second.

Keep Down
Interval

hours minutes sec-
onds (defaults to
one second)

Engages the corresponding slot on this periodic basis when a
user clicks (holds down) the mouse button.

For example, if set to one (1) second, and the user clicks a dim
action, the screen dims for 1 second as long as the user holds
the button for at least one second. If the user holds the button
for more than 1 second, the screen still dims for one second.

binding, zoom-
Binding, camera-
Binding, panTilt-
Binding, panTilt-
ZoomBinding
(widget properties)

multiple properties Configure each action to associate with a widget.

binding, zoom-
Binding, camera-
Binding, panTilt-
Binding, panTilt-
ZoomBinding

multiple properties Refer to Binding properties, page 54.

BBoorrddeerr

FFiigguurree 1122 Border properties

Property Value Description

All sides are the
same

option box Creates a square.

Each side is
different

option box Creates an irregular object.

Style drop-down list Defines the line type: solid, dotted, etc.

Width number Defines the width of the rule.

Brush
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BBiinnddiinngg pprrooppeerrttiieess

FFiigguurree 1133 zoomBinding properties

Property Value Description

Ord ORD Specifies the Ord of the camera that you want to bind to the
widget.

Degrade behavior drop-down list (de-
faults to None)

Selects what to do if the connection to the bound Ord is lost
(due to an invalid Ord or an inadequate permission level).

None leaves the widget appearance unchanged (the widget
just does not work).

Disable disables the widget.

Hide hides the widget.

vviiddeeooDDrriivveerr--VViiddeeooPPllaayybbaacckkCChhoooosseerr ((PPllaayybbaacckk VViieewweerr))

This component provides a standard VViiddeeoo PPllaayybbaacckk view with the addition of a camera option list. The
option list allows you to choose the VViiddeeoo PPllaayybbaacckk view from any camera under that particular VViiddeeoo DDrriivv--
eerr NNeettwwoorrkk. This component is provided in the videoDriver palette.

vviiddeeooDDrriivveerr--EEvveennttDDeetteeccttiioonnCCttrrllEExxtt

This extension provides a standard mechanism to enable or disable particular alarm events on specific cam-
eras. This means you can enable or disable different events on a per-camera basis, based on Boolean logic
(for example, a Schedule).

EEvveenntt DDeetteeccttiioonn CCttrrll EExxtt pprrooppeerrttyy

The EventDetectionCtrlExt is available from the videoDriver palette. It has a single Boolean property. You
drag this property to a discovered video alarm event and use it to enable or disable the event. For example,
you can link a Boolean writable control point to this property and use point to change the Enable Detection
status.

NNOOTTEE:: You can link any Boolean logic to this property; it does not have to be from a Boolean writable point.

Property Value Description

Enable Detection true or false
and null definition

Turns detection on and off.

vviiddeeooDDrriivveerr--VViiddeeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt

This component is used to configure the video alarm console in the Supervisor station.

This component provides the ability to have a video driver component take special action, such as asking a
video camera to start recording when an alarm occurs. The following list provides an outline of how this
works.
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1. Add a VideoAlarmRecipient to the station under the AlarmService.

2. From an appropriate AlarmClass component, link to the VideoAlarmRecipient RouteAlarm slot.

3. From the VideoAlarmRecipient, link to a video driver component to serve as the video responder for
alarm notifications.

4. When the VideoAlarmRecipient receives an alarm from the alarm service, the video driver component is
tasked to take a specific action (“start recording”, for example).

FFiigguurree 1144 VideoAlarmConsoleRecipient property sheet

To set up, drag the component from the videoDriver palette (AAllaarrmm folder) to the AAllaarrmmSSeerrvviiccee WWiirree
SShheeeett view and link it to the recipient from the Default Alarm Class or other desired Alarm Class
component.

Property Value Description

Time Range additional
properties

Sets a limited period of time during a day for collection of
alarms, using the following properties:

• Start Time defines a time of day (hour, minute and sec-
ond) to begin alarm collection.

• End Time defines a time of day (hour, minute and second)
to end alarm collection.

Days of Week option boxes Define specific days to collect alarms.

Transitions option boxes Define specific alarm transitions to include or exclude as
alarms to send to the alarm recipient. Only those transitions
that are selected are sent – even though all of the alarms are
saved into the alarm history.

Route Acks true or false When set to true, acknowledgments are routed to this recipi-
ent; when set to false, only alarms (not acknowledgments)
are routed to the recipient.

Default Time
Range

drop-down list Selects the time range in days.

Preset on Normal true or false When set to true, causes the camera to move to a preset po-
sition when a standard alarm returns to normal.

vviiddeeooDDrriivveerr--VViiddeeooAAllaarrmmCCoonnffiigguurraattiioonnSSeerrvviiccee

This component adds two additional components for each system user in the UUsseerrSSeerrvviiccee and must be
present under the SSeerrvviicceess node in the Nav tree.

The services added to each user are:
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• VViiddeeoo AAllaarrmm CCoonnssoollee OOppttiioonnss provides properties for configuring the layout of the video alarm
console.

• AAllaarrmm PPooppuupp SSeettttiinnggss provides properties for configuring which alarms open on the video alarm
console.

There are no unique properties to configure for this service.

vviiddeeooDDrriivveerr--VViiddeeooAAllaarrmmCCoonnssoolleeOOppttiioonnss

This component configures the alarm console assigned to a specific user.

FFiigguurree 1155 Video Alarm Console Options properties

You access these properties by double-clicking the Video Alarm Console Options node under SSeerrvviicceess→→UU--
sseerrSSeerrvviiccee→→aaddmmiinn (or other user name) in the Nav tree.

In addition to the common property, Enabled, this component provides these properties:

Type Value Description

Layout drop-down list Determines the look of the alarm console. Some layouts in-
clude one or more video feeds.

Action On New
Alarm

drop-down list (de-
faults to Load
Video)

Defines what to do when a camera generates a new alarm.

Load Video loads the video feed for the latest alarm.

No Action leaves the current video feed unchanged.

Action on Alarm
Ack

drop-down list (de-
faults to Load
Video)

Defines what to do when the operator acknowledges the
alarm.

Load Video loads the video feed for the next most recently
unacknowledged video alarm.

No Action leaves the current video feed unchanged.

Action On Alarm
Selection

drop-down list (de-
faults to Load
Video)

Defines what to do when the operator selects and alarm in the
alarm console.

Load Video loads the video feed for the selected alarm.

No Action leaves the current video feed unchanged.

vviiddeeooDDrriivveerr--VViiddeeooAAllaarrmmEExxttPPaarraammeetteerrss

This component links from the Supervisor station to the camera. Based on a standard alarm, this exten-
sion directs the camera to point to a preset target and start recording.
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FFiigguurree 1166 VideoAlarmExtParameters properties

This component is provided in the videoDriver palette (AAllaarrmm folder).

Property Value Description

Video Camera ORD Defines the camera to which to route an alarm. Clicking the
folder opens the CChhoooossee CCaammeerraa window. When you select a
camera and click OOKK , the Start Recording option list opens.

Start Recording true or false true configures the camera to start recording when it receives
the alarm.

CCAAUUTTIIOONN:: Do not select true for an event point from a video
surveillance system. If you do, you may duplicate the recording
- since the video system originally created the alarm and re-
corded the associated video footage. In this configuration se-
lect false.

Go to Preset true or false true configures the camera to move to a particular Preset pan
and tilt when it receives the alarm. Selecting true, displays
the Camera Preset option.

Camera Preset Select one of the presets. Options vary depending on the vid-
eo driver.

NNOOTTEE:: Make sure that the appropriate PTZ Support proper-
ties are enabled on the camera that you are sending the alarm
to.

Send Alarm To
Display

true or false Sends the alarm to the display.

vviiddeeooDDrriivveerr--VViiddeeooPPllaayyeerr ((LLiivvee VViiddeeoo PPllaayyeerr))

This component is a Px widget for designing a Px page with video displays.
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FFiigguurree 1177 VideoPlayer properties

This widget is provided in the videoDriver palette. To use this widget, drag it from the palette to a Px
page, configue it and size it, as desired. You access this property sheet by right-clicking the widget and click-
ing VViieewwss→→PPrrooppeerrttyy SShheeeett.

NNOOTTEE:: This topic documents only the properties that are unique to this widget. For the common properties,
refer to Multistream Preferences properties and Widget properties elsewhere in this guide.

Property Value Description

Show Time Index true or false true configures the display to show the time index.

false hides the time index.

The time index is a timestamp that overlays the video image.
This property is applicable only if the underlying video driver
provides time indexes with each video frame.

Throttle Refresh
Rate

milliseconds Sets a refresh rate from the client side. If a video frame arrives
sooner than this value, the framework waits until this much
time passes before displaying the frame. If another frame ar-
rives before the Throttle Refresh Rate time elapses, the
framework displays the later frame (assuming it is the latest
frame available after the Throttle Refresh Rate time elap-
ses). The purpose of this property is to preserve CPU on the
client-side CPU.

NNOOTTEE:: If this property is set to a high value (for example,
greater than 250), lower the frameRate property to medium
or low since there is no use in streaming video faster than the
client PC is permitted to render it.

vviiddeeooDDrriivveerr--VViiddeeooPPttzzCCttrrllPPaanneell ((CCoonnttrrooll PPaanneell))

This component is a Px widget that provides buttons to control a Px page camera’s point, tilt, and zoom
at three speeds. It is intended for use on very basic touch screen systems that do not support dragging (as
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required for using the Pan Tilt Joystick widget). You can drag the widget boundaries to adjust the widget
size and position on the Px page.

FFiigguurree 1188 ControlPanel properties

To add this widget, drag it directly from the palette to the Px page. You access this property sheet by right-
clicking the widget and clicking VViieewwss→→PPrrooppeerrttyy SShheeeett.

NNOOTTEE:: All properties for this widget are common to other widgets. Refer to common Widget properties
elsewhere in this guide.

vviiddeeooDDrriivveerr--VViiddeeooPPaannTTiillttJJooyyssttiicckk ((PPaann TTiilltt JJooyyssttiicckk))

This component is a Px widget that provides point, tilt, and zoom controls to a camera that is displayed
on the Px page.

You can drag a BIVideoCamera onto a Px page and choose this widget from the pallete. Please note that the
palette places a BVideoPtzBinding on this widget to tie this widget to a particular video camera in the sta-
tion. This widget looks like a box with a ball inside. The ball starts out in the center and the user can drag it
around to control the connected camera.

To access this property sheet, double-click the PanTiltJoystick Px component.
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FFiigguurree 1199 PanTiltJoystick properties

To use this widget, drag it from the palette to your Px page and size it to fit over a Video Player widget. By
binding the widget to the camera Ord, you can control the associated camera by dragging your mouse over
the widget area.

You access this property sheet by right-clicking the ControlPanel widget and clicking VViieewwss→→PPrrooppeerrttyy
SShheeeett.

NNOOTTEE:: This topic documents only the properties that are unique to this widget. For the common properties,
refer to common Network properties and Widget properties in this guide.

Property Value Description

Ball Percent number between
0.00 and 0.50

Use these values to specify, as a percentage, how large the
ball-shaped control area is inside the widget pane.

Fill Ball Normal drop-down list (de-
fault = null)

Solid

Gradient

image

Null

Fill Ball Dragging drop-down list (de-
fault = null)

Solid

Gradient

image

Null
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vviiddeeooDDrriivveerr--VViiddeeooZZoooommSSlliiddeerr ((ZZoooomm SSlliiddeerr))

This component is a widget that adds zoom action control to the Px page that configures a video camera
interface. This widget looks similar to a typical scroll bar and is designed to fit along one of the four bound-
ing edges of a Live Video Player widget.

FFiigguurree 2200 ZoomSlider properties

The Zoom Slider widget is available from the videoDriver palette. You drag it directly from the palette on-
to a Px page. After placing it on the Px page, drag the widget boundaries to adjust the size, position, and
orientation, as desired.

NNOOTTEE:: All properties for this widget are common to other widgets. Refer to common Widget properties
elsewhere in this guide.

vviiddeeooDDrriivveerr--VViiddeeooCCaammeerraaWWiiddggeett ((CCaammeerraa WWiiddggeett))

This component is a widget that, when implemented on a Px page, opens a window that shows the video
footage from a linked camera.

To access this component, double-click the CameraWidget node in the palette or nav tree.
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FFiigguurree 2211 CameraWidget properties

The Camera widget is available in the videoDriver palette and you can drag it directly from the palette onto
a Px page where you can adjust the widget size and shape to fit the desired area on the page.

NNOOTTEE:: This topic documents only the properties that are unique to this widget. For the common properties,
see Common Video Driver properties and Common Widget Properties elsewhere in this guide.
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Property Value Description

Camera Rectangle
Fill

drop-down list (de-
fault = Gradient)

Defines the fill color and style for the camera widget.

Solid

Gradient

Image

Null

Camera Rectangle
Fill Mouse Over

drop-down list (de-
fault = Gradient)

Defines the mouse over (hover) fill color and style for the cam-
era widget.

Solid

Gradient

Image

Null

Camera Triangle
Fill

drop-down list (de-
fault = Gradient)

Defines the fill color and style for the triangle area of a camera
widget.

Solid

Gradient

Image

Null

Camera Triangle
Fill Mouse Over

drop-down list (de-
fault = Gradient)

Provides a fill color definition for the triangle area of the widg-
et during mouse over.

Solid

Gradient

Image

Null

Camera Outline multiple properties Configures the style of the outline around the camera image.

Zoom Background drop-down list Provides a background color definition for the widget

Solid

Gradient

Image

Null

Ptz Dialog Size inches Defines the width and height of the window.

Ptz Border Style (default = In-
set), Width and
Brush

Style options:

Inset

None

Solid

Dotted

Dashed

Groove
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Property Value Description

Ridge

Outset

Pan Tilt Keep
Down Interval

hours minutes sec-
onds (defaults to
100 ms)

Defines the Pan and Tilt behavior when the mouse-pressed
event is active. This is a period of time (in milliseconds).

Zoom Keep Down
Interval

hours minutes sec-
onds (defaults to
100 ms)

Defines the zoom behavior when the mouse-pressed event is
active. This is a period of time (in milliseconds).

Show Actions
Menu

true or false
(default)

Controls the viewing of the actions menu.

Refresh Rate milliseconds (de-
faults to 50)

Defines how frequently the screen refreshes.

CCaammeerraa OOuuttlliinnee pprrooppeerrttiieess

Property Value Description

1.0 (default) numeric value Provides a line weight value for the outline of the camera widg-
et image.

(type of outline) drop-down list (de-
fault = Solid)

Solid

Dotted

Dashed

(type of caption) drop-down list (de-
fault = Cap Butt)

Cap Butt

Cap Round

Cap Square

(type of join) drop-down list (de-
fault = Join Round)

Join Miter

Join Bevel

Join Round

vviiddeeooDDrriivveerr--HHoollddDDoowwnnPPxxBBuuttttoonn ((MMoouusseeDDoowwnnBBuuttttoonn))

This widget provides buttons to adjust the camera Iris and the Focus. They are functionally equivalent to
the Iris and Focus buttons in the LLiivvee VViiddeeoo view.
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FFiigguurree 2222 MouseDownButton properties in the Workbench property sheet view
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FFiigguurree 2233 HoldDownPxButton in the Px Editor view

This widget is available in the videoDriver palette. You drag it directly from the palette to a Px page, then
adjust its size and shape to fit the desired area on the page. To access these properties in the PPxx EEddiittoorr,
right-click the widget and click EEddiitt PPrrooppeerrttiieess.

NNOOTTEE:: This topic documents only the properties that are unique to this widget. For the common properties,
refer to common Network properties and Widget properties in this guide.

Property Value Description

Text text Contains the text that displays on the button.

Image image chooser Defines an image to display on the button widget.

Font text Selects the font to use for the display text.

Foreground color chooser Specifies the color of the display text.

Background color chooser Specifies the color of the button, using a solid color, a gra-
dient, an image, or the default background color.

Halign and Valign drop-down lists
(both default to
Center)

Specify the alignment characteristics of the display text.

Text to Icon Align drop-down list (de-
faults to Right)

Specify how the image defined by the image property displays
in relation to the text (text property).
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Property Value Description

Text to Icon Gap number (defaults
to 4.0)

Defines an amount of space to leave around the image.

Blink true or false
(default)

true causes the Mouse Down Button to blink.

Word Wrap
Enabled

true or false
(default)

Turns word wrap on and off.

Focus Traversable true (default) or
false

true includes this widget in the set of Mouse Down Buttons
that can sequentially receive focus when the TTaabb key is
pressed in a Px view that contains the button.

false disables focus for the button using the TTaabb key.

Button Style Normal (default)
or Toolbar

Normal displays a common interface button.

Toolbar uses a button that is more appropriate for displaying
along a toolbar menu.

binding multiple properties

BBiinnddiinngg pprrooppeerrttiieess

Property Value Description

On Mouse Down Specifies the action to be taken when the mouse button is held
down. If an appropriate Ord property value is set, you can
choose Slot and Value settings from the OOnn MMoouussee DDoowwnn win-
dow that opens when you click in the property field (from the
PPxx EEddiittoorr view).

On Mouse Release Specifies the action to be taken when the mouse button is re-
leased. If an appropriate Ord property value is set, you can
choose Slot and Value settings from the OOnn MMoouussee RReelleeaassee
window that opens when you click in the property field (from
the PPxx EEddiittoorr view).

vviiddeeooDDrriivveerr--VViiddeeooMMuullttiissttrreeaammPPaannee

This widget configures a single network connection to display multiple cameras.
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FFiigguurree 2244 Video Multistream Pane properties

You cannot use this widget for remote video in an enterprise environment. Use the SSuurrvveeiillllaannccee VViieewweerr
component instead. This widget is available in the videoDriver palette. To use, drag it directly from the
palette to a Px page and adjust the widget size and shape to fit the desired area on the page.

To access these properties, double-click the widget in the Nav tree.

NNOOTTEE:: This topic documents only the properties that are unique to this widget. For the common properties,
see Common network properties and Common widget properties in this guide.

Property Value Description

Content additional
properties

Configures the canvas pane. Refer to Content properties,
page 69.

Margin numbers Defines all margins.

Padding numbers Defines the distance from the margins to where text and im-
ages begin.
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Property Value Description

Resolution drop-down list (de-
faults to Low)

Specifies the pixel resolution of each transmitted frame. Op-
tions are: High, Medium, or Low. The actual pixel values for
these three relative settings are defined in the video device.

Frame Rate drop-down list (de-
faults to Low)

Defines the speed of the video stream. Options are: Low, Me-
dium, and High. You can configure each rate.

CCoonntteenntt pprrooppeerrttiieess

FFiigguurree 2255 Multistream pane content properties

Property Value Description

View Size Width and Height
(defaults to 5000.0
and 5000.0)

Configures the size of the view.

Min Scale Factor number (defaults
to 0.00)

Defines the lower limit of the scale.

Max Scale Factor number (defaults
to 0.00)

Defines the upper limit of the scale.

Halign drop-down list (de-
faults to Center)

Configures the horizontal alignment of the Px contents.

Valign drop-down list (de-
faults to Center)

Configures the vertical alignment of the Px contents.

rreemmootteeVViiddeeoo--RReemmootteeVViiddeeooSSeerrvviiccee

This service enables remote station video communications with a Web Supervisor station. To use this
service, a station must be licensed for the remote video feature.

The remote video service is located in the remoteVideo palette. You drag this service to the SSeerrvviicceess fold-
er in the Nav tree.
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This component has three standard properties.
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CChhaapptteerr 55 CCoommmmoonn pplluuggiinnss ((vviieewwss))

Topics covered in this chapter
♦ videoDriver-LiveVideo
♦ videoDriver-VideoPlayback (Playback Viewer)
♦ videoDriver-VideoMultistreamViewer (Surveillance Viewer)
♦ videoDriver-VideoPlaybackChooserView (Playback Viewer view)
♦ videoDriver-VideoAlarmConsole

Plugins provide views of components and can be accessed in many ways. For example, double-click a
component in the Nav tree to see its default view. In addition, you can right-click on a component and select
from its VViieewwss menu.

These views are common to all video network drivers.

For summary documentation on any view, select HHeellpp→→OOnn VViieeww (FF11) from the menu or press FF11 while the
view is open.

vviiddeeooDDrriivveerr--LLiivveeVViiddeeoo

The LLiivvee VViiddeeoo view is a view on the typical stand-alone camera device (not DVR camera) and is indicated by
the live video icon in the view selector (top right corner)

FFiigguurree 2266 Live Video view

You access this view by expanding CCoonnffiigg→→DDrriivveerrss followed by expanding the video driver node, locating
and double-clicking the camera.

This view has a video display with a camera ID and description in the top left corner and camera controls
across the bottom of the video view area. The controls adjust the active camera iris, focus, and direction.
You can also create, store, and select Preset camera positions. In addition, a zoom control is located along
the right side of the view.

Controls and indicators are grouped in the following categories:
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• Camera controls

• Video indicators

TTaabbllee 11 Camera controls

CCoonnttrrooll DDeessccrriippttiioonn

Iris

The iris is the adjustable opening (aperture) of a camera that controls the amount of light that is allowed
through the lens. The IIrriiss increase and decrease control buttons are located in the top left corner of the
view and allow you to manually adjust the opening:

• Up arrow increases the iris opening and causes the image to brighten.

• Down arrow decreases the iris opening and causes the image to darken.

Focus

Adjusts the sharpness or clarity of the video image. You pull the focus in one direction or another.

• Up arrow moves the focus closer.

• Down arrow moves the focus farther away.

Presets

Manages pre-configured camera settings.

• The drop-down list provides the name for the preset. You configure preset names on the camera’s
PPrrooppeerrttyy SShheeeett view (using the Preset Text property and the EEnnuumm window).

• GGoo invokes the Preset that is currently displayed in the Presets option list.

NNOOTTEE:: A Preset must have a location defined, using the Store button, before it can be activated, even
though the option opens in the list.

• SSttoorree saves the current camera position with this Preset option.

Pan and Tilt Clicking directly on the video activates these controls. Dragging the hand icon pans the video in the de-
sired direction. The blue pan and tilt arrow indicates pan, tilt speed and direction, which vary.

Zoom Clicking the zoom icon that is located in the zoom bar on the right side of the view zooms in and out.
Zoom-in by dragging the zoom icon up and zoom-out by dragging the zoom icon down. How far up or
down you move the icon controls the zoom speed. The color changes in the zoom bar indicate speed.

TTaabbllee 22 Video indicators

IInnddiiccaattoorr DDeessccrriippttiioonn

Live Video indicator

( )

Opens temporarily at the top left and right corners of the playback view when a live mode is selected. This in-
dicates that the video currently displaying is live or occurring in real-time.

Playback speed in-

dicator ( )

Indicates the current playback speed in terms of multiples of normal play speed. Each click on the FFaasstt PPllaayy
FFoorrwwaarrdd button increments the speed by one multiple. Speed indications are expressed as X1, X2, X3 (times
one, times two, times three) and so on.

Video Playback indi-

cators ( )

These icons (fast-forward, skip, play, and pause) open temporarily near the top left and right corners of the
playback view any time that there is a playback state change. For example, if you click the pause button, the
pause indicator icons appear for a few seconds to alert you that the playback has paused. When you click the
play button, play icons appear similarly.

Pan and Tilt Both pan and tilt are indicated by the blue Pan and Tilt indicator. This polygon (arrow-like) indicator is superim-
posed on the video image whenever you click directly on a live video image. There are two aspects to pan
and tilt:

• Pan and Tilt Direction: The Pan and tilt arrow represents directional control on the screen. The pan and tilt
locations comprise eight segments. The largest end of the blue arrow indicates the direction that the cam-
era is moving.

• Pan and Tilt Speed: The speed indicator displays one of three shades of blue to indicate slow (light blue),
medium (medium blue), and fast (dark blue).
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IInnddiiccaattoorr DDeessccrriippttiioonn

Zoom There are two aspects to zoom:

• Pan, Tilt, and Zoom speed: The darkness (or opacity) of the pan, tilt, and zoom icons indicate pan, tilt, and
zoom speed. Indicators display one of three shades of blue to indicate slow (light blue), medium (medium
blue), and fast (dark blue).

• Zoom-in and Zoom-out: The vertical position of the zoom icon indicates direction . Drag the zoom icon
up on the scroll bar to zoom in. Drag the zoom icons down on the scroll bar to zoom out. Zoom speed is in-
dicated by the darkness (or opacity) of the zoom indicator bar.

Status message Displays on the screen at times to indicate the connection status.

vviiddeeooDDrriivveerr--VViiddeeooPPllaayybbaacckk ((PPllaayybbaacckk VViieewweerr))

This Playback Viewer is the default view of the typical camera and is indicated by the playback icon ie in
the view selector (top right corner). Its controls are based on industry standards

FFiigguurree 2277 Video Playback view

You access this view from an alarm console by double-clicking the video icon to the left of an alarm row in
the table.

You can use this view to access and review recorded video segments using the controls along the bottom of

the view. To change to the live view, click the LLiivvee VViiddeeoo button ( ).

Controls and indicators are grouped in the following categories:

• Video Playback Controls

• Event Controls
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TTaabbllee 33 Video playback controls

CCoonnttrrooll DDeessccrriippttiioonn

Fast Play
Forward

Incrementally speeds up the forward play speed with each click. The on-screen play indicator shows the cur-
rent play speed while this function is being used.

Fast Play
Reverse

Incrementally speeds up the reverse play speed with each click. The on-screen play indicator shows the cur-
rent play speed while this function is being used.

Skip Forward/
Skip to the end or
next clip

While playing back video, this function skips forward to the next recorded track and starts playing
automatically.

Skip Reverse/
Skip to the start or
previous clip

While playing video, this function skips backward to the beginning of the current track and starts playing
automatically.

Play
Initiates playback and resumes playback following a pause.

Pause
Discontinues playback at the current location.

Live
Switches from a playback video display to a live video display (still in the VViiddeeoo PPllaayybbaacckk view).

TTaabbllee 44 Event Controls

CCoonnttrrooll DDeessccrriippttiioonn

Browse
events

Opens the BBrroowwsseerr EEvveennttss window.

Discover
Initiates playback from a specific time.

FFiinndd EEvveenntt
This function opens the TTiimmee IInnddeexx window, which allows you to select an event according to a specific date
and time in terms of day, month, year, and time. A calendar icon in the window presents an interactive calen-
dar for browsing to and selecting the desired date.

FFiigguurree 2288 Time Index window

vviiddeeooDDrriivveerr--VViiddeeooMMuullttiissttrreeaammVViieewweerr ((SSuurrvveeiillllaannccee VViieewweerr))

This is a view of the SSuurrvveeiillllaannccee VViieewweerr component. It provides a pre-configured grid with various lay-
out options to quickly find and display the video feeds from all the cameras in a station. It may display on
your computer’s monitor or on a monitor connected to a DVR.
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FFiigguurree 2299 Surveillance Viewer (video multistream viewer)

This component is located on the videoDriver palette. To use it, drag it from the palette to a Px view. In
addition to the camera-feed grid on the right, it provides a side bar with the list of available cameras and
configuration properties. To add a camera to the grid, drag it from the side bar to the grid. The viewer prop-
erties and controls in the bottom left area of the view contains the standard SSaavvee and RReeffrreesshh buttons.

Property Value Description

List of cameras
(top of the side
bar)

Camera1 (through
Camera16)

Lists the cameras in your station that are assigned to the SSuurr--
vveeiillllaannccee VViieewweerr. From the PPrrooppeerrttyy SShheeeett view, you can
manually add and remove these cameras by changing their
ORDs. However, they are set for you automatically when you
drag a camera to a Surveillance Viewer grid. If no cameras are
available, list is empty.

Aspect Ratio drop-down list (de-
faults to the cam-
era’s aspect ratio)

Defines the image aspect ratio. When you drag to re-size the
view, the driver preserves this aspect ratio.

Frame Rate drop-down list (de-
faults to Low)

Configures the frame rate. The underlying video driver inter-
prets these options.

Resolution drop-down list (de-
faults to Low)

Configures the camera resolution. The underlying video driver
interprets these options.

Compression drop-down list (de-
faults to Low)

Configures the transmission bandwidth. Compression relates
to the quality of the image at the specified Resolution. The
higher the Compression, the lower the bandwidth required.
However, over-compression can result in degraded video
images.

The underlying video driver interprets these options.
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Property Value Description

Video Stream Fox true or false true streams video using the Fox network

false , if possible, streams video using the local network. This
option sends video directly from the camera to the viewer.

Refer to Common network properties in this document for
more details about Fox streaming.

Layout drop-down list Configures the view grid. This includes several layout options
and a picture-in-picture option.

vviiddeeooDDrriivveerr--VViiddeeooPPllaayybbaacckkCChhoooosseerrVViieeww ((PPllaayybbaacckk VViieewweerr vviieeww))

The video PPllaayybbaacckk VViieewweerr view is the default view of somel cameras and also a view on the SSuurrvveeiill--
llaannccee VViieewweerr component. This view has a video display with controls across the top and bottom of the video
border. You can use this view to access and review recorded video segments using the controls along the
bottom of the view. Using the controls along the top of the view (if supported), you can choose cameras, ad-
just the active camera iris, focus, and direction, and create, store and select ‟Preset” camera positions. In ad-
dition, a zoom control is located along the right side of the view.

FFiigguurree 3300 PlaybackViewer in the nav tree

Property Value Description

Most Recent Cam-
era Viewed

ORD Reports the ORD value of the last camera view that was used.
You can browse to a camera and select it to provide the initial
default video camera view for the Video Playback Chooser
component.

vviiddeeooDDrriivveerr--VViiddeeooAAllaarrmmCCoonnssoollee

Each system user can have a unique alarm console configuration that includes a live Surveillance Viewer and
a Playback Viewer. This view resembles the AAllaarrmm CCoonnssoollee -- LLiivvee view.
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FFiigguurree 3311 Video Alarm Console view (popup window)

To access this view, double-click the CCoonnffiigg→→SSeerrvviicceess→→AAllaarrmmSSeerrvviiccee→→VViiddeeooAAllaarrmmCCoonnssoolleeRReecciippiieenntt
node in the Nav tree. To configure this view, click the PPooppuupp SSeettttiinnggss button.

Property Value Description

Time Range drop-down list Selects which alarms to view based on when the alarm was
generated.

The alarm console table columns (Timestamp, Source State, Ack State, etc.) are documented in the Niagara
Alarms Guide.

The alarm control buttons provide these features:

• AAcckknnoowwlleeddggee tells the system that you have read the alarm and taken action.

• HHyyppeerrlliinnkk changes the current view to the hyperlinked target associated with the selected alarm. If no
hyperlink is associated with the alarm, the HHyyppeerrlliinnkk button is not available.

• NNootteess displays the NNootteess window, which allows you to add a text description to an alarm.

• SSiilleennccee mutes the audible sound associated with all alarms in the console.

• FFiilltteerr opens the FFiilltteerr window, which allows you to limit the alarms that display in the console by select-
ing display parameters.

• RReevviieeww VViiddeeoo opens a vviiddeeoo ppllaayybbaacckk window that automatically plays the video associated with the
alarm.

• PPooppuupp SSeettttiinnggss configures the VViiddeeoo AAllaarrmm CCoonnssoollee view.
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CChhaapptteerr 66 WWiinnddoowwss

Topics covered in this chapter
♦ nmilestone New Network windows
♦ nmilestone New Dvr windows
♦ nmilestone New Display windows
♦ nmilestone New Camera windows
♦ X Protect Management Server New windows
♦ X Protect New Camera windows
♦ xprotect recording server New windows

Windows create and edit database records or collect information when accessing a component. You access
them by dragging a component from a palette to a nav tree node or by clicking a button.

Windows do not support OOnn VViieeww ((FF11)) and GGuuiiddee oonn TTaarrggeett help. To learn about the information each
contains, search the help system for key words.

nnmmiilleessttoonnee NNeeww NNeettwwoorrkk wwiinnddoowwss

These windows set up a new Milestone Network in a station.

FFiigguurree 3322 Milestone Network New windows

You access these properties by clicking the NNeeww button at the bottom of the DDrriivveerr MMaannaaggeerr view.

NNOOTTEE:: For more information about these common properties, refer to Common properties and compo-
nents. This topic is in this guide.

nnmmiilleessttoonnee NNeeww DDvvrr wwiinnddoowwss

This topic documents the properties that are unique to configuring a new Milestone DVR.
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FFiigguurree 3333 New Dvr windows in Workbench (left) and Web UI (right)

You access these properties in Workbench by double-clicking the NNMMiilleessttoonneeNNeettwwoorrkk node in the nav tree
(which opens the NN DDeevviiccee MMaannaaggeerr view), followed by clicking the NNeeww button at the bottom of the DDaattaa--
bbaassee table.

You access the security framework Web UI view by navigating to the DDVVRRss tab under SSyysstteemm SSeettuupp→→RRee--
mmoottee DDeevviicceess→→NNMMiilleessttoonneeNNeettwwoorrkk and clicking the new button ( ).

NNOOTTEE:: For more information about the common properties (Type to Add, Number to Add, Name, and
Type), refer to Common properties and components elsewhere in this guide.

Property Value Description

Milestone Engine
Ip Address

number Do not change this value.

Milestone Central
Port

number Do not change this value.

Upload Events Port number Do not change this value.

Credentials Username and
Password

Controls configuration access to the driver. These are the first
properties to set when configuring the driver.

Milestone Central
Credentials

Username and
Password

These credentials are required to connect to a Milestone cam-
era. Enter the same credentials you set up when you config-
ured the Milestone Application. Refer to the Milestone
documentation.

Description text Creates a unique text string for each device. This might include
the location or purpose of the device. This description is used
in multi-stream widgets, such as the SSuurrvveeiillllaannccee VViieewweerr.
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nnmmiilleessttoonnee NNeeww DDiissppllaayy wwiinnddoowwss

The New windows for a nmilestone display has properties that you must configure to enable communication
between the display and the DVR device.

FFiigguurree 3344 nmilestone New Display windows

These windows are available only when using the Milestone nmilestone driver. You access them by clicking
the NNeeww DDiissppllaayy button at the bottom of the VViiddeeoo DDiissppllaayy MMggrr view. The Type to Add, Number to Add,
Name, Type, and Description properties are documented in Common properties and components..

nnmmiilleessttoonnee NNeeww CCaammeerraa wwiinnddoowwss

This topic documents the properties that are unique to configuring a new Milestone camera.
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FFiigguurree 3355 Milestone New Camera windows

These windows are available only when using the Milestone nmilestone driver. You access them by clicking
the NNeeww CCaammeerraa button at the bottom of the CCaammeerraa MMaannaaggeerr view.

The properties in these windows are documented as follows:

• For: Type to Add, Number to Add, Name, Type, and Description, refer to Common properties..

• For: Preferred Resolution, Frame Rate, Compression, and Fox Stream, see Refer to common Dis-
play properties in this guide.

• For: AutoSet Ptz Support and Stop Recording Mode, see the nmilestone-MilestoneCamera topic.

These topics are in this guide.

Property Value Description

Camera Id read-only

Ptz Support multiple properties Refer to common Camera properties in this guide.

XX PPrrootteecctt MMaannaaggeemmeenntt SSeerrvveerr NNeeww wwiinnddoowwss

These windows define basic server properties.
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FFiigguurree 3366 X Protect Management Server New windows

These windows require the Milestone xprotect driver. You access them by clicking the NNeeww button at the
bottom of the XX PPrrootteecctt SSeerrvveerr MMaannaaggeerr view.

NNOOTTEE:: For more information about the common properties (Type to Add, Number to Add, Name, Type,
and Enabled), refer to Common properties and components. This topic is in this guide.

AAuutthh pprrooppeerrttiieess

Property Value Description

Host Name name or IP
address

Defines the host name or IP address of the host running xpro-
tect Corporate NVR.

Auth Type drop-down list Selects the type of authentication:

• Basic (default) sets up simple credentials.

• Windows

Auth Domain URL Defines the Windows domain name when the type of authenti-
cation is Windows.

Auth Username text This name identifies a user who is allowed to connect to the
management server that is running the xprotect Corporate
software.

Auth Password text Sets up the password required to connect to the management
server that is running the xprotect Corporate software.

XX PPrrootteecctt NNeeww CCaammeerraa wwiinnddoowwss

This topic documents the properties required to set up a new Milestone X Protect camera.
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FFiigguurree 3377 X Protect New Camera windows

These windows open only when you are using the Milestone xprotect driver. You access them by clicking the
NNeeww CCaammeerraa button at the bottom of the X Protect CCaammeerraa MMaannaaggeerr view.

The properties in these windows are documented as follows:

• For: Type to Add, Number to Add, Name, Type, and Description, refer to Common properties and
components elsewhere in this document.

• For: Preferred Resolution, Frame Rate, Compression, and Fox Stream, refer to common Display
properties elsewhere in this guide.

These topics are in this guide.

Property Value Description

Ptz Support multiple properties Refer to common Camera properties in this guide.

Fast Speed 0–15 (defaults to
10)

Defines the speed of a quick pan or tilt.

xxpprrootteecctt rreeccoorrddiinngg sseerrvveerr NNeeww wwiinnddoowwss

This procedure documents the new recording server properties.
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FFiigguurree 3388 Recording Server New windows

These windows require the Milestone xprotect driver. You access them by clicking the NNeeww button at the
bottom of the XXpprrootteecctt DDeevviiccee MMaannaaggeerr view.

NNOOTTEE:: For more information about these common properties, refer to Common properties and compo-
nents. This topic is elsewhere in this guide.
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AA AAxxiiss VViiddeeoo ddrriivveerr

TTooppiiccss ccoovveerreedd iinn tthhiiss aappppeennddiixx

♦ Adding an Axis driver to a station
♦ Adding an Axis video device to a station
♦Monitoring Axis video activity
♦ Common properties and components
♦ Common plugins (views)

The following topics include information that is unique to the Video Framework Axis video driver. For
common video driver information, including the installation process, refer to the rest of this guide.

PPaalleetttteess
Two palettes are available for the Axis driver:

• axisVideo, supports the older driver, and provides backward compatibility with earlier systems.

• naxisVideo, is the newer driver, which should be used for all upgraded and new installations.

FFeeaattuurreess
Supported features include:

• Automatic discovery of cameras

• PTZ operation, including Go To preset

• Focus and iris

• Surveillance Viewer

• Remote video connections

• Fox video streaming

• Graphics widgets

• Motion detection from the camera

UUnnssuuppppoorrtteedd ffeeaattuurreess
Unsupported features include:

• Alarm video playback

• Live video playback

• Switching between live and playback video

• Bidirectional alarms

TTeesstteedd mmooddeellss
The Axis has been tested with the following cameras:

• Axis 215 PTZ with version 4.49 firmware

• Axis M114 W with version 5.00

Other models may or may not work with the driver depending on the firmware version installed. It is
recommended to upgrade the Axis camera to the current firmware when using this video driver.
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RReeqquuiirreemmeennttss
Axis video driver requirements include the following:

• IP access between the camera and remote network controller

• Appropriate ports open; the defaults are port 80 for the web, port 554 for control, and port 9000 for
data

• Security status of each camera. The software defaults to TLS (Transport Layer Security) secure
communication. If one or more of your cameras does not support or is not configured to support secure
communication, you can turn off this feature.

AAddddiinngg aann AAxxiiss ddrriivveerr ttoo aa ssttaattiioonn

This topic adds an Axis network driver to a station.

PPrreerreeqquuiissiitteess:: Using Workbench, you are connected to the Supervisor station (enterprise-wide configura-
tion) or to your only remote host controller station (standalone configuration).

The security system defaults to TLS secure communication between each camera and security station. If your
camera(s) do not support secure communication, you must change the network’s Use Tls property to
false. If your configuration includes cameras that support secure communication as well as ones that do
not, you must create separate network drivers: one for the camera(s) that support secure communication
and another for those that do not, and configure the network Use Tls property accordingly.

Step 1 In the ssttaattiioonn Nav tree CCoonnffiigg folder, double-click the DDrriivveerrss folder.

The DDrriivveerr MMaannaaggeerr view opens.

Step 2 To set up the Axis video network, click NNeeww .

The NNeeww windows open.
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Step 3 Select the Axis Video Network option and click OOKK.

Step 4 In the second NNeeww window, name the network driver and click OOKK.

The driver opens automatically under the DDrriivveerrss node in the station.

NNOOTTEE:: Before performing any operation, wait for the Axis status to read, {Ok} in the DDrriivveerr MMaann--
aaggeerr view.

Step 5 If you need more than one network driver to accommodate one or more cameras that do not sup-
port secure communication, repeat these steps.

Step 6 To modify network properties, such as Use Tls, double-click the AxisVideoNetwork row in the
DDrriivveerr MMaannaaggeerr, select AX Property Sheet or Property Sheet from the drop-down list of
views, change network properties, and click SSaavvee.

AAddddiinngg aann AAxxiiss vviiddeeoo ddeevviiccee ttoo aa ssttaattiioonn

This topic adds an Axis camera to a station. If your configuration includes cameras that do not support TLS
secure communication, make sure you add them to the appropriate Axis network driver.

PPrreerreeqquuiissiitteess:: Using Workbench, you are connected to the Supervisor station (enterprise-wide configura-
tion) or to your only remote host controller station. You created one or more Axis network drivers.

Step 1 Double-click the Axis driver row in the DDrriivveerr MMaannaaggeerr view.

The NN DDeevviiccee MMaannaaggeerr view opens.
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Step 2 To set up a new camera, click NNeeww .

The add NNeeww camera window opens.

Step 3 If not already selected, select the Axis Video Camera and click OOKK.

The NNeeww properties window opens.

For information about each property, refer to Components under Axis Video Driver in this
document.

Step 4 Configure each property based on site requirements.

Most of the Axis device setup, configuration, import and export features are similar to other VViiddeeooNNeettwwoorrkk
driver devices.

MMoonniittoorriinngg AAxxiiss vviiddeeoo aaccttiivviittyy

This procedure explains how to open an Axis camera view.

PPrreerreeqquuiissiitteess:: Using Workbench, you are connected to the Supervisor station (enterprise-wide configura-
tion) or to your only remote host controller station.

Step 1 In the Nav tree, expand SSttaattiioonn→→CCoonnffiigg→→DDrriivveerrss→→AAxxiissVViiddeeooNNeettwwoorrkk node.

Step 2 Double-click the Axis camera.
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The system attempts to connect to the camera and, assuming correct configuration, displays the
live video feed.

CCoommmmoonn pprrooppeerrttiieess aanndd ccoommppoonneennttss

Components include services, folders and other model building blocks. They may be dragged and dropped
onto a property or wire sheet from a palette. These components are common to all video network drivers.

The descriptions included in the following topics appear as headings in documentation. They also appear as
context-sensitive help topics when accessed by:

• Right-clicking on the component and selecting VViieewwss→→GGuuiiddee HHeellpp

• Clicking HHeellpp→→GGuuiiddee OOnn TTaarrggeett.
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nnaaxxiissVViiddeeoo--AAxxiissVViiddeeooNNeettwwoorrkk

This component is the top-level network component for the Axis video driver. It is available to drag from the
axisVideo palette to the DDrriivveerrss node in the nav tree, or by adding the driver using the NNeeww button in the
DDrriivveerr MMaannaaggeerr view.

FFiigguurree 3399 Axis Video Network properties

You access this view by right-clicking the AAxxiiss VViiddeeoo NNeettwwoorrkk node in the Nav tree and clicking VViieeww--
ss→→PPrrooppeerrttyy SShheeeett.

In addition to the standard network properties (Status, Enabled, Fault Cause, Health, Alarm Source Info,
Monitor, Tuning Policies, Fox Video Stream Preferred, and Poll), this component provides these properties.

Property Value Description

Http Config additional
properties

Configures Internet access. Refer to Http Config properties,
page 93.

Event Receiver,
Enabled

true (default) or
false

Turns on and off the configuration of events coming in from
the devices.

Event Receiver,
Tcp Ip Port

number (defaults
to 9797)

Identifies the network TCP/IP port.

Event Receiver,
Socket Timeout

number (defaults
to 60000)

Defines how long a connection waits to receive information
from a device before timing out.

Discovery Prefer-
ences, Do Not Ask
Again

true or false
(default)

Determines the type of connection to use between the station
and the camera.

true uses the fox connection to route video output from the
camera to the station.

false disables this feature.

Discovery Prefer-
ences, Timeout

hours minutes sec-
onds (defaults to
10 seconds)

Specifies how long to attempt the discover of an Axis camera
before timing out.
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HHttttpp CCoonnffiigg pprrooppeerrttiieess

Property Value Description

Use Tls true (default) or
false

Configures secure communication between the station and
network devices. By default, the system uses TLS secure com-
munication. You would change this network property to false
only if a legacy device (camera) cannot support TLS. If some
devices on your network support TLS and others do not, you
may add two networks of the same type: one for the secure
devices, and the other for those that do not support security.
This works for an Axis network.

Address, Ip
Address

IP address Identifies the IP address of the Supervisor PC.

Address, Port number Defines the communication port in the Supervisor PC.

Connection
Timeout

number of
milliseconds

Defines how long the driver waits to connect before timing
out.

nnaaxxiissVViiddeeoo--AAxxiissVViiddeeooCCaammeerraa

This component is the required device for working with the cameras supported by the Axis driver.
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FFiigguurree 4400 Axis Video Camera properties

You access these properties by double-clicking the AAxxiiss VViiddeeoo CCaammeerraa node in the Nav tree, followed by
selecting PPrrooppeerrttyy SShheeeett from the drop-down list in the upper right corner of the LLiivvee VViiddeeoo view.

In addition to the standard Status, Enabled, Fault Cause, Health, Alarm Source Info properties and the com-
mon camera-related properties (documented in Camera properties), this driver includes these unique
properties:

Property Value Description

Credentials text Defines the Username and Password required to access the
camera.

Pan Tilt Zoom Set-
tings: Pan Degrees
Slow, Medium and
Fast

0–100 degrees
each (defaults: 10,
40, 90 respectively)

Controls pan speed.
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Property Value Description

Pan Tilt Zoom Set-
tings: Tilt Degrees
Slow, Medium and
Fast

0–100 degrees
each (defaults: 10,
40, 90 respectively)

Controls tilt speed.

Pan Tilt Zoom Set-
tings: Zoom Index
Slow Medium and
Fast

0–100 degrees
each (defaults: 10,
40, 90 respectively)

Controls zoom speed.

Resolution Set-
tings: High, Me-
dium and Low

number of pixels Specifies the pixel resolution of each transmitted frame. Op-
tions are: High, Medium, or Low. The actual pixel values for
these three relative settings are defined in the video device.

Events additional
properties

Serves as a container for video events, which the framework
treats as points.

High Compression
Codec

drop-down list Selects the type of compression used by the camera.

Use Tcp Transport true (default) or
false

Turns on and off use of the channel that handles inbound TCP
(Transport Control Protocol) requests from the station to the
camera.

Use Rtsp Stream true or false
(default)

Turns RTSP (Real Time Streaming Protocol) on and off. This
popular protocol controls a camera using DVD-style controls
(play, pause, etc.)

Rtsp Username text, defaults to
root

Defines the user name required by RTSP to control the
camera.

Rtsp Password text Defines the password required by RTSP to control the camera.

Host Name URL (in the follow-
ing format):
<ip-address>/axis-
media/media.
amp>

Defines the host, which is required by RTSP.

Control Point number (defaults
to 554)

Data Point number (defaults
to 9000)

nnaaxxiissVViiddeeoo--AAxxiissVViiddeeooEEvveennttCCaammeerraaEExxtt

This component serves as a container for video surveillance system event points that result from motion de-
tected and camera failure.

There are no properties associated with this container.

CCoommmmoonn pplluuggiinnss ((vviieewwss))

Plugins provide views of components and can be accessed in many ways. For example, double-click a com-
ponent in the Nav tree to see its default view. In addition, you can right-click on a component and select
from its VViieewwss menu.

These views are common to all video network drivers.
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For summary documentation on any view, select HHeellpp→→OOnn VViieeww (FF11) from the menu or press FF11 while the
view is open.

NNAAxxiissVViiddeeooNNeettwwoorrkk -- NN DDeevviiccee MMaannaaggeerr

This is the default view for the Axis network component.

FFiigguurree 4411 Axis N Device Manager view

You access this view by expanding CCoonnffiigg→→DDrriivveerrss and double-clicking NNAAxxiissVViiddeeooNNeettwwoorrkk or right-click-
ing this node and clicking VViieewwss→→NN DDeevviiccee MMaannaaggeerr.

DDeeffaauulltt ccoolluummnnss

CCoolluummnn DDeessccrriippttiioonn

Name Reports the name of the camera.

Type Reports the type of camera.

Exts Indicates the use of an extension.

Description Provides additional information.

Web Port Defines the https port used to communicate with the Supervisor station.

AAddddiittiioonnaall ccoolluummnnss

CCoolluummnn DDeessccrriippttiioonn

Path Identifies the path to the camera in the station.

Url Address Reports the universal resource locator for the camera.

Ptz Support Indicates if the camera supports Ptz properties.

Preferred resolution Reports the camera’s currently-configured resolution.

Preferred Frame Rate Reports the camera’s currently-configured frame rate.

Preferred Compression Reports the type of data compression the camera is currently configured to use.

Preferred Video Stream Fox Indicates use of the Fox network.

Credentials Reports the camera’s username and password.

Use Tcp Transport Indicates if the Transport Control Protocol channel is in use.

Use Rtsp Stream Indicates of the Real Time Streaming Protocol is in use.

Rtsp Username Indicates the username required by RTSP.
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CCoolluummnn DDeessccrriippttiioonn

Rtsp Password Indicates the password required by RTSP.

Host name Identifies the Supervisor computer.

BBuuttttoonnss
• New Folder creates a new folder for organizing multiple cameras.

• New creates a new camera record in the database.

• Edit opens an existing camera record for updating.

• Discover searches the network for Axis cameras.

• Cancel terminates the search.

• Add inserts a record for a discovered camera in the database.

• Match associates a discovered camera with a record that is already in the database.

• TagIt associates metadata with the camera.

• Template Config updates a template.
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BB MMiilleessttoonnee ddrriivveerrss

TTooppiiccss ccoovveerreedd iinn tthhiiss aappppeennddiixx

♦ About Milestone Network and DVR configuration
♦ Common properties and components
♦ Common plugins (views)
♦Windows

This appendix documents the drivers that support Milestone XProtect products.

MMiilleessttoonnee ssooffttwwaarree pprroodduuccttss aanndd ddrriivveerrss
Milestone provides three video management software products:

• XProtect Enterprise

• XProtect Professional

• XProtect Corporate

The framework supports these three products with two drivers:

• The MMiilleessttoonnee NNeettwwoorrkk ((nnmmiilleessttoonnee)) driver supports the XProtect Enterprise and XProtect
Professional products.

• The MMiilleessttoonnee XXPPrrootteecctt NNeettwwoorrkk ((xxpprrootteecctt)) driver supports the XProtect Corporate product.

CCAAUUTTIIOONN:: The three Milestone products do not support secure communication, therefore, it is not possible
to secure the connection between a station and its Milestone devices.

IInntteerrffaacceess
Two interfaces are available to add and configure these drivers in a station:

• Workbench 3.8.208 or later

• Niagara Enterprise Security or Web User Interface (Web UI)

This document references both interfaces.

DDrriivveerr nnaammiinngg ccoonnvveennttiioonnss
You will find that the palette contains three Milestone drivers: mmiilleessttoonnee, nnmmiilleessttoonnee, and xxpprrootteecctt. The
milestone driver is an older version, which is provided for backward compatibility. It should not be used for
upgraded or new installations. The remaining two drivers nnmmiilleessttoonnee and xxpprrootteecctt are referred to in
different ways depending where you are in the system:

TTaabbllee 55 Milestone naming conventions

DDrriivveerr nnaammee MMiilleessttoonnee pprroodduucctt
((ss)) ssuuppppoorrtteedd

LLiicceennssee nnaammee ..jjaarr ffiillee nnaammee DDrriivveerr nnaammeess iinn tthhee
WWoorrkkbbeenncchh ppaalleettttee

AAdddd DDrriivveerr nnaammee iinn
tthhee WWeebb UUII

nmilestone XProtect Enterprise
and XProtect
Professional

milestoneVideo milestone.jar nmilestone Milestone Network
(nmilestone)

xprotect XProtect Corporate milestoneCorporate xprotect.jar xprotect Milestone X Protect
Network (xprotect)

AAbboouutt MMiilleessttoonnee NNeettwwoorrkk aanndd DDVVRR ccoonnffiigguurraattiioonn

The system supports three Milestone DVR software products with two drivers: nmilestone and xprotect.
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CCAAUUTTIIOONN:: The three Milestone products do not support secure communication, therefore, it is not possible
to secure the connection between a station and its Milestone devices.

DDrriivveerr nnaammeess
Between Workbench and the web UI you will encounter these names:

TTaabbllee 66 Milestone names

NNaammee iinn tthhee WWoorrkk--
bbeenncchh ppaalleettttee

NNaammee iinn tthhee wweebb UUII MMiilleessttoonnee pprroodduucctt((ss))
ssuuppppoorrtteedd

LLiicceennssee nnaammee ..jjaarr ffiillee nnaammee

nmilestone Milestone Network XProtect Enterprise and
XProtect Professional

milestoneVideo milestone.jar

xprotect Milestone X Protect
Network

XProtect Corporate milestoneCorporate xprotect.jar

TThhee nnmmiilleessttoonnee ddrriivveerr

This driver supports the Milestone XProtect Enterprise and Professional video management software pro-
grams running in a stand-alone (single controller) or company—wide installation that includes at least one
Supervisor PC.

NNmmiilleessttoonnee ffeeaattuurreess
• Automatic discovery of cameras

• PTZ operations: control and go to presets

• Motion detection alarms and recording alarms

• Surveillance viewer

• Alarm video playback

• Live video playback

• Switching between live and playback video

• Remote video connections

• Fox video streaming

• Graphics widgets

TTeesstteedd mmooddeellss
The nmilestone driver has been tested with the Milestone X Protect Enterprise version, 10.1a, build 1025.

RReeqquuiirreemmeennttss
• IP access between the DVR or camera and remote controller

• Appropriate open ports: the defaults are port 80 for the web (image server port), central port 1237, and
upload events port 1234.

CCoommpplliiaannccee
• To create presets, use the Milestone application. This driver does not support preset creation. It does

support the Move-to-Preset option.

• Milestone cameras do not support: Enable Detection and Disable Detection. Even if you add an Event
Detection Control Ext, it will not work with a Milestone camera.

• This driver does not support Iris and Focus controls.

• Camera health continues to report ‟Ok” even after the camera is disconnected from the network. This is
an issue with the Milestone application. Video is not streamed for a disconnected camera.
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TThhee xxpprrootteecctt ddrriivveerr

This driver supports Milestone’s xprotect Corporate video management software running in a company-wide
installation that includes at least one Supervisor PC.

NNOOTTEE:: For the purpose of configuring a camera, the xprotect driver must run in the Supervisor PC. For this
reason, stand-alone systems, which have only one controller, do not support integrating a camera with the
Milestone XProtect Corporate video management software. In a company-wide installation, the xprotect
driver running in a controller provides alarm mapping (it resolves xprotect camera Ords that appear in the
Supervisor’s alarm console). No other xprotect features work in a controller.

xxpprrootteecctt ffeeaattuurreess
Supported features include:

• Automatic discovery of cameras

• PTZ operations: control and go to presets

• Motion detection alarms and recording alarms

• Surveillance viewer

• Alarm video playback

• Live video playback

• Switching between live and playback video

• Remote video connections

• Fox video streaming

• Graphics widgets

• Support for a management server

TTeesstteedd mmooddeellss
The xprotect driver has been tested with the Milestone X Protect Corporate product, version 10.1a, build
1375.

RReeqquuiirreedd ffiilleess
This file in the Niagara_Home\modules folder: xprotect-wb.jar

NNOOTTEE:: The previous module name for the xprotect driver was xprotect-se.jar. If you upgrade a system,
do not copy this old file to the module folder. Running the software with both drivers introduces conflicts.

These files in the Niagara_Home\bin folder:

• VideoOS.Platform.dll

• VideoOS.Platform.SDK.dll

• xprotectBridgeService.exe

CCoommpplliiaannccee
• The xprotect SDK API does not support preset creation. The xprotect video driver supports only the

Move to Preset option. To create presets, use the Milestone Corporate software.

• For each camera, an action on the xprotect camera called Get Preset List must be invoked to read the list
of presets from the Milestone Corporate software.Workbench provides this action, which takes immedi-
ate effect. Otherwise, getting presets from the camera occurs automatically on each camera ping.

• The xprotect SDK does not provide an API to add a camera programmatically to the management or re-
cording servers. As a result, the xprotect driver does not support the add-net-camera option from Work-
bench. You must discover cameras to add them to a station.
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• The xprotect SDK API does not support iris and focus controls. Consequently, the xprotect driver does
not support the iris and focus operations fromWorkbench.

• The xprotect driver supports only Motion Detection Started and Motion Detection Stopped alarm condi-
tions from the Milestone Corporate software.

• As motion detection events are polled from a recording server, recording servers must be discovered
and added to the management server component apart from cameras.

AApppprroovviinngg tthhee ccaammeerraa’’ss cceerrttiiffiiccaattee

If you configured TLS secure communication between the camera to the station, connecting for the first time
to the camera generates a certificate error. This is because the certificate from the camera has not been
signed by a root CA certificate in the station’s Trust Store.

PPrreerreeqquuiissiitteess:: You connected to a camera for the first time using the web UI (a browser) and got a message
that the certificate is not valid.

Step 1 Go ahead and make a connection to the camera.

Step 2 To locate the certificate:

• Using the web UI, navigate to CCoonnttrroolllleerr ((SSyysstteemm)) SSeettuupp→→RReemmoottee DDeevviicceess→→CCeerrttiiffiiccaattee
MMaannaaggeemmeenntt.

• Using Workbench navigate to SSttaattiioonn→→SSeerrvviicceess→→PPllaattffoorrmmSSeerrvviicceess→→CCeerrttMMaannaaggeemmeenntt.

Step 3 Click the Allowed Hosts tab.

Step 4 Open and view the certificate, confirm that its Issued By and Subject properties are as ex-
pected, and click OOkk.

For a self-signed certificate, these properties should be the same. They should contain the name of
the camera manufacturer or other identifiable text.

CCAAUUTTIIOONN:: If you do not recognize the value of these properties, you may need to investigate with
the camera manufacturer. This certificate authenticates the camera as a valid video server. Approv-
ing a bogus certificate opens your system to a man-in-the-middle attack.

Step 5 Assuming that the certificate is valid, click AApppprroovvee; and respond to the confirmation window by
clicking YYeess.

The secure Axis video camera opens in the web UI’s Camera Manager view.

AAddddiinngg aann xxPPrrootteecctt EEnntteerrpprriissee oorr PPrrooffeessssiioonnaall DDVVRR

A DVR device can include a camera and display.

PPrreerreeqquuiissiitteess:: You are connected to the remote host station that controls the devices. You are working in
the web UI.

Step 1 From the main menu, click CCoonnttrroolllleerr SSeettuupp→→RReemmoottee DDeevviicceess→→RReemmoottee DDrriivveerrss.

The Remote Drivers view opens.

Step 2 Double-click on the Milestone Network row in the table.

The Driver Manager view opens with the Milestone Network tab selected.

Step 3 Click the DVRs tab.

Step 4 Do one of the following:

• To edit the properties for an existing xProtect Enterprise or Professional DVR, double-click the

DVR row in the table or select the DVR and click the Edit button ( ).

• To add a new xProtect Enterprise or Professional DVR, click the DVRs tab.
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Step 5 To continue adding a DVR, click the New button ( ), select the DVR from the drop-down list,
name it, and click OOKK.

The NNeeww window opens.

Step 6 Enter at least these properties and click OOkk:

• Milestone Engine Ip Address is the IP address for the DVR software.

• Credentials (Username and Password) are for accessing the DVR.

• Milestone Central Credentials (Username and Password) are for accessing the Mile-
stone management server.

Adding a DVR adds the tabs (containers) for cameras and displays as well as adding the driver to
the DDrriivveerr MMaannaaggeerr view.

AAddddiinngg aann xxPPrrootteecctt CCoorrppoorraattee DDVVRR

This procedure explains how to add an xprotect Corporate DVR to a station using the Web UI.

PPrreerreeqquuiissiitteess:: The driver has been added and configured. You are using the web UI.

Step 1 From the main menu, click CCoonnttrroolllleerr SSeettuupp→→RReemmoottee DDeevviicceess→→RReemmoottee DDrriivveerrss.

The Remote Drivers view opens.

Step 2 Double-click the MMiilleessttoonnee XX PPrrootteecctt NNeettwwoorrkk row in the RReemmoottee DDrriivveerrss table.

Step 3 Click the DDVVRRss tab.

The DDVVRR view opens.

Step 4 Click the NNeeww button ( ).

The NNeeww window opens.
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Step 5 Enter the IP address for the remote controller in the Host Name property, create access credentials
(Username and Password), and click OOkk.

Step 6 Double-click the XX PPrrootteecctt MMaannaaggeemmeenntt SSeerrvveerr in the table.

The X Protect Management Server view opens with three tabs.

Notice that the Connection property shows “Connecting” and changes to “Connected.”

UUssiinngg WWoorrkkbbeenncchh ttoo aadddd aann xxPPrrootteecctt CCoorrppoorraattee sseerrvveerr

xProtect Corporate requires a management server to communicate with an NVR (Network Video Recorder).
This procedure explains how to use Workbench to add this server.

PPrreerreeqquuiissiitteess:: You are working in Workbench and have installed the MMiilleessttoonneexxpprrootteeccttNNeettwwoorrkk under
DDrriivveerrss node in the Nav tree.

Step 1 Double-click the MMiilleessttoonneexxpprrootteeccttNNeettwwoorrkk node in the nav tree.

The XX PPrrootteecctt SSeerrvveerr MMaannaaggeerr view opens.

Step 2 Click the NNeeww button at the bottom of the view.

The NNeeww window opens.

Step 3 Optional: change the name and click OOKK.

A second NNeeww window opens.

104 July 16, 2019



Niagara Video Framework Guide Chapter 6 Windows

These properties enable communication between the xprotect Management Server NVR and the X
Protect Management Server.

Most features are similar to other VViiddeeooNNeettwwoorrkk driver devices. For property details, refer to the
xprotect-xprotectManagementServer component topic in the Reference.

Step 4 Configure the properties and click OOKK.

The xprotectManagementServer opens in the XX PPrrootteecctt SSeerrvveerr MMaannaaggeerr view.

This view has the standard NNeeww and EEddiitt buttons that you can use to add, configure and monitor
Milestone Corporate video devices.

Step 5 Expand the MMiilleessttoonneexxpprrootteeccttNNeettwwoorrkk and xxpprrootteeccttMMaannaaggeemmeennttSSeerrvveerr nodes in the nav
tree.

The xxpprrootteeccttMMaannaaggeemmeennttSSeerrvveerr node contains two additional nodes: CCaammeerraass and RReeccoorrddiinngg
SSeerrvveerrss.

DDiissccoovveerriinngg ccaammeerraass

This procedure is for discovering cameras when using the Web UI.

Step 1 From the main menu, click CCoonnttrroolllleerr ((SSyysstteemm)) SSeettuupp→→RReemmoottee DDeevviicceess→→RReemmoottee DDrriivveerrss.

The Remote Drivers Manager view opens.

Step 2 Do one of the following:

• If you are using the nmilestone driver, double-click the Milestone Network row in the table
and click the DVRs tab, and double-click a DVR row in the table.

• If you are using the xprotect driver, double-click the X Protect Management Server row in
the table, click the DVRs tab, and double-click the XProtectManagementServer row in the
table.

Step 3 Click the Cameras tab.

Step 4 Click the Discover button ( ).

The system discovers the cameras.

Step 5 Select a camera in the Discovered pane, and click the Add button ( ).

The system adds the discovered camera to the Database pane.

Step 6 To configure the camera, double-click its row in the table.

The AAdddd camera window opens.
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These properties depend on the camera. To understand the implications of making changes to
camera properties, refer to the documentation for the camera.

Step 7 Check the configuration and click OOkk.

DDiissccoovveerriinngg aa rreeccoorrddiinngg sseerrvveerr

A recording server is required to poll motion-detection events.

PPrreerreeqquuiissiitteess:: You have added the driver and X Protect Management Server. The X Protect Management
Server tab on the XX PPrrootteecctt MMaannaaggeemmeenntt SSeerrvveerr view is open.

Step 1 Click the RReeccoorrddiinngg SSeerrvveerrss tab.

Step 2 Click the Discover button ( ).

Step 3 When the recording server(s) are discovered, click a server, and click the add button ( ).

The AAdddd recording servers window opens.

Step 4 Make any changes to the Display Name and Description and click OOkk.

PPllaayyiinngg bbaacckk aa vviiddeeoo

Using this procedure you can play back a video clip without leaving the alarm console recipient.

PPrreerreeqquuiissiitteess:: The X Protect Management Server, recording servers and devices have been added and con-
figured. An alarm condition has been configured to report detected motion.

Step 1 On the main menu, click MMoonniittoorriinngg→→AAllaarrmm CCoonnssoollee.

The CCoonnssoolleeRReecciippiieenntt -- SSnnaappsshhoott view opens.

Step 2 Select a video event and click the Review Video button ( ).

The video clip opens and plays back.

VViieewwiinngg lliivvee aanndd rreeccoorrddeedd vviiddeeoo

This procedure explains how to view a recorded video clip through the CCaammeerraass tab.

PPrreerreeqquuiissiitteess:: The xprotect Milestone driver has been added, cameras and recording servers found. The XX
PPrrootteecctt MMaannaaggeemmeenntt SSeerrvveerr view is open.

Step 1 Click the CCaammeerraass tab.

106 July 16, 2019



Niagara Video Framework Guide Chapter 6 Windows

Step 2 Click an added camera.

The ccaammeerraa view opens with the XX PPrrootteecctt CCaammeerraa tab selected.

Step 3 Click the LLiivvee VViieeww button and respond to the security question.

After a moment, the lliivvee view opens

Step 4 Click your browser’s go-back button to return to the XX PPrrootteecctt CCaammeerraa tab.

Step 5 Click the ppllaayybbaacckk view control button ( )

The most recently recorded video plays back.

Step 6 Click the alarm control at the bottom of the window.

The BBrroowwssee EEvveennttss window opens.

Step 7 Select an event and click VViieeww.

The saved video clip plays back.

If you added a display, the resulting Surveillance Viewer lists the cameras displayed on the left side of
the monitor.

UUssiinngg WWoorrkkbbeenncchh ttoo aadddd aa ddrriivveerr

You add a Milestone driver to a station using the DDrriivveerr MMaannaaggeerr. You can also drag the ddrriivveerr component
from the palette to the nav tree DDrriivveerrss folder.

PPrreerreeqquuiissiitteess:: The station is licensed for a Milestone driver. Workbench is open.

Step 1 Start the platform and station.

NNOOTTEE:: At times, it can take from a few seconds to a minute to establish communication with the
station.

Step 2 In the ssttaattiioonn nav tree CCoonnffiigg folder, double-click the DDrriivveerrss folder.

The DDrriivveerr MMaannaaggeerr view opens.

This view manages network video drivers. The example shows more than one video driver in the
station.

Step 3 Do one of the following:

a. To set up a driver for the first time, click the NNeeww button at the bottom of the view.

b. To change driver properties, select the driver (activates the button) and click the EEddiitt button.

The appropriate windows open.

Step 4 To add the driver, select it from the Type to Add list and click OOkk.

NNOOTTEE:: There are three Milestone drivers: Milestone Network (milestone), Milestone Net-
work (nmilestone) and Milestone X Protect Network. The first (milestone) is an older ver-
sion, which is provided for backward compatibility. Do not select this version unless you know you
need it. The other versions are supported.

Step 5 Enter the NNeeww properties and click OOKK.

When adding a driver, the new driver opens under the DDrriivveerrss node of your station and on the RRee--
mmoottee DDrriivveerrss view when using the Web UI.
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Step 6 Before performing any additional operation, wait for the Milestone status to read, {Ok} in the
DDrriivveerr MMaannaaggeerr view.

UUssiinngg WWoorrkkbbeenncchh ttoo aadddd aa DDVVRR

This procedure uses Workbench to add an nmilestone DVR.

PPrreerreeqquuiissiitteess:: The driver has been installed, Workbench is open and the nmilestone palette is open.

Step 1 Expand the CCoonnffiigg node in the nav tree and double-click DDrriivveerrss.

The DDrriivveerr MMaannaaggeerr view opens.

Step 2 Click the NNeeww button at the bottom of the view, or drag the device component from the palette to
the ddrriivveerr node in the Workbench nav tree DDrriivveerrss folder.

Step 3 Name the driver and click OOKK.

UUssiinngg WWoorrkkbbeenncchh ttoo ddiissccoovveerr ccaammeerraass

This procedure documents how to discover devices that are compatible with the nmilestone driver using
Workbench.

PPrreerreeqquuiissiitteess:: The nmilestone driver has been installed. Your platform and station are open.

Step 1 Expand DDrriivveerrss→→NNMMiilleessttoonneeNNeettwwoorrkk→→NNMMiilleessttoonneeDDvvrr node in the nav tree, and double-click
CCaammeerraass.

The CCaammeerraa MMaannaaggeerr view opens.

Step 2 Click the DDiissccoovveerr button at the bottom of the view.

The DDiissccoovveerreedd and DDaattaabbaassee panes open.
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This view has a standard appearance, with a DDiissccoovveerreedd pane and a DDaattaabbaassee pane that is similar
to all driver DDeevviiccee MMaannaaggeerr views.

The CCaammeerraa MMaannaaggeerr view has AAdddd, NNeeww and EEddiitt buttons that are used to add, configure, and
monitor device drivers. The discover, add, and edit features are similar to other camera devices.

Step 3 Select the camera to add and click the AAdddd button.

UUssiinngg WWoorrkkbbeenncchh ttoo mmoonniittoorr vviiddeeoo aaccttiivviittyy

This procedure provides steps for viewing live video using theWorkbench interface.

PPrreerreeqquuiissiitteess:: The nmilestone driver is installed and configured.

Step 1 Expand DDrriivveerrss→→MMiilleessttoonnee NNeettwwoorrkk→→MMiilleessttoonnee DDvvrr→→CCaammeerraass.

The DDeevviiccee MMaannaaggeerr view opens.

Step 2 Double-click the camera in the nav tree.
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CCoommmmoonn pprrooppeerrttiieess aanndd ccoommppoonneennttss

Components include services, folders and other model building blocks. They may be dragged and dropped
onto a property or wire sheet from a palette. These components are common to all video network drivers.

The descriptions included in the following topics appear as headings in documentation. They also appear as
context-sensitive help topics when accessed by:

• Right-clicking on the component and selecting VViieewwss→→GGuuiiddee HHeellpp

• Clicking HHeellpp→→GGuuiiddee OOnn TTaarrggeett.

nnmmiilleessttoonnee--MMiilleessttoonneeNNeettwwoorrkk

This component is the top-level network component for the nmilestone driver. It is available to drag from
the nmilestone palette to the DDrriivveerrss node in the nav tree, or by adding this network-level component
from the DDrriivveerr MMaannaaggeerr view using the NNeeww button.

FFiigguurree 4422 NMilestoneNetwork properties

You access this view in Workbench by right-clicking the NNMMiilleessttoonneeNNeettwwoorrkk node in the nav tree and click-
ing VViieewwss→→PPrrooppeerrttyy SShheeeett.

You access these properties in the security framework Web UI by expanding SSyysstteemm SSeettuupp→→RReemmoottee DDeevvii--
cceess, and clicking RReemmoottee DDrriivveerrss, followed by double-clicking the name of the network in the RReemmoottee
DDrriivveerrss table.

NNOOTTEE:: This topic documents only the properties that are unique to this component. For the common prop-
erties, see Common properties elsewhere in this guide.

Property Value Description

Poll multiple properties Reports and configures polling-related properties.

Http Dvr Config Fault Cause and
Address

Reports the cause of any communications fault and configures
the Ip Address and Port for Http communication.

Tcp Dvr Config multiple properties See Tcp Dvr Config, page 111.
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TTccpp DDvvrr CCoonnffiigg

FFiigguurree 4433 Tcp Dvr Config properties

Property Value Description

Fault Cause read-only Reports the cause of any communications fault .

Address Ip Address and
Port

Configures the Ip Address and Port for Http
communication.

Send Socket T O
(Time Out)

seconds, default =
0 (zero)

Accesses the communication stack used to send messages.
Defines an amount of time used to listen on the sockets that
serve outgoing messages.

Server Socket T O
(Time Out)

seconds, default =
0 (zero)

Accesses the communication stack used to receive messages.
Defines an amount of time used to listen on the sockets that
serve incoming messages.

nnmmiilleessttoonnee--MMiilleessttoonneeDDvvrr

This component is required to work with the cameras supported by the Milestone DVR (Digital Video Re-
corder). It is available to drag from the milestone palette to the MMiilleessttoonnee driver node in the Nav tree, or
by adding the component using the new button in the DDeevviiccee MMaannaaggeerr view.

FFiigguurree 4444 nmilestone Dvr view (Workbench and Web UI)

You access this view in Workbench by right-clicking the NNMMiilleessttoonneeDDvvrr node in the Nav tree and clicking
VViieewwss→→PPrrooppeerrttyy SShheeeett.
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You access this view in the security framework Web UI by expanding SSyysstteemm SSeettuupp→→RReemmoottee DDeevviicceess,
clicking RReemmoottee DDrriivveerrss, double-clicking the network name in the RReemmoottee DDrriivveerrss table, clicking the DDVVRRss
tab, followed by double-clicking the name of the Milestone Dvr in the DDVVRRss table.

NNOOTTEE:: This topic documents only the properties that are unique to this component. For the common prop-
erties, see Common properties elsewhere in this guide.

Property Value Description

Video Device Id,
Description sub-
property

text Defines a longer name for the DVR.

Displays Serves as a container for the display devices.

Cameras Serves as a container for the camera devices.

Milestone Engine
Ip Address

Ip format Identifies the Milestone server address.

Milestone Image
Server Port

defaults to 80 Identifies the Milestone image server port.

Milestone Central
Port

defaults to 1237 Identifies the Milestone central port.

Upload Events Port defaults to 1234 Identifies the Milestone port used to upload events to Enter-
prise Security.

Credentials Username (defaults
to Name) and
Password

Defines the Milestone image server credentials.

Milestone Central
Credentials

Username and
Password

Defines the Milestone central server credentials.

CCaammeerraass DDeevviiccee EExxtteennssiioonn sshhaarreedd pprrooppeerrttyy

Property Value Description

Do Not Ask Again true (default) or
false

Hides (true) the prompt that normally opens when you click
the discover button on the DDeevviiccee MMaannaaggeerr view.

nnmmiilleessttoonnee--MMiilleessttoonneeCCaammeerraaDDeevviicceeEExxtt

This component extension adds a camera container to the nmilestone driver’s nnmmiilleessttoonneeDDvvrr component.

FFiigguurree 4455 nmilestone camera properties

To access this property in Workbench, right-click the CCaammeerraass node under the nnmmiilleessttoonneeDDvvrr in the nav
tree, and clickVViieewwss→→PPrrooppeerrttyy SShheeeett.

To access this property using the security framework Web UI, expand SSyysstteemm SSeettuupp→→RReemmoottee DDeevviicceess,
click RReemmoottee DDrriivveerrss, double-click the network name in the RReemmoottee DDrriivveerrss table, click the DDVVRRss tab, dou-
ble-click the name of the DVR in the DDVVRRss table, click the CCaammeerraass tab, and click the preferences control

button .

The Do Not Ask Again property is documented in the common Camera Properties topic in this guide.
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xxpprrootteecctt--MMiilleessttoonneexxpprrootteeccttNNeettwwoorrkk

This component is the top-level network component for the xprotect driver (Milestone Corporate Video
Driver). It is available to drag from the xprotect palette to the DDrriivveerrss node in the Nav tree, or by adding
this network-level component from the DDrriivveerr MMaannaaggeerr view using the NNeeww button.

FFiigguurree 4466 Milestone X Protect Network properties

You access the Workbench properties by right-clicking the MMiilleessttoonneexxpprrootteeccttNNeettwwoorrkk node in the nav
tree and clicking VViieewwss→→PPrrooppeerrttyy SShheeeett.

You access these properties in the security framework Web UI by expanding SSyysstteemm SSeettuupp→→RReemmoottee DDeevvii--
cceess, and clicking RReemmoottee DDrriivveerrss, followed by double-clicking the name of the network in the RReemmoottee
DDrriivveerrss table.

NNOOTTEE:: This topic documents only the properties that are unique to this component. For the common prop-
erties, see Common properties elsewhere in this guide.

Property Value Description

Poll multiple properties Reports and configures polling-related properties.

Native Process
Port

defaults to 53442 Not used.

Tcp Rs Config See Tcp Rs Config, page 113.

TTccpp RRss CCoonnffiigg

FFiigguurree 4477 Tcp Rs Config properties

Property Value Description

Fault Cause read-only Reports the cause of any communications fault .

Address Ip Address and
Port

Configures the Ip Address and Port for Http
communication.

July 16, 2019 113



Chapter 6 Windows Niagara Video Framework Guide

Property Value Description

Send Socket T O seconds, default =
0 (zero)

Accesses the communication stack used to send messages.
Defines an amount of time used to listen on the sockets that
serve outgoing messages.

Server Socket T O seconds, default =
0 (zero)

Accesses the communication stack used to receive messages.
Defines an amount of time used to listen on the sockets that
serve incoming messages.

xxpprrootteecctt--xxpprrootteeccttMMaannaaggeemmeennttSSeerrvveerr

The xprotect driver requires access to a management server to verify authentication. This component is the
required server for working with Milestone xprotect, NVR-supported cameras.

FFiigguurree 4488 Milestone X Protect Management Server properties

You access the Workbench properties by right-clicking the XX PPrrootteecctt MMaannaaggeemmeenntt SSeerrvveerr node in the Nav
tree and clicking VViieewwss→→PPrrooppeerrttyy SShheeeett.

You access these properties in the security framework Web UI by expanding SSyysstteemm SSeettuupp→→RReemmoottee DDeevvii--
cceess, clicking RReemmoottee DDrriivveerrss, double-clicking the MilestonexprotectNetwork row in the RReemmoottee DDrriivv--
eerrss table, clicking the DDVVRRss tab, followed by double-clicking the X Protect Management Server row in
the DDVVRRss table.

NNOOTTEE:: This topic documents only the properties that are unique to this component. For the common prop-
erties, see Common properties elsewhere in this guide.

Property Value Description

Cameras multiple properties Serves as a container for one or more cameras. Refer to xpro-
tect-xprotectCameraDeviceExt elsewhere in this document.

Connection multiple properties See Connection, page 115.

Poll Frequency Slow (5000 milli-
seconds is the
default)

Polls points, objects and devices in a device network. Options
define how often the system polls.

• Fast polls every 1000 milliseconds

• Normal polls every 3000 milliseconds

• Slow polls every 5000 milliseconds

Recording Servers multiple properties Serves as a container for one or more recording servers. Refer
to xprotect-xprotectRecodingServerDeviceExt elsewhere in
this document.
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CCoonnnneeccttiioonn

FFiigguurree 4499 Connection properties

Property Value Description

Host Name text Defines the xprotect corporate server’s host name.

Auth multiple properties Refer to Auth properties, page 115.

Connection State read-only Indicates the current condition of the server.

Auth Attributes multiple properties Refer to Auth Attributes, page 115

AAuutthh pprrooppeerrttiieess

FFiigguurree 5500 Authentication properties

Property Value Description

Auth Type drop-down list Ba-
sic (default)

Defines the type of authentication to use: Basic or Windows-
based user to access the Milestone corporate server.

Domain domain name
format

Defines the domain name when the authentication type is
Windows.

Username text Defines the user name required by the Milestone corporate
server.

Password text Defines the password required by the Milestone corporate
server.

AAuutthh AAttttrriibbuutteess

FFiigguurree 5511 Authentication attributes

Property Value Description

Token read-only Indicates the token Enterprise Security receives upon comple-
tion of a successful authentication. This token is used later.

Token Expiration read-only Indicates when the token becomes no longer valid. Until this
date, the system uses the token in any number of image-server
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Property Value Description

connect requests. During an open image-server session, the
token stands in for the user name and password. Enterprise
Security sends a request for a new token before the current to-
ken expires.

Uri read-only The URI to which to connect to get an updated token.

Server Id read-only Identifies the Milestone xprotect corporate server.

xxpprrootteecctt--xxpprrootteeccttCCaammeerraaDDeevviicceeEExxtt

This extension comes, by default, with the DVR component and is used to contain xprotect cameras. The pri-
mary view of this component is the CCaammeerraa MMaannaaggeerr.

FFiigguurree 5522 xprotect Camera Device Extension properties

You access these properties by right-clicking the Milestone CCaammeerraass node in the nav tree and clicking VViieeww--
ss→→PPrrooppeerrttyy SShheeeett.

To access these properties using the security framework Web UI, expand SSyysstteemm SSeettuupp→→RReemmoottee DDeevviicceess,
click RReemmoottee DDrriivveerrss, double-click the network name in the RReemmoottee DDrriivveerrss table, click the DDVVRRss tab, dou-
ble-click the name of the DVR in the DDVVRRss table, click the CCaammeerraass tab, and click the preferences control

button .

Property Value Description

Do Not Ask Again true (default) or
false

See Camera properties in this guide.

Hierarchy Flat List
(default) • User Defined identifies the folder that was set up as a de-

vice group to be used for camera discovery.

• System Defined identifies a folder in the physical hier-
archy, for example, SSeerrvveerr→→RReeccoorrddeerr→→HHaarrddwwaarree

• Flat List identifies the lowest camera in the hierarchy of
cameras to discover in the Milestone corporate server.

xxpprrootteecctt--xxpprrootteeccttRReeccoorrddiinnggSSeerrvveerrDDeevviicceeEExxtt

This component extension adds a container.

FFiigguurree 5533 Recording Servers device extension properties

To access this property, right-click the RReeccoorrddiinngg SSeerrvveerrss node under the xxpprrootteeccttMMaannaaggeemmeennttSSeerrvveerr in
the nav tree, and clickVViieewwss→→PPrrooppeerrttyy SShheeeett.
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To access this property using the Web UI, expand SSyysstteemm SSeettuupp→→RReemmoottee DDeevviicceess, click RReemmoottee DDrriivveerrss,
double-click the network name in the RReemmoottee DDrriivveerrss table, click the DDVVRRss tab, double-click the name of
the DVR in the DDVVRRss table, click the RReeccoorrddiinngg SSeerrvveerrss tab, and click the preferences control button .

NNOOTTEE:: This topic documents only the properties that are unique to this component. For the common prop-
erties, see Common Video Driver properties elsewhere in this guide.

Property Value Description

Id multiple properties See Id properties, page 117.

Poll Frequency drop-down list, de-
fault: Slow Polls points, objects and devices in a device network. Options

define how often the system polls.

• Fast polls every 1000 milliseconds

• Normal polls every 3000 milliseconds

• Slow polls every 5000 milliseconds

IIdd pprrooppeerrttiieess

FFiigguurree 5544 Id properties

A Milestone server can be configured with one or more recording servers. Enterprise Security cannot create
a recording server. It can only discover and add one or more recording servers under the xprotect manage-
ment server. Discovery should be performed in Enterprise Security to ensure event notification, such as mo-
tion detection.

Property Value Description

Description text Describes the recording server.

Server Type read-only Identifies the type of recording server.

Hostname read-only Displays the host name retrieved dring the discovery process.

Port read-only Identifies the port over which the recording server is running.

Id read-only Identifies the identification number or name associated with
the recording server.

xxpprrootteecctt--xxpprrootteeccttCCaammeerraa

This component documents xprotect camera properties.
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FFiigguurree 5555 xprotectCamera properties

You access these properties by right-clicking the Milestone XX PPrrootteecctt CCaammeerraa node in the nav tree and
clicking VViieewwss→→PPrrooppeerrttyy SShheeeett.

To access these properties using the security framework Web UI, expand SSyysstteemm SSeettuupp→→RReemmoottee DDeevviicceess,
click RReemmoottee DDrriivveerrss, double-click the MilestonexprotectNetwork row in the RReemmoottee DDrriivveerrss table,
click the DDVVRRss tab, double-click the X Protect Management Server row in the DDVVRRss table, click the CCaamm--
eerraass tab, and click the X Protect Camera row in the CCaammeerraass table.

NNOOTTEE:: This topic documents only the properties that are unique to this component. For the common prop-
erties, see Common properties elsewhere in this guide.

Property Value Description

Video Device Id multiple properties Refer to Video Device Id, page 118

Ptz Support multiple option
boxes

Refer to common Camera properties elsewhere in this
document.

Control Timing multiple properties Refer to common Camera properties elsewhere in this
document.

Video Preferences multiple properties Refer to common Display properties elsewhere in this guide.

Fast Speed 0–15 (defaults to
10)

Defines the speed of a quick pan or tilt.

Events container This is a container for the xxpprrootteecctt--xxpprrootteeccttEEvveennttCCaammeerr--
aaEExxtt component.

Preset Text opens the EEnnuumm
window

Refer to common Camera properties elsewhere in this
document.

VViiddeeoo DDeevviiccee IIdd

FFiigguurree 5566 Video Device Id properties
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Property Value Description

Description text Provides a name for the device.

Camera Id text Identifies the device by its domain name or IP address.

Server Id multiple properties Refer to Video Device Id Server Id properties, page 119.

VViiddeeoo DDeevviiccee IIdd SSeerrvveerr IIdd pprrooppeerrttiieess

FFiigguurree 5577 Server Id properties

Most properties are read-only because it is not possible to create a recording server in Enterprise Security.
Recording Servers are discovered.

Property Value Description

Description text Allows you to enter text to describe the discovered recording
server.

Server Type read-only Identifies the type of the discovered recording server.

Hostname read-only Reports the host name of the discovered recording server.

Port read-only Identifies the port used by the discovered recording server.

Id read-only Identifies the unique identifier assigned in the Milestone server
to the DVR.

xxpprrootteecctt--xxpprrootteeccttEEvveennttCCaammeerraaEExxtt

This component serves as a container for video surveillance system event points that result from motion de-
tected and camera failure.

There are no properties associated with this container.

CCoommmmoonn pplluuggiinnss ((vviieewwss))

Plugins provide views of components and can be accessed in many ways. For example, double-click a com-
ponent in the Nav tree to see its default view. In addition, you can right-click on a component and select
from its VViieewwss menu.

These views are common to all video network drivers.

For summary documentation on any view, select HHeellpp→→OOnn VViieeww (FF11) from the menu or press FF11 while the
view is open.

DDeevviiccee MMaannaaggeerr ((MMiilleessttoonnee))

This plugin is the default view of the MMiilleessttoonnee component as it opens in Workbench. It has a standard ap-
pearance with a DDaattaabbaassee pane and table that is similar to most DDeevviiccee MMaannaaggeerr views associated with
Niagara 4.
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FFiigguurree 5588 Device Manager

The Milestone DDeevviiccee MMaannaaggeerr view has the standard buttons used to add, update and monitor Milestone
video devices similar to the way other network devices are configured:

• The NNeeww FFoollddeerr creates a sub-folder, which you can use to organize multiple cameras.

• The NNeeww button opens the NNeeww window.

• The EEddiitt button opens the EEddiitt window.

The NNeeww and EEddiitt buttons display the property sheet for the device.

xxpprrootteecctt DDeevviiccee MMaannaaggeerr ((MMiilleessttoonnee))

This plugin is the default view of the xxpprrootteecctt component as it opens in Workbench. It has a standard ap-
pearance with a DDaattaabbaassee pane and table that is similar to most DDeevviiccee MMaannaaggeerr views associated with
Niagara 4.
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FFiigguurree 5599 Device Manager

The xprotect DDeevviiccee MMaannaaggeerr view has the standard buttons used to add, update and monitor Corporate
video devices similar to the way other network devices are configured:

• The NNeeww FFoollddeerr creates a sub-folder, which you can use to organize multiple cameras.

• The NNeeww button opens the NNeeww window.

• The EEddiitt button opens the EEddiitt window.

The NNeeww and EEddiitt buttons display the property sheet for the device.

CCaammeerraa MMaannaaggeerr ((MMiilleessttoonnee))

This is the default view of the nmilestone and xprotect drivers. It is a standard view with DDiissccoovveerreedd and
DDaattaabbaassee panes and tables similar to most DDeevviiccee MMaannaaggeerr views.
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FFiigguurree 6600 xprotect Camera Manager view

You access this view by expanding CCoonnffiigg→→DDrriivveerrss→→NNMMiilleessttoonneeNNeettwwoorrkk→→MMiilleessttoonneeDDvvrr and double-
clicking CCaammeerraass folder or right-clicking this node and clicking VViieewwss→→CCaammeerraa MMaannaaggeerr.

CCoolluummnnss

CCoolluummnn DDeessccrriippttiioonn

Name Displays the camera name.

Type Identifies the type of camera.

Exts Indicates the extension.

Description Provides additional information.

Camera Id Reports the camera domain name or IP address.

Camera Guid Reports the camera’s globally unique identifier (a 32–hexadecimal digit that identifies the
camera.

BBuuttttoonnss
• NNeeww CCaammeerraa FFoollddeerr creates a new folder for organizing multiple devices.

• NNeeww CCaammeerraa adds a camera to the database.

NNOOTTEE:: The nmilestone driver does not support adding a new camera directly under the NNMMiilleessttoonnee--
NNeettwwoorrkk driver node in the Nav tree. You add cameras under the MMiilleessttoonneeDDVVRR→→CCaammeerraass node.

• EEddiitt opens the camera’s database record for updating.

• DDiissccoovveerr runs a discover job to locate installed cameras.

• CCaanncceell ends the current job.

• AAdddd adds a discovered and selected camera to the database.

• MMaattcchh associates a database record with a discovered device.

• TTaaggIItt adds metadata to identify the camera.
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• TTeemmppllaattee CCoonnffiigg

WWiinnddoowwss

Windows create and edit database records or collect information when accessing a component. You access
them by dragging a component from a palette to a nav tree node or by clicking a button.

Windows do not support OOnn VViieeww ((FF11)) and GGuuiiddee oonn TTaarrggeett help. To learn about the information each con-
tains, search the help system for key words.

nnmmiilleessttoonnee NNeeww NNeettwwoorrkk wwiinnddoowwss

These windows set up a new Milestone Network in a station.

FFiigguurree 6611 Milestone Network New windows

You access these properties by clicking the NNeeww button at the bottom of the DDrriivveerr MMaannaaggeerr view.

NNOOTTEE:: For more information about these common properties, refer to Common properties and compo-
nents. This topic is in this guide.

nnmmiilleessttoonnee NNeeww DDvvrr wwiinnddoowwss

This topic documents the properties that are unique to configuring a new Milestone DVR.
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FFiigguurree 6622 New Dvr windows in Workbench (left) and Web UI (right)

You access these properties in Workbench by double-clicking the NNMMiilleessttoonneeNNeettwwoorrkk node in the nav tree
(which opens the NN DDeevviiccee MMaannaaggeerr view), followed by clicking the NNeeww button at the bottom of the DDaattaa--
bbaassee table.

You access the security framework Web UI view by navigating to the DDVVRRss tab under SSyysstteemm SSeettuupp→→RRee--
mmoottee DDeevviicceess→→NNMMiilleessttoonneeNNeettwwoorrkk and clicking the new button ( ).

NNOOTTEE:: For more information about the common properties (Type to Add, Number to Add, Name, and
Type), refer to Common properties and components elsewhere in this guide.

Property Value Description

Milestone Engine
Ip Address

number Do not change this value.

Milestone Central
Port

number Do not change this value.

Upload Events Port number Do not change this value.

Credentials Username and
Password

Controls configuration access to the driver. These are the first
properties to set when configuring the driver.

Milestone Central
Credentials

Username and
Password

These credentials are required to connect to a Milestone cam-
era. Enter the same credentials you set up when you config-
ured the Milestone Application. Refer to the Milestone
documentation.

Description text Creates a unique text string for each device. This might include
the location or purpose of the device. This description is used
in multi-stream widgets, such as the SSuurrvveeiillllaannccee VViieewweerr.

124 July 16, 2019



Niagara Video Framework Guide Chapter 6 Windows

nnmmiilleessttoonnee NNeeww DDiissppllaayy wwiinnddoowwss

The New windows for a nmilestone display has properties that you must configure to enable communication
between the display and the DVR device.

FFiigguurree 6633 nmilestone New Display windows

These windows are available only when using the Milestone nmilestone driver. You access them by clicking
the NNeeww DDiissppllaayy button at the bottom of the VViiddeeoo DDiissppllaayy MMggrr view. The Type to Add, Number to Add,
Name, Type, and Description properties are documented in Common properties and components..

nnmmiilleessttoonnee NNeeww CCaammeerraa wwiinnddoowwss

This topic documents the properties that are unique to configuring a new Milestone camera.
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FFiigguurree 6644 Milestone New Camera windows

These windows are available only when using the Milestone nmilestone driver. You access them by clicking
the NNeeww CCaammeerraa button at the bottom of the CCaammeerraa MMaannaaggeerr view.

The properties in these windows are documented as follows:

• For: Type to Add, Number to Add, Name, Type, and Description, refer to Common properties..

• For: Preferred Resolution, Frame Rate, Compression, and Fox Stream, see Refer to common Dis-
play properties in this guide.

• For: AutoSet Ptz Support and Stop Recording Mode, see the nmilestone-MilestoneCamera topic.

These topics are in this guide.

Property Value Description

Camera Id read-only

Ptz Support multiple properties Refer to common Camera properties in this guide.

XX PPrrootteecctt MMaannaaggeemmeenntt SSeerrvveerr NNeeww wwiinnddoowwss

These windows define basic server properties.
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FFiigguurree 6655 X Protect Management Server New windows

These windows require the Milestone xprotect driver. You access them by clicking the NNeeww button at the
bottom of the XX PPrrootteecctt SSeerrvveerr MMaannaaggeerr view.

NNOOTTEE:: For more information about the common properties (Type to Add, Number to Add, Name, Type,
and Enabled), refer to Common properties and components. This topic is in this guide.

AAuutthh pprrooppeerrttiieess

Property Value Description

Host Name name or IP
address

Defines the host name or IP address of the host running xpro-
tect Corporate NVR.

Auth Type drop-down list Selects the type of authentication:

• Basic (default) sets up simple credentials.

• Windows

Auth Domain URL Defines the Windows domain name when the type of authenti-
cation is Windows.

Auth Username text This name identifies a user who is allowed to connect to the
management server that is running the xprotect Corporate
software.

Auth Password text Sets up the password required to connect to the management
server that is running the xprotect Corporate software.

XX PPrrootteecctt NNeeww CCaammeerraa wwiinnddoowwss

This topic documents the properties required to set up a new Milestone X Protect camera.
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FFiigguurree 6666 X Protect New Camera windows

These windows open only when you are using the Milestone xprotect driver. You access them by clicking the
NNeeww CCaammeerraa button at the bottom of the X Protect CCaammeerraa MMaannaaggeerr view.

The properties in these windows are documented as follows:

• For: Type to Add, Number to Add, Name, Type, and Description, refer to Common properties and
components elsewhere in this document.

• For: Preferred Resolution, Frame Rate, Compression, and Fox Stream, refer to common Display
properties elsewhere in this guide.

These topics are in this guide.

Property Value Description

Ptz Support multiple properties Refer to common Camera properties in this guide.

Fast Speed 0–15 (defaults to
10)

Defines the speed of a quick pan or tilt.

xxpprrootteecctt rreeccoorrddiinngg sseerrvveerr NNeeww wwiinnddoowwss

This procedure documents the new recording server properties.
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FFiigguurree 6677 Recording Server New windows

These windows require the Milestone xprotect driver. You access them by clicking the NNeeww button at the
bottom of the XXpprrootteecctt DDeevviiccee MMaannaaggeerr view.

NNOOTTEE:: For more information about these common properties, refer to Common properties and compo-
nents. This topic is elsewhere in this guide.
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CC MMaaxxpprroo VViiddeeoo DDrriivveerr

TTooppiiccss ccoovveerreedd iinn tthhiiss aappppeennddiixx

♦ Software versions
♦ Required files
♦ RTSP
♦ Configuring HTTPS support
♦ Accepting the MAXPRO-NVR certificate
♦ Approving the allowed host
♦ Configuring pan, tilt and zoom
♦ Configuring motion detection events
♦ Viewing live and playback video
♦ Presets
♦ Components
♦ Plugins (views)
♦Windows
♦ Troubleshooting

The MAXPRO® VMS (Video Management System) controls multiple sources of video subsystems to collect,
manage and present video in a clear and concise manner. Niagara ’s Maxpro Video Driver makes the
MAXPRO features available to Niagara Framework developers and integrators.

The Maxpro Video Driver supports these features:

• Automatic discovery of cameras

• NVR (Network Video Recorder) and Camera Health Status

• PTZ (Pan Tilt Zoom) operation including control and go-to presets

• Live and recorded video streams

• H.264 Codec

• RTSP (Real Time Streaming Protocol) and HPS (Honeywell Progressive Streaming)

RTSP streaming has been tested with Honeywell’s HDZMD series camera.

• Read camera events and alarms

• Forward, rewind, fast forward, and fast rewind

• 1 /2, 1, 2, 4, 6, 8 & 16 replay speeds

• Custom RTSP URL for RTSP streaming

The Maxpro Video Driver does not support Fox streaming.

SSooffttwwaarree vveerrssiioonnss

The Maxpro video driver works with both NiagaraAX and Niagara.

• The Maxpro Video Driver works with Maxpro NVR Software, version v4.5.0.162 and later.

• Supported hardware models are Maxpro NVR XE, SE and PE with NVR Software version v4.5.0.162 and
later.

• The Maxpro Video Driver uses Maxpro Web Services API rev 3.1.

• The driver v 3.8.401.1 can be used on 3.8.401 and later AX versions for both HTTP & HTTPS
communication.
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• The driver v 4.6.96.28.5 can be used with Niagara 4 4.6.96 and later both HTTP & HTTPS communication.

• The driver can be licensed on JACE 600/600E/700/8000 Security JACE 602/616 platforms for the AX ver-
sion, and JACE 8000 platform for Niagara 4.

• The driver can be licensed on both Niagara 4 and .

RReeqquuiirreedd ffiilleess

Most required files are included in the software build.

• maxpro-rt.jar, maxpro-wb.jar

• ndriver-rt.jar, ndriver-wb.jar (included in standard Niagara builds)

• videoDriver-rt.jar, videoDriver-wb.jar (included in standard Niagara builds)

• remoteVideo-rt.jar, remoteVideo-wb.jar (included in standard Niagara builds)

• platCrypto-rt.jar, platCrypto-wb.jar (included in standard Niagara 4 builds)

RRTTSSPP

The default streaming protocol is HPS (Honeywell Progressive Streaming). To use RTSP (Real Time Streaming
Protocol) instead, the system requires additional configuration.

Control Port 554 is the default port for RTSP streaming. It should be opened in the Network by firewall and
set up in the Maxpro NVR PC in web.config file. Check with your Network Administrator regarding opening
the port in the firewall. To confirm that the port is open, enter the camera’s RTSP stream URL in the VLC
player and confirm the video stream. If the port is open, the VLC should be able to stream through RTSP.

Video streaming quality is based on the FPS (Frames Per Second) settings. But a high FPS can consume sig-
nificant system and network resources. Since RTSP is a real-time video protocol, it is suggested that you con-
figure it to use a low FPS rate, such as five (5) frames per second. This will reduce the demand on system and
network resources required to do video streaming.

No timestamp displays for RTSP Streaming because it is live streaming and RTSP packets do not contain a
timestamp.

CCoonnffiigguurriinngg HHTTTTPPSS ssuuppppoorrtt

The Niagara 4 Maxpro Video Driver supports HTTPS Communication to communicate with Maxpro NVR.

Step 1 To set up HTTPS Communication, navigate to Maxpro Network’s Property Sheet view.
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Step 2 Expand Http Config and set Use Tls to true and click SSaavvee.

Leaving Use Tls set to false (the default) disables security and configures the link for HTTP com-
munication between the Maxpro Video Driver and Maxpro NVR.

Step 3 Add the MaxproNvr component to the MaxproNetwork and expand the Address container.

Step 4 Set the Http Port to 443 (HTTPS Port in NVR) and click Save.
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Step 5 To test the connection, double-click the MaxproNetwork node in the Nav tree, right-click on the
MMaaxxpprrooNNvvrr row in the table, and click AAccttiioonnss→→PPiinngg.

This initiates the HTTPS communication between the Maxpro Video Driver and Maxpro NVR.

AAcccceeppttiinngg tthhee MMAAXXPPRROO--NNVVRR cceerrttiiffiiccaattee

The Maxpro Video Driver supports HPS (Honeywell Progressive Streaming) over an HTTPS connection using
the Java App plugin and Web-Start. When using web-start for the first time, the certificate needs to be ac-
cepted by the client, just as the client accepted it in the Workbench.

Step 1 After launching Web-Start, log in to the station and navigate to the CCaammeerraa components just as
you did in Workbench.

Step 2 To open the Live/Playback Video view, double-click the camera.

A Identity Verification window opens.

Step 3 To continue HTTPS streaming in the browser, accept this certificate.

AApppprroovviinngg tthhee aalllloowweedd hhoosstt

The TLS certificate encrypts data transfer. To use HTTPS (secure) communication, the default self-signed cer-
tificate for the Maxpro NVR must be approved or a signed server certificate imported into the certificate
Key Store. This procedure approves the default, self-signed certificate, which provides data encryption but
does not verify server authenticity.

Step 1 After entering your credentials at station start, accept the certificate to communicate using HTTPS
protocol.

This accepts the self-signed default certificate, which encrypts data, but does not verify the server.

Step 2 Navigate to PPllaattffoorrmm→→CCeerrttiiffiiccaattee MMaannaaggeemmeenntt and click the AAlllloowweedd HHoossttss tab.

The software displays the Maxpro NVR certificate.

Step 3 Select the certificate and click AApppprroovvee.

After approving the certificate encrypted communication between the Maxpro NVR and the Max-
pro Video Driver begins.
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CCoonnffiigguurriinngg ppaann,, ttiilltt aanndd zzoooomm

You configure pan, tilt, zoom degrees using the Pan Tilt Zoom Settings in camera’s Property Sheet View.
Presets are text files that contain commands for panning, tilting and zooming. When you execute the preset,
the camera adjusts its pan, tilt and zoom accordingly.

PPrreerreeqquuiissiitteess:: You are working in Workbench.

Step 1 Navigate to the camera in the Nav tree.

Step 2 If necessary, enable Ptz Support for all degrees.

Step 3 Expand the Pan, Tilt and Zoom Settings and configure the degrees.

Step 4 Click the chevron (>>) to the right of Preset Text.

The list of presets opens.

Step 5 Click Add to create a preset or Modify to edit an existing preset.

Step 6 Configure the preset and click OK.
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CCoonnffiigguurriinngg mmoottiioonn ddeetteeccttiioonn eevveennttss

If polling for events is enabled (Poll Events Enabled = true) on the MaxproNVR component, the driver
polls for events. You can configure the number of events the camera reads in each poll. The driver reads the
selected number of events per poll based on the last timestamp (also a property on the MaxproNVR compo-
nent). The driver updates the Last Read Timestamp with the timestamp of the last received event during the
polling cycle. This timestamp becomes the starting point form the next poll.

PPrreerreeqquuiissiitteess:: You are working in Workbench.

To generate alarms for motion detection events, You need to add a motion-detected event to the Camera
Events folder.

Step 1 To add a motion-detected event, double-click Events under the Maxpro Camera component.

Step 2 Click Discover.

Step 3 Add the motion detection event to the database.

A motion detection event has a custom alarm extension called Maxpro Alarm Ext.

During event polling, when the driver receives a camera-motion-started event from the camera, it
sets the Motion Detected point under the camera to true. When the camera receives a camera-
motion-stopped event from the camera, it sets the Motion Detected point under the camera to
false. The custom alarm extension, Maxpro Alarm Ext, automatically generates alarms for each
camera-motion event received from the Maxpro NVR. It creates an alarm record with the same
timestamp as the event timestamp received from the NVR.

VViieewwiinngg lliivvee aanndd ppllaayybbaacckk vviiddeeoo

The driver supports streaming live video and the playing back of recorded video.

PPrreerreeqquuiissiitteess:: You are using Workbench.

For video streaming, the Maxpro Web Services API supports HPS (Honeywell Progressive Streaming). Unlike
the streaming provided by other Niagara video drivers, HPS does not provide a continuous video stream. In-
stead, it continuously repeats a two–step streaming process. Before beginning the process, the Maxpro Vid-
eo Driver skips the first media file (with index 0), as suggested by Maxpro Web Services team, and renders
video only from media file 1. The protocol asks for the next available media file number, then it renders a
one- or two-second chunk of video from the file. It repeats these two steps to stream video. This process
takes a few seconds to start rendering video in the Live and Playback views.

After reading and rendering data from a single media file, HPS reads the next file from the Maxpro NVR. The
short delay (a few milli-seconds) displays a still frame between reading and rendering each file.

Step 1 Navigate to the camera and double-click it.

The view defaults to live video.

Step 2 Select a video recording to play back and click the Play Back button.

The recorded video plays back.

Step 3 To pause, rewind or fast forward the recorded video, click a button.

Fast forward and rewind take a few seconds to stop the existing video stream, start a new stream,
and set the direction and speed. This causes a delay. It happens every time you click a forward or
rewind control to change the change the playback speed. This limitation is expected.

Rewind flows smoothly. Forward exhibits a jumpy flow. This is due to the generation of media files
from the Maxpro NVR software.

Step 4 To change pan, tilt and zoom, click Preset, select a preset from the drop-down list and click OK.
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The Maxpro Web Services API does not provide an API to read the list of presets from the Maxpro
NVR. By default the Maxpro Video Driver provides the option to choose the presets from 1-255 us-
ing a drop-down list.

PPrreesseettss

You create presets in the Maxpro NVR Software. The Maxpro Web Services API does not support creating
new presets. As a result, the Maxpro Video Driver supports only the Move To Preset option.

You configure the pan, tilt, zoom degrees using the Pan Tilt Zoom Settings on the camera’s Property
Sheet.

The Maxpro Web Services API does not support iris and focus features. As a result, the Maxpro Video Driver
does not provide these features in Workbench.

CCoommppoonneennttss

Components include services, folders and other model building blocks associated with a module. You may
drag them to a property or wire sheet from a palette.

Descriptions included in the following topics appear as context-sensitive help topics when accessed by:

• Right-clicking on the object and selecting VViieewwss→→GGuuiiddee HHeellpp

• Clicking HHeellpp→→GGuuiiddee OOnn TTaarrggeett

MMaaxxpprrooNNeettwwoorrkk

This component is the top level network component for the MaxproVideo Driver.

This component is available from the maxpro palette or from the New dialog box. Typically, you add the net-
work-level component from theNiagara Driver Manager view using the New window and it appears under
the Drivers node of your Niagara station.

In addition to the standard properties, Status, Enabled, Fault Cause, Health, Alarm Source Info, Monitor,
Tuning Policies, Fox Video Stream Preferred, and Poll, these properties configure HTTPS.

July 16, 2019 137



Chapter 6 Windows Niagara Video Framework Guide

Property Value Description

Use Tls true (default) or
false

Configures secure communication between the station and
network devices. By default, the system uses TLS secure com-
munication. You would change this network property to false
only if a legacy device (camera) cannot support TLS. If some
devices on your network support TLS and others do not, you
may add two networks of the same type: one for the secure
devices, and the other for those that do not support security.
This works for an Axis network.

Address, Ip
Address

IP address Identifies the IP address of the Supervisor PC.

Address, Port number Defines the communication port in the Supervisor PC.

MMaaxxpprroo NNvvrr

This component is modeled for each Maxpro NVR. You can discover and add cameras to this component.

FFiigguurree 6688 MaxproNVR Property Sheet

This component is available from the maxpro palette and from the NNeeww window. Typically, you add the Max-
proNVR from the Niagara Network Manager view using the NNeeww window and it appears under the Maxpro-
Network node inyour station.

In addition to the standard properties (Status through Poll Frequency), these properties are unique to the
MaxproNVR.
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Property Value Description

Poll Events
Enabled

true and false Turns on polling for Maxpro NVR events.

Read Events From date and time Configures the timestamp to record with read events. The
driver updates the last read timestamp at every poll cycle.

Event Read Count a number form 1 to
100 (defaults to 10)

Configures the number of events to read from the Maxpro
NVR in each poll cycle.

MMaaxxpprroo ccaammeerraa

The Maxpro camera component configures camera properties.

FFiigguurree 6699 Maxpro camera Property Sheet

In addition to the standard properties (Status through Preset Text), these properties are unique to the Max-
pro camera.
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Property Value Description

Use Rtsp Stream true (default) or
false

Turns RTSP streaming on and off.

true enables RSTP streaming.

false enables HPS streaming.Playback video always streams
using HPS.

Rtsp Stream Url read-only Displays the camera’s URL sent by the NVR.

Use Custom RTSP
Url

true or false
(default)

true enables the use of a custom RTSP URL other than the
URL returned by the NVR for this camera.

If you are using a custom URL for RTSP streaming, make sure
that the URL results in the RTSP video streaming. If this URL is
from NVR, make sure that the URL/channel is open on the NVR
side to receive video frames from the custom RTSP URL.

false enables HPS streaming.

Custom Rtsp
Stream Url

URL Identifies the custom URL to stream RTSP for the camera. The
driver uses this URL if Use Custom RTSP URL is set to true.

Control Port number (defaults
to 554)

Identifies the control port for RTSP streaming.

Data Port number (defaults
to 9000

Identifies the port used to receive RTSP data. (Culd be an open
port.)

MMeessssaaggeess aanndd aallaarrmmss

The driver processes messages and alarms from the camera and displays them on the alarm console.

The driver displays these messages and alarms on the alarm console:

• Camera User Recording Started

• Camera User Recording Completed

• Camera User recording error

• Camera Disconnected

• Camera Connected

• Camera Continuous Recording Disabled

• Camera Continuous Recording Enabled

• Camera Event Recording Started

• Camera Event Recording Completed

• Camera Disabled

• Camera Enabled

• Camera NoMotion Detected

• Camera Motion Detected

• Camera Motion Started

• Camera Motion Stopped

• Camera Motion Stopped in all regions
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PPlluuggiinnss ((vviieewwss))

Plugins provide views of components and can be accessed in many ways. For example, double-click a com-
ponent in the Nav tree to see its default view. In addition, you can right-click on a component and select
from its VViieewwss menu.

For summary documentation on any view, select HHeellpp→→OOnn VViieeww (FF11) from the menu or press FF11 while the
view is open.

NN DDeevviiccee MMaannaaggeerr

This is the default view for the MaxproNetwork component. Its standard layout includes a Database pane
and table that is similar to most device manager views.

FFiigguurree 7700 N Device Manager view

You open this window by expanding CCoonnffiigg→→DDrriivveerrss→→MMaaxxpprrooNNeettwwoorrkk and clicking the NNeeww button.

BBuuttttoonnss
• New creates a new device record in the database.

• Edit opens an existing device record for updating.

CCoolluummnnss

CCoolluummnn DDeessccrriippttiioonn

Name Reports the name of the camera.

Type Reports the type of camera.

Exts Indicates the use of an extension.

Description Provides additional information.

IPAddress Defines the IP address

Http Port Defines the https port used to communicate with the Supervisor station.

Credentials Reports the camera’s username and password.

CCaammeerraa MMaannaaggeerr

This is the default view of the Maxpro Camera Device Ext, which is named “Cameras” under the Maxpro
NVR.
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FFiigguurree 7711 Maxpro Camera Manager

BBuuttttoonnss
• NNeeww CCaammeerraa FFoollddeerr creates a folder for organizing multiple cameras.

• NNeeww CCaammeerraa opens the New Camera window.

• EEddiitt opens the record for an existing, selected camera.

• DDiissccoovveerr invokes a camera-discovery job. All discovered cameras appear in the Discovered pane. This
view has a standard appearance that is similar to all Workbench Device Manager views.

• CCaanncceell

• AAdddd

• MMaattcchh

• TTaaggIItt

• TTeemmppllaattee CCoonnffiigg

VViiddeeoo PPllaayybbaacckk vviieeww

The camera’s Video Playback view provides Forward and Rewind features for playing back video. The driver
supports these speeds: 1/ 2x, 1x, 2x, 4x, 8x and 16x.

VViiddeeoo ccoonnttrroollss

FFiigguurree 7722 Video controls

• Fast Rewind quickly returns the video to an earlier frame. The rewind speed defaults to 4x. Use
the camera’s Property Sheet view to change this speed. Clicking this button once rewinds at 4x. Clicking
it again increases the rewind speed to 8x. The maximum rewind speed is 16x.

• Fast Forward advances the video at high speed. Fast forward speed defaults to 4x. Use the cam-
era’s Property Sheet view to change this speed. Clicking this button once advances at 4x. Clicking it again
increases the fast forward speed to 8x. The maximum forward speed is 16x.

• Slow Rewind returns the video to an earlier frame. The rewind speed defaults to 1x. Use the cam-
era’s Property Sheet view to change this speed. Clicking this button once rewinds at 1x. Clicking it again
increases the rewind speed to 2x, 4x, etc. The maximum rewind speed is 16x.
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• Slow Forward Playback Video advances the video at slow speed. It defaults to 1x. Clicking it again
increases the slow forward speed to ex, then 4x, etc. The maximum forward speed is 16x.

• Normal Speed defaults to Speed-1. This means that during slow forward and slow rewind, the software
uses 1x as the starting speed for video playback.To increase this speed, click the appropriate button
again. The software increases the speed as follows: 2x, 4x, 8x, and 16x. You may set Normal Speed to
Speed_1_2, which changes the default to 1/2x

• Events shows all events received from the Maxpro NVR software in a pop-up window. You cannot
generate alarms from this events window. The driver does not update the Motion Detected point under
the camera even if Camera Motion Started and Camera Motion Stopped events desplay in this window.
These are just events and not processed alarms.

• Time Index selects an event according to a specific day, month, year, and time.

• Live Video starts the display of live video.

VViiddeeoo iinnddiiccaattoorrss
The driver displays these indicators in the video playback window:

• (L) indicates Live Video.

• X1,X2….. indicate the play back speed.

• Fast-Forward, Skip,Play and Pause indicate the video playback mode.

• Slow- Light blue, Medium- Medium blue and Fast- Dark blue indicate the pan, tilt and zoom degrees.

• A text message displays on the screen at times to indicate the connection status.

WWiinnddoowwss

Windows create and edit database records or collect information when accessing a component. You access
them by dragging a component from a palette to a nav tree node or by clicking a button.

Windows do not support OOnn VViieeww ((FF11)) and GGuuiiddee oonn TTaarrggeett help. To learn about the information each con-
tains, search the help system for key words.

NNeeww ddeevviiccee wwiinnddooww

This window creates a new NVR. A similar window opens to edit the NVR record in the database.
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FFiigguurree 7733 MaxPro driver New window

Property Value Description

Name text Provides a meaningful name with which to identify the device.

Type drop-down list Identifies the type of video device: DVR, camera, display, etc.

Description text Provides room add more information, such as where the de-
vice is located, what its purpose is, who is responsible to main-
tain it, etc.

Ip Address IP address Identifies the device on the network. This should be the host
name or IP address of the Maxpro NVR.

Http Port number Identifies the port on the controller or computer the device
uses to communicate with the station.

Fox Video Stream
Preferred

drop-down list (de-
faults to Inherit)

Configures Fox streaming.

Inherit duplicates the value configured for the parent.

true sends the video stream from the video camera to the sta-
tion (controller) and then forwards it to Workbench through
the standard Fox connection. This overcomes fire wall issues in
the event that the video surveillance system is not exposed to
the outside world on its network.

NNOOTTEE:: This option assumes that the controller is exposed—
otherwise you could not even connect to the station.

false sends the video stream directly from the video camera
to Workbench. This setting allows you to set the resolution
and frame rate to High without impacting CPU usage. In es-
sence, this removes the station from the equation.

In either case (true or false), the client-side computer ex-
pends some of its CPU utilization to render the video on the
screen.

Credentials User name and
password

Username and Password are the credentials set in the Maxpro
Web Configuration window to connect to the Maxpro NVR.
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TTrroouubblleesshhoooottiinngg

Video performance may vary for expected reasons.

FFoorrwwaarrdd aanndd rreewwiinndd ttiimmee oouutt..
Sometimes it takes more time to get the video content from the Maxpro NVR because of a low FPS (Frames
Per Second) rate. If your configuration uses HSF, increase the FPS rate. But, be aware that increasing the FPS
rate results in higher bandwidth consumption and network usage.

TThhee ssaammee ccaammeerraa iiss aassssiiggnneedd ttoo sseeppaarraattee ppaanneess..
If the same camera is added to a surveillance viewer more than once, video data received for each video ses-
sion is shown in the respective video panes. In HPS, video is shown as per the data received in the current
media file. This is the expected behavior.

PPTTZZ cchhaannggeess aanndd pprreesseettss ttaakkee aa lloonngg ttiimmee ttoo ooccccuurr..
Since HPS does not provide continuous streaming, you may experience up to a six-second second delay
when viewing live video. This means that any PTZ or Preset operations may take time to reflect the change
the video.

WWhhyy iiss tthheerree nnoo ttiimmeessttaammpp oonn aann RRTTSSPP ssttrreeaamm??
RTSP is a real-time protocol. Its packets do not contain a timestamp.

WWoorrkkbbeenncchh hhaannddss wwhheenn ssttrreeaammiinngg vviiddeeoo ffoorr aa lloonngg ttiimmee..
This is caused by not enough memory allocated for theNiagara JVM. You allocate more memory in the nre.
properties file. It is suggested to use a browser for streaming video for long periods of time since a browser
uses system resources differently than does Workbench. RTSP streaming has been tested in a browser for
continuously for up to 24 hours.
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