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IDCUBE Access360 — Milestone XProtect Plugin

Overview

Using Access360 — Milestone XProtect Plugin, a user can connect with an Access360 server for
a site to monitor controllers, doors, inputs, view card holder information, events related to them
and issue command to lock/unlock a door from Milestone Client Application. Furthermore, the
plugin has a link that embeds Access360 user and device administration tools called HRView
and Security View.

The plugin acts as a bridge between the two systems and supports two way communication.
From Access360, it pulls all events, card holders in real-time and push them to the Milestone
Server. From Milestone XProtect client, user can control doors. The plug-in supports following
configuration.

1. Connect to a specific site.

2. Login as access360 user with admin privilege.
3. Map a door with camera.

4. Specify data refresh interval.

Advantages

1. From the Milestone XProtect console, user can do monitoring of wide range of controllers
and readers from Mercury/HID Aero/HID Vertx and biometric devices like IDEMIA (Morpho),
Suprema, Virdi.

2. Various card holder events such as Grant/Deny Access, Anti pass back violation etc. along
with the video footage of the event from a camera mapped to the door are visible in the
Milestone client console. This includes the events related to staff, visitor and vehicle tags
who are present in the site.

3. Alerts from different type of input like fire alarm, AC/Battery failure, intrusion detector etc. are
also available in the same console.

4. The Acces360 — HRView menu under Access Control Administration link, user can leverage
all Access360 functions like access control of staff/visitors and vehicle, access policies,
reports and dashboard.

5. The Acces360 — Dashboard menu under Access Control Administration link, user can view
dashboard that shows Access360 Widgets, like Alarm Summary, Head Count and many
more.
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Milestone and Access360 Version
The Access360 MIP Plugin is developed with the following version of Milestone.

About Milestone XProtect Managerment Client 2021 R1 =

Milestone ¥Protect Management Client 2021 R1
Wersion: 21.1b
Build: 12177

Copyright © Milestone Systems ASS -
www milestonesys .com

Plug-nis) and version information

Milestone ¥Protect Access v - Milestone Systems ASS
Customer dashboard plugin v0.0.7 - ¥ideoQS5 plugin

milestone

Integration Plugin Version  Access360 Version XProtect Version
1.0.0.0 v3.3 21.1b
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Architecture

Milestone Server

Access360 <

Access360 Plugin

Async Web Service call
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Deployment
1. Deployment using Setup

IDCUBE

Fat
Mame

& Access260MIPPluginSetup.exe
ﬁ_."?'r!Accessi&]MlPPluginSetup.msi

Date modified Type

8/27/2021 7:03 PM
8/27/2021 7:03 PM

Applica

Size

tion

Windows Installer ...

Access360 — Milestone XProtect Plugin

540 KB
1,598 KB

68.1.221 - Remote Desktop Connection

5 Access360MIPPluginSetup -

License Agreement

Please take a moment ta read the license agreement now. If you accept the terms below, click *1
Agres”, then "Next". Otherwise click “Cancel".

360

X

IDCUBE Identification Systems (P) Ltd. SOFTWARE LICENSE
IAGREEMENT

NOTICE TO USER: This License Agreement is a legal
agreement between You and IDCUBE Identification Systems
(P) Ltd. Read it carefully before completing the

installation process and using the Software. It
provides a license to use the Software and contains
warranty information and liability disclaimers. BY

TNSTATLL.TNG. COPYTNG OR OTHFRWTSF TISTNG THF. SOFTWARF.

O DoNot Agee @ 1 Agiee

~

v

(= =]=]

2. XCopy Deployment:

The Access360 — Milestone XProtect Plugin, can be deployed in the Milestone XProtect Server

by simply copying files. Following are the steps:

1. Open the Milestone Installed directory, for example, C:\Program Files\Milestone.
2. Inside the directory MIPPIlugins, paste the folder Access360Plugin
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This PC » Windows (C:) » Program Files » Milestone » MIPPlugins » Access360Plugin

-

Mame Date modified Type Size
|%] &ccess3B0PIugin.dil 6/25/2021 1611 Application exten... 237 kR
acplugin.def 43042021 1315 DEF File 1kE
plug

j acplugin.def - Motepad

File Edit Format Wiew Help

kplugin)
<flle name="Access366PLlugin.dll" />
¢load env="%ervice" />

<«/plugin>
v < | Access360Plugin —h m] X
“ Home Share View 0
« v 4 > ThisPC > Windows (C) > ProgramFiles > Milestone > MIPPlugins » Access360Plugin v O pel

Name Date modified
# Quick sccess

I Desktop
& Downloads

| Access360Plugin.dil
acplugin.def 30-04

2021 16:11

Configuration

To configure Access360 — Milestone XProtect Plugin, open Milestone XProtect Management
client and login to the Milestone server. Following are the steps:

1. In site navigation panel, click on Access Control node, it will open Access Control panel
and will show all plugin added under it.

2. Right click on the Access Control Node of the tree and from context menu, click on
Create New, Create Access Control System Integration Wizard opens.
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I 1
File View Action Maintenance Tools Help

H 9 oen
ite Navigation v i x
() Output’ A
= 53 Cient
BH Smatwal
B3 View Groups
£2 Smart Client Profiles
&3 Management Client Profiles
Matrix
= (@ Rules and Events
(B Rules
@ Time Profies
Noffication Profies
R Userdefined Events
¥ Analytics Events
R Generic Events
3 e Secuity
P Roles
& Basic Users
5 @ System Dashboad
[ Curnent Tasks
@ System Mordor
&} System Moror Thiesholds
& Evidence Lock
™ Configuration Reports
I Sewver Logs
= @ Metadala Use
R Metadata Search
[P Access Control
9 [, Transact
[E]) Transaction souces
4| Transaction defintions
B R Alarms

v
>

Site Navigation  Federated Sie Hierarch

Access360 — Milestone XProtect Plugin

- IAl;ce:: Control Information

Create Access Control System Integration

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: ACS360

Integration plug-in:

Access360

Next || Cancel |

Enter a Name, as a convention, it should be preferably the site name prefix with ACS
360. For example, ACS360-MUMBAI Office

Select the integration plug-in as “Access360” from Dropdown and enter the following

fields
>
ile View Action Maintenance Tools Help

H 9 oef
ite Navigation v ax
" Q Ouput ~
= 53 Clent
B Smantwal
3 View Groups
£2 Smart Client Profiles
82 Management Client Profiles
&) Mabix
(% Rules and Events
[B] Rules
@) Time Profiles
Notfication Profies
R Userdefined Events
¥ Anolytics Events
B Geneiic Events
5 ) Secuiy
95 Roles
& Basic Users
= @ System Dashboard
[] Current Tasks
@ System Morkor
51 System Monkor Thiesholds
& Evidence Lock
[ Configuation Reports
1 Sewver Logs
5 P Metadata Use
& Metadata Search
[B Access Contiol
=3 A"% Transact
[ Transaction sources
6] Transaction defindions
5 & Alams

v
>

Site Navigation | Federated Site Hiera

7‘8 | Access Control

|Access Contiol - a IAr.ce:; Conirol Information

Create Access Control System Integration

Name: ACS360

Integration plug-in: | Access360

Scheme: http
Address: 192.168.1.147
Port: 8086

User: 1115060
Password: eoesescce
Branch: 1

["Access360 Branch ID |

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

| Next || Cancel |

a. Address: IP Address/Server DNS name of the Access360 Server

b. Port number : where the Access360 services are listening (default value — 80 for
Http and 443 for Https)

c. User/Password: Login ID and Password of the user in Access360. Based on the
access rights of the user in Access360, data shall be retrieved.

d. Branch: Unique branch ID from Access360, specific to the Site/Location.
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5. Fetch master data for the site. Click on Next, the following data is loaded.

| : 0
File View Action Maintenance Tools Help

9 9* &
ite Navigation v X
U Output ~
= 53 Chent
. BB Smatwal Create Access Control System Integration B

v IA/xess Conlicl Information

3 View Groups
£2 Smant Clent Profiles
£ Management Client Profiles
) Matrix Collecting configuration data...

= @ Rules and Events
[E) Rules
@ Time Profies
[ Notiication Profies
R Userdefined Events Added:
¥ Analytics Evenls Doors (12)
R Generic Events Units (20)

2 Secuty Servers (1)
g :::f: s Events (249)

= @ System Dashboard Commands . 3)
[] Current Tasks States (7)
@ System Monior
=1 System Moror Thiesholds
& Evidence Lock
¥ Configuration Reports

I SewverLogs

= Metadata Use

R, Metadata Search
[P Access Control

2, Transact :
) Tiansanion soioss
[## Transaction defiritions

- R Alarms

Connecting to the access control system...

Configuration successfully received from access control system.

11‘1%{

v
< >

Site Navigation | Federated Sie Histarchy

Create Access Control System Integration n

Connecting to the access control system...

Collecting configuration data...
_____________________________________________________|

Configuraticn successfully received from access control system.

AR MUMBAI Login [in}
AR MUMBAI Logouwt (in)
Cafeteria (in)

Entry Door (in)

Exit Door (out)

Meeting Room (in)
MOIDA Entry Gate (in)
MOIDA Exit Gate (out)
Server Rack Entry (in)
Suprema Face Station (in)

Servers (1) -
Access360 System on test192.168.1.147
Events (249) -
Commands (3) -
Leck
Unlock
MNomallock
States (V) % -

| Previows || Mext || Cancel |

6. Associate Cameras: Once the doors are loaded, they can be associated with available
cameras as shown below.
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Create Access Control System Integration n*

Associate cameras

Drag cameras to the access paints for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door’s access points are triggered.

Cameras:
« [J DESKTOP-PFEVEHA
4 .7 Camera Group 1
W Hikvision1
aCRTCTRry p— ‘
Suprema Face Station
< >
IPrevious”Nut”Cam:elI
Create Access Control System Integration nl

Associate cameras

Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart
Client when access control events related to one of the door’s access points are triggered.

Doors: Cameras:
I Office Attendance Controller v ] «U _Q‘ESKTOP-PFEVEHA
= 4 |7 Camera Group 1
Name Enabled Llicense 0 m
Entry Door | | Pending| ¥ |
Access point: Entry Door (in)
Hikvision1 Remoy
Drop comerc here to associate it with the access poin

Exit Door | |Pending| 1 |

| Previous || Next || Cancel |

10
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7. Final Step
@ filestone bect Management Client 2007 R1
File View Action Maintenance Tools Help
H9 oe
site Mavigation + 2 X QAccess Control = B BAcces: Control Infomation
§J/ Outpua N ERYJ

=53 Client =
B Smart wal Create Access Control System Integration n
B2 View Groups
2 Smart Cliert Profiles

&8 Menagemet Cient Profie You have successfully completed the access control system integration
Anae olies

Makiy Your ¥Protect Smart Client users can now monitor access control events, See the help system for how to optimize the
= (@ Rules and Events XProtect Smart Client for access control system integration.

E] Fules You can edit the integration settings in the access contrel system properties, if you, for example, update the access

&) Time Profies control system.

(=] Motification Profles

T Userdefined Events
B Analtics Everls
B Genenic Everts

B Secuily
T Roles %
& Baric Users

@ System Dashboard
U Current Tasks
@ System Moritor

yotem Monkor Thigsholds
& Evidence Lock
m Configuation Repois

{1:'1 Server Logs

=P Metadala Use

% Metadala Search
[B Bccess Contiol

=3 é Tranzact
[E] Transaction sources
|F} Transaction defirtions

&R Al

£ >

Site Mavigation ~ Federated Site Histarchy

8. View Configuration: The configuration can be viewed by clicking on the Access Control
instance. Any changes like port number user name password etc. can be updated from

[ Milestone XProtect Management Client 2021 R1 e [=]
File View Action Maintenance Tools Help
HY oe
ite Navigation ~ & X JJacces: Control ~ 1 ||Access Control Information
U Output ~ | & 5] Access Contiol
& 5 Clent %) Acs3s0 General settings
g Sty Enable 5
ew Gioups
£2 Smat e Profles Hame - ACS30
&3 Management Client Profles
Matrix
£ & Rues and Events [%
[E) Rules
@ Time Profies
[ Notfication Profies Integration plug-in Access360 (Version: 2000, 2.0)
3 Userdefined Events Last configuration refresh: 160720211625
% 2"’” "°‘EEV:""‘ [[Refresh Configuration... ]
ENenc 5
= o) Secuiy Operator login required: O
9 Rokes Scheme: http
& Basic Users -
idress: 182.168.1.1.
= @ System Dashboard :’m ;2%68 47
[] Current Tasks
@ System Moritor User 1115060
51 System Morior Thiesholds Password
& Evidence Lock Branch 1
™ Configwation Repons Event polling period (ms) 250
) SewverLogs Event polling max count 100
£'% MetadetaUse Cardholder image override enabled
v
% Metadata Search ¥
[P Access Contiol
& L, Transact
[]) Transaction sources
[§#] Transaction definitions
© & Alams
v
— 2 A
Site Navigation  Federated Sie Hisrarchy &% General Seltings <P Doors and Associsted Cameras . Access Control Events (32 Access Request Nolifications L, Cardholders
e ——
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[P Wilestone XProtect Management Client 2021 R1 - 0 X
ile View Action Maintenance Tools Help
H 9 9emn
ite Navigation v & x [JAcces: Conrol + 1 [JAccess Control Information v
{ Output a | & 5] Access Control
=5 Clent ) Acs3s0 Access control events
gi:‘s‘”:m Enable the events you want to monitor in XProtect Smart Client. Use categories to simpldy the use of tiggering events.
X
{2 St Cort e =
Management Client =
G Puolies | Enabled ' Access Control Event Source Type Event Category
© @ Rules and Evens | [ | DenyAccess - Camera Capture Access Point Access denied. Access request v ]
Rules [v] Deny access - Card/Pin deleted Access Point Access denied. Access request v |
©) Time Profies Deny access - Card/Pin deleted ‘Access Point Access denied. Access request B
54 Notfication Profies Deny access - Credential not found Access Point Access denied, Access request v
R Userdefined Events Deny Access - De-activated Card Access Point Access denied, Access request ¥,
¥ Analptics Events Deny Access - Dirty Sensor Access Point Access denied, Access request v
@‘JGWEW“ Deny access - Door group/schedule not con... | Access Point Access denied. Access request \7
& Secuiy Deny Access - Door Locked Access Point Access denied. Access request v
A Roles Deny access - door schedule Access Point ‘Access denied, Access request v
| Bpasicuses [V]_| Deny Access - Duress Code Detected Acosss Point Access denied, Access request -
°9 %‘[;m I)aslTvbo:d [V] | Deny access - Duress FP Access Point Access denied. Access request v
g /]| Deny Access - Elevators -loor ot in foors._| Acoess Paint Access deied. Access request -
@ System Morkor
S I [Z] | Deny Access - Elevators - Floor request not | Acoess Point Access denied. Acoess request B
3
-ﬁ Evidance ek [/] | Deny Access - Elevators - tmeout Access Point Access denied. Access request v
I Configwalion Reports [7] | Deny Access - Elevators - unknown emor___| Access Point ‘Access denied. Access request v
1) Sewver Logs [] | Deny Access - Face Detection Access Point Acocess denied. Access request &
= Metadata Use [V7] | Deny Access - Fake Finger Access Point Access denied, Access request v
W, Metadata Search [v] | Deny access - FP already authenticated Access Point Access denied, Access request v
[P Access Control [] | Deny access - FP blacklisted Access Point Access denied, Access request ~
>, Transact [] | Deny access - FP limited period Access Point Access denied. Acoess request v
) Transaction sources [Z] | Deny access - FP not captured ‘Access Point Access denied. Access request v
2 f5#] Transaction defintions [V] | Deny access - FP not matched Access Point Access denied, Access request v,
© R Alams
v
> | User-defined Categores.._ |
Site Navigation ~ Federated Site Hietarchy 8 General Settings 0 Doors and Associated Cameras T, Access Control Events (32 Access Request Nolifications L. Cardholders
> Milestone XProtect Management Client 2021 RT - 0 X
ile View Action Maintenance Tools Help
H 9 0oe i
e Navigation v 8 % [JAcees: Contid ~ |
( Output Al & 5] Access Control
2 5 Chent 4] Acs3s0 Cardholders
B Smatvial Search for cardholders to view, add or delete  picture of the cardholder. The cardholder picture is used in the XProtect Smart Client, when an access control
View Groups event has been registered.
£2 Smart Cliert Profiles q
&2 Managemen Client Prolies \ Q
) Matix Name 5 T ij
ype Ujjal Sarmah
= @& Rules and Events i
2 Rules Sudhanshu Upadhyay Employee ~ | Employee
@) Time Profies ] Eipioyee
) Notfcalion Profies SUER Evloyes Delete picture
R Userdefined Events Sumd foumar Employee
® Analytics Events sumit kumar Employee
B Generic Events Sumit Kumar Employee
&) Secuiy Sumit Kumar Employee Card 12 287CAT6
Roles. ita Mond:
2 i Sustionte Modal Employee Expiry Date Card 162 01 Aprl 2023
Sustl s Exgioyes Card 141434: 12006049316
@ System Dashboard g
[] Cuntent Tasks = EmE’ yoree Expiry Date Card 1d1434: 31 December 2037
System Moritor L] - those Uiial Samah
5 System Moritor Thresholds et Jaxnge Ripkoyes Manage hitp://192.168.1.147-8086/HRViewslogin aspx/ i
& Evidence Lock Test First Middle Last Employee
[ Configueation Reports Test Leave Employee
1) sewverLogs
5P Metadala Use
&, Metadata Search
[B Access Control
&L Transact
[£]) Transaction sources
[8] Transaction defiritions
8 Alams
v
3 > =
Site Navigation | Federated Ske Hierarchy &% General Setings 0 Doors and Associsted Cameras 4. Access Control Events (> Access Request Notiications . Cardholders
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XProtect Smart Client

1. Open and Login to XProtect Smart Client 2021 R1. The plug-in added in the
Management Server will be loaded in the XProtect console as a Tab.

Milestone

==" XProtect” Smart Client 2021 R1

Logging into the access control system...

ACS360

2. Click to open the Access Control Tab, as shown in the screenshot, three sub tabs will be
loaded. a) Events, b) Doors and c¢) Cardholders

3. Click on the Events tab, all events from Access360 system will be shown. All events
supported in Access360 like Card Holder Events, Doors/Controller events,
Input/Interface events shall be listed here. The real time events are loaded as per the
Event Polling Period configured for the plug-in in management server configuration
page.

4. Click on an event, like the door event shows the details of the event and if camera is
mapped then the video clip of the event and live view can be seen.

5. If the event is a door type then the option to Lock (Permanent lock), Unlock and Normal
Lock is shown.

13



IDCUBE Access360 — Milestone XProtect Plugin

#  Milestone XProtect Smart Client 16-07-2021 16:40:02

Live Playback Search Alarm Manager System Monitor
Access control administration

© 163206 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 10-09-2021. To fully license the product, please contact your reseller or find one on https:...

PEEEN oo Cardnolders

@ Notifications - Milestone XProtect

| Sttt @ Accens reques - Bt Do {208

All doors ¥ Access request - Entry Door (in) 16:45:54

Live update ¥  All events ¥

Deny access - Unknown reader

Time Event Source Cardholder
16-07-2021 16:45:54 Deny access - Unknown rea Exit Door (out)
16-07-2021 16:45:54 Deny access - Unknown rea Entry Door (in)
16-07-2021 16: Deny access - Unknown rea Entry Door (in)
16-07-2021 16:39:49 Deny access - Unknown rea Exit Door (out)
-2021 163821 Deny access - Unknown rea Exit Door (out)
-2021 14:54:10 Door held violation NOIDA Entry Gate (in)
-2021 14:54:10 Door held violation Cafeteria (in)
14; 0 Door forced violation NOIDA Entry Gate (in)
1455340 Door open NOIDA Entry Gate (in)
16-07-2021 14553 Door forced violation Cafeteria (in)
16-07-2021 Door open Cafeteria (in)
16-07-2021 14:3627 Deny access - Credential no Meeting Room (in)
16-07-2021 14:3625 Deny access - Credential no Cafeteria (in)
16-07-2021 14:36:24 Deny access - Credential no NOIDA Entry Gate (in)
16-07-2021 14:36:22 Deny access - Credential no NOIDA Exit Gate (out)
15-07-2021 16:43:03 Deny access - Credential no NOIDA Exit Gate (out) Normallock
15-07-2021 16:25:50 Deny access - Credential no Meeting Room (in)

15-07-2021 16:25:47 Deny access - Credential no NOIDA Exit Gate (out) Open, Unlocked

6. Click on an event, like the deny access, shall show the video of the message event as
shown below

% Milestone XProtect Smart Client 16-07-2021 16:41:06 — O

Live Playback Search Alarm Manager m System Monitor - 09

Access control administration

© 163206 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 10-09-2021. To fully license the product, pl contact your reseller or find one on https:...

P oo Cardholders

Liveupdate ¥ Allevents ¥  All doors ¥

Event Source Cardholder
164626 Deny access - Unknown rea Exit Door (out)
16-07-2021 16:46:22 Deny access - Unknown rea Entry Door (in)
16-07-2021 16:45:54 Deny access - Unknown rea Exit Door (out)
16-07-2021 16:45:54 Deny access - Unknown rea Entry Door (in)
16-07-2021 164009 Deny access - Unknown rea Entry Door (in)
16-07-2021 16:39:49 Deny access - Unknown rea Exit Door (out)
16-07-2021 163821 Deny access - Unknown rea Exit Door (out)
16-07-2021 14:54:10 Door held violation NOIDA Entry Gate (in)
16-07-2021 145410 Door held violation Cafeteria (in)
16-07-2021 14:53:40 Door forced violation ~ NOIDA Entry Gate (in)
16-07-2021 145340 Door open NOIDA Entry Gate (in)
16-07-2021 14:53:40 Door forced violation ~ Cafeteria (in)
16-07-2021 14:53:40 Door open Cafeteria (in)
16-07-2021 143627 Deny access - Credential no Meeting Room (in)
16-07-2021 14:36:225 Deny access - Credential no Cafeteria (in)
16-07-2021 14:36:24 Deny access - Credential no NOIDA Entry Gate (in) X
16-07-2021 143622 Deny access - Credential no NOIDA Exit Gate (out) Deny access - Unknown reader
15-07-2021 164303 Deny access - Credential no NOIDA Exit Gate (out)

7. Option to filter events based on Event Category

14
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#=  Milestone XProtect Smart Client

Live Playback Search Alarm Manager m System Monitor

f  Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 10-09-2021. To fully license the product, please cos

ors Cardholders

Live update ¥  Access denied, Access g.. ¥ All doors

=] Al events

< -
! Access denied il Cardholder

&l no Meeting Room (in)

M Access granted &l no Cafeteria (in)

] Access request al no NOIDA Entry Gate (in)
16-07-2021 1 al no NOIDA Exit Gate (out)
15-07-2021 1 [ Atarm al no NOIDA Exit Gate (out)
15-07-2021 1 8] Boor Enor
15-07-2021 16:25:47 ) al no NOIDA Exit Gate (out)
] Error

al no Meeting Room (in)

] Warning
I [uncategonzed]

More options...

8. Click on the Doors tab to view the door status. If a camera is mapped the real time view
can be seen in the side pane as shown below.

9. There are three buttons to change the door status, Lock — Permanent Lock, Unlock and
Normal Lock.

10. Once any of the button is pressed, the command is sent to the respective controller.

15
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Milestone XProtect Smart Client 16-07-2021 16:33:10 —

Live Playback Search Alarm Manager W System Monitor - 09

Access control administration ~

@ 163206 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 10-09-2021. To fully license the product, please contact your reseler or find one on https:..

Cardholders

Door ¥  Allstates ¥  All doors

= Hikvision1
Name State

101 M unknown)

103 M [unknown)

AIR MUMBAI Login funknown]

AIR MUMBAI Logout Open, Locked
Cafeteria Closed, Locked
Entry Door Open, Unlocked
Exit Door Open, Locked
Meeting Room [unknown]
NOIDA Entry Gate Closed, Locked
NOIDA Exit Gate I funknown]

NormalLock

11. The updated door status is reflected in the console as shown below. E.g. See Entry Door
status is updated as Locked.

#  Milestone XProtect Smart Client 16-07-2021 16:43:25 =

Live Playback Search Alarm Manager m System Monitor - 0 9

Access control administration

@ 163206 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 10-09-2021. To fully license the product, please contact your reseller or find one on https:...

Events Doors Cardholders

Door ¥  Allstates ¥  All doors

Name State R
101 [unknown]

103 [unknown]

AIR MUMBAI Login [unknown]

AIRMUMBAI Logout il Open, Locked

Cafeteria Closed, Locked

Entry Door Open, Locked

Exit Door Open, Locked

Meeting Room {unknown]
NOIDA Entry Gate Closed, Locked
NOIDA Exit Gate [unknown]

NormalLock

12. The same status can be viewed from Access360, Security View application which is also
showing the status as Locked.

16
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0 | & MyDashboard X @ SecurityView x 4+ - 8 x

— C A Notsecure | 192.168.1.14

SecurityView/Do

e To be most productive with Microsoft Edge, finish setting up your browser, Maybe later

Monitor ntroller  Area Control  Logical Area Control  Door & Relay Scheduling  Alarm Management  Guard To!
360 IDCUBE IDENTIFICATION SYSTEMS Pvt. Ltd.(NOIDA) Change ™ Ujjal Sarmah ~
Door Status Door Mask ~~ DoorAction = Refresh | Auto Refresh
Entry Door (NOIDA) v Door Held Alarm | Door Force Alarm Permanent Lock
Name Bianch Febe Door Lock Door Held Door'Held  Door Forced Door Force  Tamper
P Status  Status  Violation Alarm Violation Alarm Violation
AIR MUMBAI Logout NOIDA Loginfout |] ﬁ I~ I~
Cafeteria NOIDA In 1 | a ™ =
[Entry Dojly NOIDA In i | a I~ o I~ S I~
Exit Door NOIDA out m (1] I~ A I~ A )
NOIDA Entry Gate NOIDA In i | a I~ L]
Server Rack Entry NOIDA In i | a I~ A I~ A I~
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IDCUBE Access360 — Milestone XProtect Plugin

13. From Access360, Security View application, the door status can be changed. Once we
click Normal Lock button from above screen, it also sends the command to respective
controller which is also visible in Doors tab in Access360 plug-in as shown below.

o | My Dashboard X SecurityView x |+ - X
<« C A Notsecure | 192.168.1.147:8086/SecurityView/DoorStat X s 9 = b 3
e To be most productive with Microsoft Edge, finish setting up your browser. Maybe later
Monitor  Controller  Area Control  Logical Area Control  Door & Relay Scheduling  Alarm Management  Guard Tour @ WV ﬁ
360 IDCUBE IDENTIFICATION SYSTEMS Pvt. Ltd.(NOIDA) Change 8 Ujjal Sarmah ~

Success! Command send successfully. Please check the action log for task status

Door Status DoorAction || Refresh || AutoRefresh 33

Entry Door (NOIDA) v

Name Branch Type Door Lock D‘oor AHeId Door Held D-oor forced Door Force T‘.ampfer
Status  Status  Violation Alarm Violation Alarm Violation

AIR MUMBAI Logout NOIDA Loginfout [ a |~ |~

Cafeteria NOIDA In I | a ~ ~

Entry Door NOIDA In 1 | a I~ A |~ A I~

Exit Door ut 1 | (1] I~ Q I~ A I~

NOID In 1 | a ] L

Server Rack Entry n 1 | a |~ A |~ | I~

%= Milestone XProtect Smart Client

Live Playback Search Alarm Manager W System Monitor
o 16:32:06 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 10-09-2021. To fully license the product,

Events W Cardholders

Door ¥  All states ~ All doors ¥

Name State

101 1l [unknown]

103 [unknown]

AIR MUMBAI Login [unknown]

AIR MUMBAI Logout i Open, Locked
Cafeteria | Closed, Locked
Entry Door | Open, Unlocked
Exit Door | Open, Locked k

Meeting Room Il funknown]
NOIDA Entry Gate Bl Closed, Locked
NOIDA Exit Gate [unknown]
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IDCUBE Access360 — Milestone XProtect Plugin

14. Card Holders: All card holders from Access360 is pulled using the plugin along with
basic details like Photograph, Card ID, and Expiry Date. In Access360, multiple card is
can be issued to a user, which has also been pulled using the plugin.

15. The respective events of each card holder can be viewed from the button, View
cardholder events.

#  Milestone XProtect Smart Client 16-07-2021 16:34:31  — & B
Live Playback Search Alarm Manager W System Monitor -0 97 v
“mil n A B

Access360 k"RVlew

Thank you for using this trial license to demanstrate or evaluate the XProtect video management software. The trial license expires on 10 To fully license the product, please contact y Access360 - Dashboard x

ﬂ Ujjal Sarmah
(s

Events Doors

_:J

Name Type
Keshava Employee
Anshu Employee
Divyakant Gupta Employee
Asim Khan Employee

Ujjal Sarmah
Manz
Employee
View cardholder events
v Employee
Vinod Yadav Employee
Rishi Chahal e

Naresh Kumar

16. Navigation link to Access360 is available in the plug-in where privileged user can login to
Access360 web portal to manage User, Credential, Attendance Rule, Access Rule,
Reports, Dashboard, and other admin functions.

17. From Access360 Security View, privileged user can manage controller, biometric device,
readers, interfaces, inputs and other advance access control features.

#  Milestone XProtect Smart Client 16-07-202116:34:44 — O x

Livilig| ACTA Login x |+ -0 v

Access control administration ~ B

(%] A Notsecure | 192.168.1,147:8086/HR

e To be most productive with Microsoft Edge, finish setting up your browser. Maybe later

one on https:. x

Sign In

Physical Access Credentials Riew Authentaaton

Access Card

< Brometric
Q | | PPt
PN

e

Mobile QR Code View cardholder events

A M
[ IDCUBE IDENTIFICATION SYST
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"‘ IDCUBE Access360 — Milestone XProtect Plugin

[ | & MyDashboard x SIS

&~ G A Notsecure | 192.168.1.147:8086/HRView/MyDashboard.aspx s 9 = @

e To be most productive with Micresoft Edge, finish setting up your browser,

Lm IDCUBE IDENTIFICATION SYSTEMS Pyt Ltd (NOIDA) Change M 2 == Ujal Sarmah ~
Employee Head Count +  Employee Summary Security Anomalies eCc
NOIDA v NOIDA -
NOIDA v

Total Employee: 46

Head Count 50 %
59 )
30
Mare Info..
20
10
D.

Inside

IDCUBE

Identification Systems Pvt. Ltd.
B¥ contact@idcube.co.in

o +91-120- 4130715
:: www.idcubesystems.com
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