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Overview 
Using Access360 – Milestone XProtect Plugin, a user can connect with an Access360 server for 

a site to monitor controllers, doors, inputs, view card holder information, events related to them 

and issue command to lock/unlock a door from Milestone Client Application. Furthermore, the 

plugin has a link that embeds Access360 user and device administration tools called HRView 

and Security View. 

The plugin acts as a bridge between the two systems and supports two way communication. 

From Access360, it pulls all events, card holders in real-time and push them to the Milestone 

Server. From Milestone XProtect client, user can control doors. The plug-in supports following 

configuration. 

1. Connect to a specific site. 

2. Login as access360 user with admin privilege. 

3. Map a door with camera. 

4. Specify data refresh interval. 

Advantages 
1. From the Milestone XProtect console, user can do monitoring of wide range of controllers 

and readers from Mercury/HID Aero/HID Vertx and biometric devices like IDEMIA (Morpho), 

Suprema, Virdi. 

2. Various card holder events such as Grant/Deny Access, Anti pass back violation etc. along 

with the video footage of the event from a camera mapped to the door are visible in the 

Milestone client console. This includes the events related to staff, visitor and vehicle tags 

who are present in the site. 

3. Alerts from different type of input like fire alarm, AC/Battery failure, intrusion detector etc. are 

also available in the same console. 

4. The Acces360 – HRView menu under Access Control Administration link, user can leverage 

all Access360 functions like access control of staff/visitors and vehicle, access policies, 

reports and dashboard. 

5. The Acces360 – Dashboard menu under Access Control Administration link, user can view 

dashboard that shows Access360 Widgets, like Alarm Summary, Head Count and many 

more. 
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Milestone and Access360 Version 
The Access360 MIP Plugin is developed with the following version of Milestone. 

 

 

 

Integration Plugin Version Access360 Version XProtect Version 

1.0.0.0 v3.3 21.1b 
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Architecture 
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Deployment 
1. Deployment using Setup 

 

 
 

 
 

2. XCopy Deployment: 

The Access360 – Milestone XProtect Plugin, can be deployed in the Milestone XProtect Server 

by simply copying files. Following are the steps: 

1. Open the Milestone Installed directory, for example, C:\Program Files\Milestone. 

2. Inside the directory MIPPlugins, paste the folder Access360Plugin 
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Configuration 
To configure Access360 – Milestone XProtect Plugin, open Milestone XProtect Management 

client and login to the Milestone server. Following are the steps: 

1. In site navigation panel, click on Access Control node, it will open Access Control panel 

and will show all plugin added under it. 

2. Right click on the Access Control Node of the tree and from context menu, click on 

Create New, Create Access Control System Integration Wizard opens. 
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3. Enter a Name, as a convention, it should be preferably the site name prefix with ACS 

360. For example, ACS360-MUMBAI Office 

4. Select the integration plug-in as “Access360” from Dropdown and enter the following 

fields  

 
a. Address: IP Address/Server DNS name of the Access360 Server 

b. Port number : where the Access360 services are listening (default value – 80 for 

Http and 443 for Https) 

c. User/Password: Login ID and Password of the user in Access360. Based on the 

access rights of the user in Access360, data shall be retrieved. 

d. Branch: Unique branch ID from Access360, specific to the Site/Location. 
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5. Fetch master data for the site. Click on Next, the following data is loaded. 

 

 
 

6. Associate Cameras: Once the doors are loaded, they can be associated with available 

cameras as shown below. 
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7. Final Step  

 
 

8. View Configuration: The configuration can be viewed by clicking on the Access Control 

instance. Any changes like port number user name password etc. can be updated from 

here. 
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XProtect Smart Client 
1. Open and Login to XProtect Smart Client 2021 R1. The plug-in added in the 

Management Server will be loaded in the XProtect console as a Tab. 

 

2. Click to open the Access Control Tab, as shown in the screenshot, three sub tabs will be 

loaded. a) Events, b) Doors and c) Cardholders 

3. Click on the Events tab, all events from Access360 system will be shown. All events 

supported in Access360 like Card Holder Events, Doors/Controller events, 

Input/Interface events shall be listed here. The real time events are loaded as per the 

Event Polling Period configured for the plug-in in management server configuration 

page. 

4. Click on an event, like the door event shows the details of the event and if camera is 

mapped then the video clip of the event and live view can be seen. 

5. If the event is a door type then the option to Lock (Permanent lock), Unlock and Normal 

Lock is shown. 
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6. Click on an event, like the deny access, shall show the video of the message event as 

shown below 

 

7. Option to filter events based on Event Category  
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8. Click on the Doors tab to view the door status. If a camera is mapped the real time view 

can be seen in the side pane as shown below. 

9. There are three buttons to change the door status, Lock – Permanent Lock, Unlock and 

Normal Lock. 

10. Once any of the button is pressed, the command is sent to the respective controller. 
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11. The updated door status is reflected in the console as shown below. E.g. See Entry Door 

status is updated as Locked. 

 

12. The same status can be viewed from Access360, Security View application which is also 

showing the status as Locked. 
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13. From Access360, Security View application, the door status can be changed. Once we 

click Normal Lock button from above screen, it also sends the command to respective 

controller which is also visible in Doors tab in Access360 plug-in as shown below. 
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14. Card Holders: All card holders from Access360 is pulled using the plugin along with 

basic details like Photograph, Card ID, and Expiry Date. In Access360, multiple card is 

can be issued to a user, which has also been pulled using the plugin. 

15. The respective events of each card holder can be viewed from the button, View 

cardholder events. 

 

16. Navigation link to Access360 is available in the plug-in where privileged user can login to 

Access360 web portal to manage User, Credential, Attendance Rule, Access Rule, 

Reports, Dashboard, and other admin functions. 

17. From Access360 Security View, privileged user can manage controller, biometric device, 

readers, interfaces, inputs and other advance access control features. 
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