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Introduction

Vanguard Plugin Installation Guide

1. Introduction

This manual describes how to install and perform initial configure of the Vanguard plugin in Milestone
XProtect system.

The manual is intended for system administrators and installers of the Vanguard system.

1.1 Document Scope

This manual consists of the following sections:

e Section 1 - Introduction

e Section 2 - Product Overview

e Section 3 - Vanguard Plugin Installation

e Section 4 - Milestone XProtect Plugin Setup
e Section 5 - Vanguard Alerts Notification

e Section 6 - Vanguard Plugin

1.2 Conventions

Bold is used for the names of interface items.

@ Note:
Provides important information for the user.

Warning:
Provides important warning information for the user.

-

1.3 Technical Support

For services and support for Nelysis products, contact your regional representative, or Nelysis’s
Technical Support Center at:

support@nelysis.com
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2. Product Overview

Product Overview

Vanguard NCM is a non-intrusive cyber solution. Through its Vanguard System Collectors
components, it connects to mirror ports on network switches in security and control systems
networks.

Through this method, network switches in the site send a copy of traffic to Vanguard System
Collectors, which convert it into metadata (Vanguard System Collectors produce flows that
summarizes the information from the traffic it obtained, without the actual content).

This information is transferred to Vanguard NCM (Core) for analysis.

After completing the data analysis and assessing the risk level, the system sends control
commands through Vanguard NGS to site network switches for management and prevention.

2.1 Main System Features

e Constant scrutiny for behavior pattern deviations.

Element profiles

e Alerts monitoring

e Centralized dashboard

e Traffic recording & historical analysis
e Rule customization

e Real-time reaction

e Reduced system down-time

e Forensic search capabilities

e Monitoring of unauthorized USB memory cards insertion

2.2 Vanguard Components

Vanguard consists of the following components, as shown in the figure below:

e Vanguard NCM Core - a server that runs the Vanguard NCM and performing traffic analysis
with historical and forensic storage.

e Vanguard NCM Cyber Management - NCM's Client Utility that provides a system
configuration interface with a day-to-day tools for investigations and analysis.

e Vanguard NGS - the Vanguard NGS (Network Gateway Server) provides the system with the
ability to control and manage the monitored network switches for immediate prevention

purposes, as well as the ability to support Vanguard Protector & Vanguard Monitoring
modaules.

¢ Vanguard Collectors - collectors are units installed in the monitored networks that collect the
network traffic from network switches and send metadata of the information to Vanguard
NCM Core for analysis.

© 2019 Nelysis All rights reserved. Page 5 of 26
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Vanguard System Architecture:

Product Overview
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Intrusion System

Nelysis Network
Security Network
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3. Vanguard Plugin Installation

Gl

Note:

Vanguard Plugin Installation

Vanguard Plugin shall be installed on any computer running Milestone XProtect

Management server & Milestone XProtect Smart Client.

To install Vanguard Plugin:

1.

G

Logon to the computer, where the Milestone XProtect server is installed, as administrator

account.
Stop Milestone XProtect Event Server service.

Copy the installation file to the computer.

Dou ble_click on the |nsta”t|0n flle to 1% Vanguard Plugin For Milestone - InstallShield Wizard

start installation. Welcome to the InstallShield Wizard for
Vanguard Plugin For Milestone

Click Install to start installation Vanguard

process. NCM The InstallShield{R) Wizard will install Vanguard Plugin For

Milestone on your computer, To continue, click Mext.

Read the license agreement, accept it

WARNING: This program is protected by copyright law and

an d CI |C k N eXt . international treaties.

nelysis

< Back

=

confirm |nsta”at|0n path and C||Ck ﬁ‘u‘anguard Plugin For Milestone - InstallShield Wizard >
Next.
Install Vanguard Plugin For Milestone to:
C:\Program Files\MilestoneMIPPlugins,
InstallShield
< Back Next > Cancel
Note:

Make sure to select Milestone XProtect MIPPlugins folder per XProtect working
Path. Default path C:\Program Files\Milestone\MIPPlugins\Nelysis\Vanguard

Plugin\.

© 2019 Nelysis All rights reserved.
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Click Install to start the installation process.

Vanguard Plugin Installation

ﬁ Vanguard Plugin For Milestone - InstallShield Wizard X

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back *,m Cancel

ﬁ Vanguard Plugin For Milestone - InstallShield Wizard >

InstallShield Wizard Completed

Vanguard

N C M The InstallShield Wizard has successfully installed Vanguard
Plugin For Milestone. Click Finish to exit the wizard.

nelysis

© 2019 Nelysis All rights reserved.
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Milestone XProtect Plugin Setup

4. Milestone XProtect Plugin Setup

To Configure Vanguard NCM Core:

1. Logon to the computer, where the Milestone XProtect server is installed, as administrator

account.

2. Login to XProtect Management Client.

3. Use Site Navigation tree
menu and navigate to
Vanguard Plugin menu.

4. Type Vanguard NCM Core
Server IP, specified a valid
user credentials and then
click Set.

The connection details
appear in Connection Info
area.

Note:

G

4 Milestone XProtect Management Client 2019 R2

Eile Edit VWiew Action Tools Help

H9 oea

Site Navigation -

n

x

MilestoneVanguardPlugin Information

=¥ MILESTONEVMS - (1324)
-{[] Basics
-5 Remote Connect Services
- servers
-0 Devices
-3 Client
-8 Rules and Events
-l Security
@ System Dashboard
-5 Server Logs
- Access Control
-, Transact
& Marms
% MIP Plug-ins
3% MIP SDK Tools
=] Vanguard

- & PR

Administraion interface for Vanguard Plugin
www nelysis com

s-nelysis

Plugin Name: [Vanguard |

Vangquard NCM Server P [ |

User Name : |:|
Set

Connected To :

Security Group :

Sync Events From NCM Syne

Object|d = ffc98f53-0603-44b3-8af9-24b18030128c.
Kind = 555319042 %-49¢6-a364-989dc64ch 875,

Q Milestone XProtect Management Client 2019 R2
Eile Edit Miew Action Tools Help

H9 oemn

Site Navigation -

n

x

MilestoneVanguardPlugin Information

=¥ MILESTONEVMS - (13 23)
{1 Basics
(55 Remote Connect Services
[ Servers
% Devices
3 Client
[ Rules and Events
&l Security
@ System Dashboard
|5 Server Logs
[ Access Control
[, Transact
& Nams
-8 MIP Plug-ins
% MIP SDK Tools
=) Vanguard
[ ‘, Vanguard Plugins

Cyber Management Admin Guide.

Administraion interface for Yanguard Plugin.
www nelysis com

s-nelysis

Plugin Name: [Vanguard |

Vanguard NCM Server IP : |10.0.0.10

Password :
I Connected Ta : 10.0.0.10
Securty Group - Administrator
Sync

Sync Events From NCM

Object|d = ffc9853-0603-44b3-8af9-24b 18030 128c.
Kind = 55¢531904a%-49¢6-a364-985dcE4ch 875,

For more information regarding Vanguard Alerts please refer to Vanguard Network

© 2019 Nelysis All rights reserved.
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5. Click Sync to import all
Vanguard Alerts as Analytics
Events.

Milestone XProtect Plugin Setup

4% Milestone XProtect Management Client 2019 R2
File Edit View Action Tools Help

[ Nofification Profiles
; R User-defined Events
*

: Generic Events
E@ Security
@ System Dashboard
Server Logs
[ Access Contral
Transact
& Marms

%+ MIP Plug-ins

L P e L e R R E R E R R R ]

H9 @ei
on w+ R X ||Analytics Events
(=¥ MILESTONEVMS - (13.22) = % Analytics Events
{1 Basics ¥ Output Set Command was sent to Access Control Element
(&4 Remote Connect Services # Bypass command was sent to Intrusion Panel
U Servers # Coil Set OFF command was sent to Access Control Element
? Devices - Coil Set ON command was sent to Access Control Element
Device with ized protocol has to lement
53 Client Disarm command vies sent to Intrusicn Panel
5Bk Rules and Events Element disconnected from network switch
i Rules Element is offline for 60 min
(&) Time Profiles File was copied from USE Device

File was deleted from USB Device

High data traffic was detected on device- Flooding attempt.

High data traffic was detected on various elements - Flooding attempt

IP Conflicts - duplicate IP detected

Majer Element bitrate increase

Milestone Nofification Test - port state

Multiple bypass commands were sent to one or more Intrusion Panels

Multiple Coil Set OFF commands were to one or mare Access Control Elements
Multiple Coil Set ON commands were to one or more Access Control Elements
Multiple disarm commands were sent to one or more Intrusion Panels

Multiple Output Set Commands were to one or more Access Control Elements
Multiple Release Coil commands were to one or more Access Control Elements
Netwerk Discovery

Netweork scanning was wad by unknown element

New Device is detected in the network and is utilizing high bandwidth

New device/IP was detected

New element connected to network switch

Mew element connected to switch replacing an existing one

Ports scanning was wad by unknown element

Release Coil command was sent to Access Control Element

Remete Connection (FTF) to Edge Device

Remete Connection (SSH) to Edoe Device

© 2019 Nelysis All rights reserved.
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Vanguard Alerts Notification

5. Vanguard Alerts Notification

To Set Notification Method:

1. Logon tothe
Vanguard NCM

. o AeR
Client application.

nelysis Vanguard Cyber Management - User: Admin, Core: localhost

- B x

o (@5 O

Search by IP

System Configuration ~ Events Configuration ~ User Defined Events ~ Alert Rule Engine  Security  Monitoring ~ Maintenance

From
Configuration
menu select
System
Configuration and
then select
Notification.

General Settings
System Collectors
Network Setting
Notification
NGS Monitoring

USB Protectors

License Status:

3.
then add the following parameters:

e Host Name — Milestone
XProtect Server IP.

e User Name & password —
credential to communicate
with Milestone XProtect
Server (if needed).

e Protocol Type — select
Milestone_XProtect.

e Port — Analytics Events port

[ ]

Note:

G

In TCP Communication, click Add and

Email Server

Email Server Email Username

& Edit

TCP Communication

Protocol Type Description Host Name User Name: Active "‘._1 Add

Serial Communication

Protocol Type Description COM Port User Name

TCP Communication Properties

Host Name: 1000 109 Description:  Milestone

Passiword T

Protocol Type: MILESTONE_XPROTEC =

Port IS

M Activate [ KeepAlive Save Cancel

NGS — Vanguard NGS server that communicate with Milestone XProtect Server.

For more information regarding Vanguard Notification and Vanguard NGS, please refer

to Vanguard Network Cyber Management Admin Guide.

© 2019 Nelysis All rights reserved.
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To Verify Analytics Events port:

1. Login to XProtect Management Client.

2. On XProtect Management Client menu, select Tools and

then select Options.

Option menu is displayed.

3. Use menu navigation pickers to select
Analytics Events Menu.

4. Verify Analytics Events is enabled and
the TCP port in use.

Vanguard Alerts Notification

@ Milestone XProtect Management Client 2019 R2

File Edit View Action |Tools
P Registerad Services...

Help

. Effective Reles... ~ B x ||anaiytics Events
ER )

+- % Output Set Comma
% Bypass command v
% Coil Set OFF comm
% Coil Set ON comm:
Device with unauth.

Options..  Ctrl+0

+3 Remote Connect Services
Servers

Devices

- Client % Disarm command v
Rules and Events % Element disconnec’
M2 Ruae DB i cmieo

Options X

Access Control Settings  Analytics Events  Customer Dashboard  Alarms and Events  Generic Events <>
Analytics events

Enabled

Port:

Security
Events allowed from:
®) Al network addresses

(O Speciied network addresses:

\ [ Address

Import

el Carc

© 2019 Nelysis All rights reserved.
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To Set Alerts Notification:

Vanguard Alerts Notification

The administrator of the Vanguard system can control the Alerts that will be sent to the Milestone
XProtect server as Analytics Events.

5. Logon to the Vanguard NCM Client application.

6. From
Configuration
menu select Alert

nelysis Vanguard Cyber Management - User: Admin, Core: localhost
A (& &
A &

System Configuration  Events Configuration  User Defined Events | Alert Rule Engine | Security Monitoring  Maintenance

Search by IP

Rule Engine.

Rule Engine

7. Select & Edit the
Alert to be sent as
Analytics Event.

Alerts

Filter List By Alert Rule Name:

Alert Name

Muttiple Coil Set ON commands were to one or more Access
Multiple disarm commands Wwere Sent to one or more Intrusic
Multiple Output Set Commands were to one or more Access
Multiple Release Coil commands were to one or more Acces
Network Discovery

Network scanning was wad by unknown element

New Device is detected in the network and is utilizing high b:
New device/IP was detected

New element connected to network switch

New element connected to switch replacing an existing one
Ports scanning was wad by unknown element

Release Coil command was sent to Access Control Element

Remote Connection (FTP) to Edge Device

Severity Notifications
High

High

High

High

High

Low

High

Low

Medium =]
Medium

Low

Low

High

License Status:

Alert Properties

Alert Name:

Network Discovery

Alert Type: Elements MO

Alert Rules

Event Type:

Network Discovery ~ JO)

Rule Condition:

Reoccurrence = @]

Event Repetition:  Within Duration

=5 I o

And

And

Notification

Do
O IS ©
0 vessoce -
0 s S ©
0 ror

D Serial All Elements Type Selected B

M Activate Rule Save Cancel

© 2019 Nelysis All rights reserved. Page 13 of 26
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8. In Notification Area Select
TCP and then select the
Notification Method that
have been configured in
the previous step.

Alert Properties

Alert Name:

Network Discovery

®

Alert Rules

Event Type

Network Discovery = K@)

Notification

O email
D Sound

o tce
O serial

[ selectAl
& Miestone

M Activate Rule

Note:

G

Alarm Manager:

Network Cyber Management Admin Guide.

Rule Condition:

Reoccurrence = 6]

Event Repetition
i ©
And
And

Vanguard Alerts Notification

Within Duration

24 Hours MO

O vesseoe -
R PR g
All Elements Type Selected

Save

For more information regarding Vanguard Alerts Rules, please refer to Vanguard

Cancel

< Milestone XProtect Management Client 2019 R2

Use Milestone XProtect

File Edit View Action Tools Help
H L
Manager to set Alarm e b i« o
. . Eu MILESTONEVMS - (12.28) Alam definition
Definitions for the Vanguard BB e Eroe
- servers Name:
events. it o
-8 Rules and Events
Rules
() Time Profiles Trigger

[ Notification Profiles
R User-defined Events

@ System Dashboard
Server Logs
[ Access Control
[, Transact
& Nams
# Alarm Definitions
3 Marm Data Settings
£ Sound Settings
¢ MIP Plug-ins

Site Navigation Federated Site Hierarchy

‘Triggering event:

Sources
Activation period
@® Time profe

© Event based

Time limit

Everts tiggered:
Other

Related cameras
Related map:
Inital alam owner:
Iriial alarm priory:

Mam category:

Operator action required

Everts triggered by alam

Alam assignable to Adriristrators:

Vanguard event By Nelysis
What to do in 6ase of Vanguard event

Analytics Events

Villeston Notfication Test - port state

[vanguard

<|l<|lslls

© 2019 Nelysis All rights reserved.
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Per the Alarm rules, configured in the
Milestone XProtect Alarm Definitions,
Vanguard Alerts are displayed in the Alarm
Manager, containing all relevant information
for monitoring.

® 5920 Milestone Notification Test - port state - Vanguard - O X

3:23:32.000PM p» »

Camera: Go to Alarm Time:

Instructions: Assigned to:

Vanguard event By Nelysis State: 1 New
What to do in case of Vanguard event
Priority: 1: High

Vanguard Ref Number - 2019120313233502 Category:
1D: 5920

Source: Vanguard

Alarm: Alamm Definition

Message: Milestone Notification Test - port..
Type:

Time — Rule: Alarm Definition

3:23 PM Initial state: 1: New Location:

Activities:

Tag 192.168.3.249
Vendor Nelysis LTD.
Object:

© 2019 Nelysis All rights reserved. Page 15 of 26
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EE
6. Vanguard Plugin

After you setup your Vanguard system and added Vanguard Plugin to Milestone XProtect, you can
start monitoring your network for any unusual activity, as detected by the Vanguard system.

The Vanguard plugin displays high-level information relating to alerts, events, elements and
elements conversations.

Login to Milestone XProtect Smart Client then select Vanguard Plugin

# Milestone XProtect Smart Client 1273201912351 — B X

Live Playback Sequence Explorer Alarm Manager @ IR  System Monitor -0 7 v
Setup ]

I = = ~ P
(B Generatinto  i= PsNAC i Alents (@ LogicalMAP 8] Physical Map

—_—
Medium J High 3031 A% 33 n
Discovere 1 Discovered Edge Devices Servers System Collectors
s

Top 10 IPs Flows Top 10 Protocols Top 10 Conversations Throughput

651.04 Kbit/s

0bps

Top 10 IPs Throughput System Throughput Top 10 Elements Throughput
0.00 Mbit/s +

1P Address Element Throughput 1 1278
192.168.3201 Video Management  61.57 MbiUs oML 1718
192168100201  VideoManagement  30.08 Mbis | 1078
192.168.3.202 Video Client 13.64 MbiUs a8
192168 1.201 Video Management 6.83 Mbit's.
192.168.100.31 1P Intercom 6.6 MDIS
192.168100.25 Video Edge Device 622 Mbit/s
192168318 Video Edge Device 5,88 Mbil's
192 168100 23 Video Edge Device 5.75 Mbit's.
192.168.100.14 Video Edge Device  5.25 Mbit/s
192.168.100.20 Video Edge Device 521 Mbit's

8T8

778

.00 Mbit/s +———————————————————— 1000 GB

oBytes
121312019 9-19:59 AM 12132019 1:18:59 PM oy

a Note:
U For more information regarding Vanguard System please refer to Vanguard Network
Cyber Management Admin Guide.

Vanguard plugin provides several monitoring screens:

e General Info - displays general information for the "Top 10" items of interest on the
monitored network.

e Alerts - displays information on alerts that occurred in the system.
e PSNAC - displays information on network switches on the monitored network.
e Network Map - displays current logical connections/conversations between elements.

o Physical Map - displays current physical connections between the various elements and
network switches configured in the system.

© 2019 Nelysis All rights reserved. Page 16 of 26
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6.1 Viewing Vanguard General Info

Vanguard Plugin

The General Info displays status of various components in the Vanguard system, and general
information for the "Top 10" items of interest on the monitored network.

A Manager & [NETEER

s (@ LopcalMAB  +37 Physkcal Map

3041 &k 7 e

Top 10 1Ps Flows Top 10 Protocols

Top 10 IPs Throughput ystem Throughput
s

1P Adtress. Element Theoughput
182.168.3.201 Video Management 61,13 Mbils
162168100201 Video Management 30,08 Mbils
1921683202 Video Client 13.42 Mbws.
Video Management 663 Mbits.
17 Intercom 656 MU
VideoEdge Device  6.23 Mbits.
] Video Edge Device 5,26 Mbitss
19216810023 VideoEdge Device 575 Mbits
19216610014 VideoEageDevks 525 Mbs.
15216810020 VideoEdgeDevice 5.2 Mbis

The main sections of this screen include:

3051 AY
Eage Devices

. ~onversations Throughput

Top 10 Elements Throughput

1278

Vanguard NCM
Core Server
Status

Components
Status

Alerts Status

Traffic
Information

e aHeader with buttons for accessing other functionality in the Vanguard plugin.

e Alerts Status Buttons that display alert status and enable quick access to alerts by

their severity.

e Critical Components Status that display the critical component status.

o Traffic Information display general information various “top 10” traffic collections.

© 2019 Nelysis All rights reserved.
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6.1.1 Alerts Status Buttons

Each Alerts Status button displays the status according to alarm severity, and provides quick access
to alert panes that are pre-filtered according to the selected severity.

The levels of severity are:
e Low Discovered
¢ Medium Discovered

o High Discovered

6.1.2 Critical Components Status

Each Critical Components Status displays the status according to the components type as monitored
by Vanguard as follows:

o Edge Devices - displays the status for Edge Device elements.
e Servers - displays the status for Server elements.
e System Collectors - displays the status for the Vanguard System Collectors.

e Switches - displays the status of the monitored switches.

6.1.3 Traffic Information

The Traffic Information section provides a visual overview of the "Top 10" items of interest
according to the following categories:

e Top 10IP Flows

e Top 10 Protocols

e Top 10 Conversations Throughput
e Top 10 IPs Throughput

e System Throughput

e Top 10 Element Throughput

You can view additional information by hovering on the graphs.

© 2019 Nelysis All rights reserved. Page 18 of 26
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6.2 PSNAC

The PSNAC menu enables you to view detailed information about the network switches on
the monitored network.

1AM — @ X
-9 ¥ -

3 0 5 3 Medium High
Discovere Discovered

110TR Moniloring_Cnly.

Switches List

Switch Overview

The main sections of this screen include:
e Switches List — a list of the monitored.

e Switch Overview & Ports Status - Each Port Status displays the current status, and
provides quick admin control on the selected port.

To view system alerts:

1. Inthe header, click PSNAC Dashboard.

2. Switches with violations are Aruba 25205 1521665 241 HP

Cisco IE2000 192.168.3.246 Cisco Systems

marked red. 2 s i o

3. Select switch you want to view, selected switch is marked blue, and switch port status
appears in switch overview.

© 2019 Nelysis All rights reserved. Page 19 of 26



Vanguard Plugin Installation Guide

Switch preview:

Vanguard Plugin

You can view additional information by hovering on the switch ports.
. E Port link down.
. - Port link down.
. DAIerted port.

o u Port is shutdown.

To perform additional actions on individual port:

1. Right-click the required port and click the required action. -

© 2019 Nelysis All rights reserved. Page 20 of 26
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6.3 Viewing Vanguard Alerts

The Alerts menu enables you to view detailed information about system alerts and filter
the information as required.

ARSI — @ X

Alerts Filtering

Alerts
Information

243597

192.168.3.251

The main sections of this screen include:
o Alerts Filtering Use the filters to narrow down the list as required.

e Alerts Information that display the critical component status.

To view system alerts:

1. Inthe header, click Alerts.
Time Selection Method: @ Time Range Quick Time Range

2. Use the filters to narrow ==t (D

down the I|St as requ”«-ed. Status: New + Open = Severity 3 =| Search By Text

© 2019 Nelysis All rights reserved. Page 21 of 26
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To perform additional actions on individual alerts:

1. Right-click the required
alert and click the
required action.

The main options of this menu:

2019110309412584  Low
2019110309412585  Low

2019110309412586  Low

Vanguard Plugin

Alert Details ~ MCEAP was detecied
Close Alert elements disconnection were detected on network switch

Filter * | new elements were connected to network switch in the last 1 hour

o Alert Details provide information about the events triggered the selected alert.

e Close Alert close current alert.

e Filter quick filtering functions

To view Alert details:

1. Right-click the required
alert and click Alert
Details.

Alert Summary is opened,
displaying list of events
triggered the alert.

To locate a Physical connection:

2019110309412584  Low
2019110309412585  Low

2019110309412586  Low

Alert Summary

2019120811333718

1232019 13337 PM 192.168.3248  Invalid MAC on Swilch

Alert Details ~ MCEAP was detecied
Close Alert elements disconnection were detected on network switch

Filter * | new elements were connected to network switch in the last 1 hour

AleniTime 12032013 13397 FM Element P, 1921683249 LastUpozte

Eiement Type:  RoulenSwilch  Lasl Hancled By.

12002019 13337 Pl
Status: New
Sevenity:  Waming

MAC violation was detecled on switch 152.168.3.248- port number 2 - Fa-0/012.0 - New MAC - 00:22:30:02.32.2b - Of

The Vanguard system enables the user to identify the physical connection of an element that has

triggered an Alert.

1. From Alert Summary, Right-
click the required Event and
click Locate Element on Map.

ted to network switch

Status

Alert Time 12/3/2019 2:068:41 PM Element IP: 192.168.3.249
Status: New Element Type:  Router/Switch
Severity: Warning

Last Update User Event Data

Locate element on MAP
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The Physical Map is displayed, and the
relevant element is marked marking with a
green border.

Vanguard Plugin
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6.4 Logical MAP

The Logical MAP menu enables you a visualization of the current logical
connections/conversations between elements detected by the Vanguard System.

Alarm Manager @

Components
o R -5 ocaia = Filtering

+| Vendors: |ANVendorsSekecled | Protocols: | Multple Protocols Selected + [

MAP Overview ]

The main sections of this screen include:

e« Components Filtering Use the filters to narrow down the list as required.

e MAP Overview displays the current elements status and the logical
connections/conversations between the different element.

To view Logical Map:

1. Inthe header, click Logical MAP.
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To locate an Element connection:

Vanguard Plugin

The Vanguard system enables the user to identify the physical connection of an element.
1. From Logical Map, Right-click the require |

$ Logical MAP ' Physical Map
jors: | All Vendors Selected ~| Protocols: | Muttiple Protocols Selected ~| [ Show Ref Profile
NG e SN Eme Emg 7] e ) [[F

82188342 162 168 Locate Element On Map 192 ean 13 1821681 162152 1681140162 1681, 163152 188,185

<
’

Element and click Locate Element on Map.

w2 ea 1

i

82388,

1921184

The Physical Map is displayed, and the
relevant element is marked marking with a
green border.
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6.5 Physical MAP

The Physical MAP menu enables you a visualization of the current physical connections
between elements & the network switches monitoring by the Vanguard System.

To view system alerts:

1. Inthe header, click Physical MAP.

2. MAP Overview displays the current status and the physical connections
between elements and switches.
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