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Introduction

This manual provides an overview of Scylla Alarm Receiver plugin for Milestone Video
Management System (VMS) and instructions on how to use it.

This plugin adds additional functionality to Milestone Video Management System to
support Scylla Al Modules.

Scylla has two-way fully integration with Milestone Xprotect system which means that
it takes input from Milestone Server and reports back to Milestone Smart Client.
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Scylla Alarm Receiver Setup

Scylla Alarm Receiver setup file for Milestone can be downloaded from Scylla's Cloud
Dashboard.

Prerequisite:

- .Net Framework 4.8

- .Net Runtime 6.0

- Milestone ONVIF Bridge

- MS SQL Express with Local System Account having the dbcreator role enabled

Right click on the Local System Account -> Properties -> Server Roles and enable
dbcreator

B Login Properties - NT AUTHORITY\SYSTEM - o x

i7#3 Selecta page

ey T
M BUILTIN'Users *
& DESKTOP-BSVBGOS\Admin 5 User Mapping Server ol is ussd 10 grant serverwide sscunly prviegesto 8 user
& NTAUTHORITYSYSTEM K Secursbles
& NTSenvice\MSSOLSSOLEXPRESS | # S
& NTSERVICE\SQLWriter
& NTSERVICEWinmgmt
.

LT scipt ~ @ Help

Server Rales
Credentials
rver Cbjects
plication
anagement
vent Profiler

Connection

Senver:
DESKTOP-BSVEGQS\SQLEXPRE
Canpection

DESKTOP-BSVBGAS Admin

Wi Mew comecton ompenties

Ready

[ ok ] conesl
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To setup Scylla Alarm Receiver do the following:
1) Open the ScyllaAlarmReceiver.Milestone.Setup.msi file. Click Next.

#3 Seylla Alarm Reciver for Milestane 1.0.0 Setup . x

Welcome to the Scylla Alarm Reciver for
Milestone 1.0.0 Setup Wizard

The Setup Viizard will install Soylla Alarm Redver for
Milzsbone 1.0.0 on your compuber, Chok Mext to continue o
Cancel to exit the Setup Wizard.

Bac Mext Canzel

2) Specify the installation path.
For example C:\Program Files\Scylla\Scylla Alarm Reciver for Milestone
Click Next.

#8 Seylla Alarm Reciver for Milestone 1.0.0 Setup -
Destination Folder
Click Mext to install to the default folder or dick Change o dhoose anather,

Instal Scylla Alarm Redwver for Milestone 10,0 to:

:\Program Fles\Soyila\Scylla Alarm Recver for Miestone

Change...

Back Maxt Cancel

3) Click Install.
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ﬁ Scylla Alarm Reciver for Milestone 1.0.0 Setup

Installation settings. Click Cancel to exit the wizard.

Back

Ready to Install Scylla Alarm Rediver for Milestone 1.0.0 “ {sonua,

Click Install to begin the installation, Click Back to review or change any of your

O SCYLLA

Cancel

4) Click Finish.

ﬁ Scylla Alarm Reciver for Milestone 1.0.0 Setup

Completed the Scylla Alarm Reciver for
Milestone 1.0.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.
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Configuring Scylla Alarm Receiver

Make sure ScyllaAlarmReceiver service is running.

4 SCPalicySve Smart Card Removal Pelicy Stopped ne
‘iq-lla.ﬁ.larmﬁ.ecm-'erﬁ?ﬁﬁ ....... Sq.-llaAIarmR:ecewer ................................ Hunnlng .................
Tk SDRSVC Windaws Ba:kup S'I:npped S[

Launch the Scylla Alarm receiver and the below window will show up

Fill the Server Credentials

- Scylla Alarm Receiver - x

Enter Milestone Server credentials and click Login.
After Successful connection to the server, new configuration fields will be displayed.
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<+ Scylla Alarm Receiver — *

Connections Server Credentials

Directory

Username

Media Gateway Credentials

Host/IP
Port

Username

e:B090api

Fill the Media Gateway Credentials

Need to install Milestone Onvif Bridge.
Note: ONVIF bridge only supports H.264 stream.

Host/IP: IP address of the ONVIF Bridge (same as Milestone Server)
Port: RTSP port in ONVIF Bridge configuration

Xprotect Management client -> Onvif Bridges

Sie Navigation SRR OHVIF Bridges ~ 1 [JOMVIF Bridge Information

S ¥ DESKTOP-BSVBGQS - (22.28) A= G onviF ericges ONVIF Brdoe setinga idesktop bavbaas)
E () deskiop-bavboos.

ONVIF port-

3

RTSF pott:
[ss¢

ONVIF user credentals:
Crval
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Username & Password: Credentials for ONVIF Bridge.

Xprotect Management Client

Create a new Basic User, then add it to the Administrator role.

In the Onvif Bridges page, Type Username and Password and Click Add user.

ONVIF user crodentids:

Now type the same username and password in the Scylla Alarm receiver, under Media
Gateway credentials.

Fill the Scylla Plugin credentials

Username & Password: Set username and password that will be used in the Scylla
Asteria or Scylla On-premise dashboard Alarm Endpoint configuration page to
establish a link.

Click Save.
Click Save Configuration.
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Scylla Dashboard Configuration

Open the Scylla Asteria or Scylla On-Premise Dashboard.
Go to Account menu -> Settings

| o | LOCAL
o 04:49:38 PM +04:00 Fri

local company
04:50:25 PM +04:00 Fri

Profile
& Settings

Settings

A Error Logs Event Rules

% Activity Log = Activity Log

User Management
Logout

i+ Logout

Scylla Asteria Scylla On-Premise

Now navigate to Integrations menu

# HOME W« CAMERAS @ ALARMS | EVENTRULES | o | LoCAL

a technologies Inc. 104:50:32 PM +04:00 Fri

/o Settings Integrations | Add new +

& Preferences NAME DESCRIPTION TYPE AUTHTYPE

Integration list is empty
& Customization

» Alarm Endpoints

) Arm [ Disarm

o~ APl Management

Click Add new +
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Create Integration

Name

| milestone integration |

Type

B Milestone ~

Desocription

B Automatically create alarm endpoint

Name: name the integration

Type: Select Milestone from the list

Description: Add a description if needed

Server IP/Hostname: IP address of the Milestone Server/Scylla Alarm receiver

Port: 8090

Auth Type: Basic or Bearer (select Basic)

Username: username that is set in the Scylla Alarm Receiver -> Scylla Plugin credentials
part

Password: password that is set in the Scylla Alarm Receiver -> Scylla Plugin credentials
part

Click test to test the connection, if successfully connected then a message will be
displayed.
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Automatically create alarm endpoint: If enabled, an alarm endpoint will be
automatically created in the settings-> alarm endpoints

Importing Cameras from VMS

Scylla Asteria

Go to Cameras page and click add new +

Select Import From VMS
Add new <

ARl Add IP Camera

Import From YMS

Onvif Discovery
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Add VMS Cameras

URL

TGy g3 168.11.106:554/06148c31-9927-4413- blac-alc4f3Tc315a/live

Tiap e 105 166.11.106:554/249fcfc8-T0dc-40c3-8552- The8375704d O live

T/ w1 ) 158.11.106:-554/441e8396-c7dB-49a2-Bcfe-De3af 2616/ live

Tiggff e =107 168.11.106:554/91469a2a-db36-4f74-se0d-ac56fcié18a2 flive

Rows per page 10+ 1-40f 4

Select the Integration created previously from the drop-down menu.

Cameras from Milestone server will appear in this window, enable the cameras to be
imported to Scylla Asteria.

Click Create

The imported camera(s) will be shown in the Cameras page.

4 HOME W« CAMERAS M@ ALARMS | EVENT RULES

TRANSACTION ID BUILDING ADDED AT PATH

/00000001-0000-babe 0008-
BO79FTdS... 1 18-08-2023 0519 PM 9208ca670689/live
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Scylla On-Premise

Go to Sites page, select a site -> Properties -> Manage Devices

@ 1ST SITE

- I8 Default

v & Live
@ Add Camera

Select Live Stream and click Next

DEVICE TYPE

Send motion frames or short video clips from your video devices through

Event Based [Sc Appliance]
Scylla APIs

Select Milestone and click Next
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INTEGRATION TYPES

—_—————————— -
| mrse] RTSP | [ ren] Genatec
L N
-/

| 1scviLavms] Scylla VMS | | Ll milestone
e -

-
[MX] Network Optix
L

Select the integration from the drop down menu and the cameras on Milestone server
will appear.

Create Integration

Rows per page 10w

Enable the cameras that will be imported to Scylla on-premise server.
Click Create & Continue
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The imported camera(s) will appear under the group

¢ MILESTONE TEST

- I Default
A ml

W HikVision DS-2TD2617B-6/PA (192.168.11.118) - Gi 15
Camera 2

Now, go to Al modules -> select the module -> click on deployments and deploy the
cameras.

Once deployed, the alarms will appear on Scylla Dashboard and Milestone Smart Client
(alarm endpoint and event rule should be already configured).

Configuring Event Rules

Event rules are created to link the events, schedules and actions.

Scylla Asteria

Go to EVENT RULES page click Add
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Event Rules

‘ milestone integration

All Event Types

Name the event rule, select the event type (default is All event type), Select the
camera(s) whose event will trigger the action (default is All cameras), select schedule
(select the default 24/7 from drop down menu or create new schedule by clicking
create schedule).

In the action select HTTP Endpoint and for HTTP Endpoint select MILESTONE.

Click Save.

Now click Apply configuration on top.

|' o | LOCAL
| | 05:49:16 PM +04:00 Fri

Apply configuration

Now Scylla Asteria is ready to send the alarm to Milestone Xprotect Smart Client from
camera(s) that are configured in the Event Rule.
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Scylla On-Premise

Go to Account Menu -> Event rules
| T | local company
| D601:04 PM +04:00 Fri

Profile

-
& Settings

Event Rules
9 Activity Log

2 User Management

-+ Logout

Event Rules

Name

" milestone event rule

Event Type

‘. All Ever ves |

Devices

Name the event rule , select the event type(default is All event type) , Select the Site
and camera(s) whose event will trigger the action (default is All Sites & All cameras) ,
select schedule (select the default 24/7 from drop down menu or create new schedule
by clicking create schedule) .

In the action select HTTP Endpoint and for HTTP Endpoint select MILESTONE.

Click Save.
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Now Scylla On-Premises is ready to send the alarm to Milestone Xprotect Smart Client
from camera(s) that are configured in the Event Rule.

Milestone Xprotect Management Client
Configuration

Metadata configuration

To add MIP(Metadata Provider) navigate to Recording Server — Select Server under
which you want to add it.

o 50IM
e S o0 DS 21026 178-6/PA (192 168.11.118)

= 21026178
e=111P Drivor focathost) |

Model

Click add new Hardware and Select Manual.

You will be prompted to add a login and password on the next page. Add new one with
username "root" and password "password"
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Add Hardware O X
Optionally, specify additional user credentials to connect with if the hardware is not using the factory defaults. ‘
milactnna
Include User name Password Add

v (Factory default) ssssssee

D S8t

admin sssssses

a root essssses

Help <Back [ Next > J Cancel

Select Milestone.

In the next page, add the address of the Alarm receiver. If it's on the same server you
can write "localhost" otherwise insert the correct IP address. Set Port to 52123 and
select Hardware Model as MIP Driver.

Next, add the metadata to the cameras that will be used for integration.

Cameras — Select Camera — Related Metadata.

S0 Nevrgs X [owices SV Propenes

S

0 Sevens “» Co

P Recordng Servers
£

Chent setiongs

HiVision DS-2TOZ617B6PA (152 168 11.115) - Microphone 1
Rolased speakes
HiVisica DS-2TO617B 6PA (152168 11.118) - Speaker 1 (=™

~Haladenga.
Drivar (localhosy) - Metadata 1

*
© Rues and Events

Congratulations! The metadata step is finished.
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Analytics Event & Alarm Definition

Go to Tools - > Options -> Analytics Events

& Milestone XProtect Management Client 2023 R2

File View Action Maintenance [Tools | Help

HY el & Registered Services...

Site Navigation P\ Effective Roles...
B 7Y DESKTOP-BSVBGQS - (23 2o s
&[T Basics HJ Options..  Cti+O d

= license Information

Enable the Analytics events

| Options X

Access Conirel Seftings  Anslytics Events  Customer Dashboard  Alarms and Events  Generic Events  Incidents € >

Analyics evenis

Por
5090
Securty

Events alowed from.

@ Al network sddresses

() Specified network addresses:
[ Adress

Import

Right click on the Analytics Events -> Add New
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Site Navigation + 7 X ||Analytics Events i I:m:\','tvcsE\enfs Information

| §9 DESKTOP-BSVBGQS - (232a) AT EE——
& Lic ation

& Refresh F5

Name the analytics event in the following way (create analytics events for each Scylla
Al module you want to receive alarm from):

e Intruder Detection System-> scylla:event:ids

e Gun Detection-> scylla:event:gun

e Suspicious Shopping Behavior-> scylla:event:tds

e Slip And Fall Detection System-> scylla:event:snfds

e Smoke And Fire Detection System-> scylla:event:sfds
e Fight Detection System-> scylla:event:fds

e Industrial Temperature Monitoring-> scylla:event:itm
e Face Recognition System-> scylla:event:frs

e Robbery Mask Detection-> scylla:event:rmd

e Traffic Flow Analysis-> scylla:event:tfa

After creating the needed Analytics events, click save button.

e View Action Maintenance Tools Help
9 D

havigation ~ 3 x JAnclytics Events ~ 7 fAnalytics Events Information

5 @& DESKTOP-B8SVBGQS - (23.22) A2 T Analytics Events 1
= (0 Basi ® Analytics Event e

[soyta eventids]

]

Description:

ng Servers
B Failover Servers

1 -3} ONVIF Bridges

& B Devices

o Camerzs
& Microphones
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Now need to create User-defined Event

5ite Navigation - 4
= Servers
o Recording Servers
& Faidower Soanvers
) Metite Servers
1) Open Network Bridge Server
R Dovices
" Camenmns
# Micraphones
@ Speaiers
% Metodata
o Ingut
V Output
8 Client
BB Smat vall
B9 View Groups
£ Sman Chent Profiles
& Managemeet Client Profiles
ED Matrix
@ Rules and Evests
(] Rules
1) Time Profiles
1 Notdication Profiles
User-defined Events

B Ganenc Foants

Usar-defined Events
= % Evonts
A
R soylaovent ids
B scyla event ids parson

Name can be anything .

Usor-dofined Event Information

Hame:
seylla event

Scylla User Manual

Scylla -Milestone VMS integration

st

Now navigate to Alarm Definitions page in the site navigation list.

Site Navigation ~ ]

155 Axis Oneclick Camera Connection A

£ St Client rofies
2 Mansgemer Clent Prcfiles
Matix
& B Rules and Events
[E) Rules

) Time Profies
Nosifcation Profles
B/ Userdefined Events

=19 Metadata Use

Fir Access Control

Right click on the Alarm Definitions->Add New

& Harm Defiriions

~ 9 | arm Definition Information

Document Version 2.0.0
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Site Navigation » 3 X JAlarm Definitions - 3 l.:alarn‘ Definition Informatic
[ [y Awis One-click Camera Connection A R ] Alarm Dy =
S @ Senvers [ AddNew.. cueN |
i HJ) Recording Servers 2 Refresh F5
ﬂ Failover Servers
(G} ONVIF Bridges
=] Fk;b Devices
o Cameras
& Microphones
@ Soeskers
G Metadata
oo Input
Yy Output
=63 Client
B Smartall

Selected

5 Vikiision DS-2C01243G0-IUF (14

= HikVision DS-2CD2123G0-1 (192.7

© A alam only sppears onth

Aam manager vew

Restedap [

Operator action requined

Tt I z
Everte mageree Cancdl | | Select

Other

Related cameras Select

Name: Alarm Definition name (e.g Scylla IDS Alarm Definition)
Triggering event: Analytics Events & choose the appropriate analytics event created in
the previous step from the list (for IDS its scylla:event:ids).

Sources: Click Select and Add the cameras that are related to this Analytics event to
the right window (e.g cameras that are deployed with IDS module). Click OK.

If needed choose a time profile (to send alarms to Smart client only during that time)
Choose the initial alarm owner which is the default user responsible for the alarm.

In the lower part, in the "Events triggered by alarm" insert the user-defined event that
was created before.
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Other

Related cameras: 2items selected (HikVision DS-2TD26178-6/PA (192.168.11.118) - Camera 1, HikVision DS-2TD26178-6/PA (192.168.11.118) - Camera 2} Select..

Initial alarm cwner, w
Initial alarm pricnty: 1: High w
Alarm category: -
Ewvents inggered by alamy: - s:ﬂa'ewent-ds Select

Click the Save button.

Rules

Now it's time to create a Rule.

 Output
=3 Client
Smart Wall
B2 View Groups
£2 Smart Client Profiles
£2 Management Client Profile
Matrix
= E* Rules and Events

Rules =
&9 Time Profiles

4 Notification Profiles
® User-defined Events
® Analytics Events
¥, Generic Events
&S Webhooks

= f Security
¥\ Roles
& Basic Users

= @) System Dashboard
[ ] Current Tasks
@ System Monitor
&+ System Monitor Thresholc
& Evidence Lock

-

Rules to trigger recording on the video.
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§ Manage Rule

Name: New scyllaiids rule|

Description

Active: [ -]

i Step 1: Type of rule
Select the rule type you want to create

[+]Perform an action on <event>
(©) Perform an action in a time interval
() Perform an action on a <recurring time>

Edit the rule description (click an underlined item)

Perform an action on event

from devicesfrecording server/management server

Help Cancel < Back

Next >

Finish

() SCYLLA

Select "perform an action on <event>" and then click on blue event and select newly

created analytics event

Select an Event

2%
# (2 Hardware
@ %P Devices
= § External Events
@ tf) Recording Servers
#-§ System Monitor
® % Other
=% Analytics Events
=& Analytics Events
¥ scylla:event
& scyllarevent:ids (Analytics Events)

[ oK

)

then select cameras that are used in the integration.

Click next.

Document Version 2.0.0
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Select start recording on <device> and start recording immediately on the devices
from metadata

Manage Rule = o X

Name: New scylla:ids rule

Description
Active: ]

Step 3: Actions
Select actions to perform
[]Start recording on <devices> |
() Start feed on <devices>
() Set <Smart Wall> to <preset>
() Set <Smart Wall> <monitor> to show <cameras>
() Set <Smart Wall> <monitor> to show text '<message>'
(J) Remove <cameras> from <Smart Wall> monitor <monitor>
(7) Set live frame rate on <devices>
() Set recording frame rate on <devices>
() Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>
() Start patrolling on <device> using <profile> with PTZ <priority>
() Pause patrolling on <devices>

Edit the rule description (click an underlined item)

Perform an action on scylla.eventids (Analytics Events)
from HikVision DS-2TD2617B-6/PA (192.168.11.118) - Camera 2, HikVision DS-2TD26178-6/PA (192.168.11.118) - Camer

start recording immediately on the devices from metadata
Help Cancel < Back Next > FEinish

In next page need to specify when to finish recording.

Select perform action on the User-Defined Event that was also being triggered by an
alarm. and set the recording length as much as you want. (Preferably 4 secs).

Manage Rule = m] X
Name: New scyllaids rule

Description:

Active: 2

Step4: Stop criteria
Select stop criteria
() Perform stop action after <time>
No actions performed on rule end

Edit the rule description (click an underlined item)

Perform an action on scyllaeventids (Analytics Events]
from HikVision DS-2T| 17B-6/PA (192.168.11.118) -
start recording immediately on the devices from metadata

Perform stop action on scylla.event
from External
stop recording 4 seconds after

Help Cancel < Back Next > Finish
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In the end it should look like this.

Rule Information
Name:
New scyllaids rule

Description:

B Active

Definition:
Perform an action on scylla:eventids (Analytics Events)

from HikVision DS-2TD2617B-6/PA (192.168.11.118) - Camera 2, HikVision DS-2TD2617B-6/PA (192.168.11.118) - Camera 1
start recording immediately on the devices from metadata

Perform stop action on scyllacevent
from External
stop recording 4 seconds after

Milestone Smart Client

Alarms from Scylla system will appear in the Xprotect Smart Client Alarm manager.

Exports Search Alarm Manager % | Incidents System Monitor

'Y On heid (0)
Y Closed (0)
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It is possible to create separate views for Scylla integration in the Views page and add
to them the alarm list & alarm preview to organize alarms.

Click Setup -> create new view -> select the layout template -> name the view -> expand
Alarms in the System overview -> drag and drop alarm list & alarm preview.

Sorvers
DESKTOP-BSVBGQS

=
=
=
=
=
=
= 3
@ 2
=
=
@ 31

We value and appreciate your feedback. If you have any questions or suggestions,
please contact support@scylla.ai or submit a request to the Scylla Help Center at
https://support.scylla.ai/portal/en/home.
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