Version: 1.3.0

Creation date: May 13, 2021

Scylla IDS
(Intrusion Detection System)
Plugin for Milestone VMS

This plugin adds additional functionality to Milestone VMS (Video Management
System) to support Scylla Intrusion Detection System (IDS).

The Al-based Scylla IDS system is dedicated to support existing intrusion detection
solutions that are based on non-managed motion detection. The main goal of Scylla
IDS is to add smart identification features to otherwise “blind” and not accurate
embedded alarm systems of cameras thus reducing the number of false positive
alarms. In the core of Scylla IDS is the state-of-the-art “person/car detection and
classification algorithm” that double checks the scenery for people/car and filter out
the cases where the detection does not contain subjects of interest. Scylla IDS is
two-way fully integrated with Milestone XProtect Smart Client alarm management
system which means that it takes input from Milestone VMS and reports back to
Milestone Client. In current implementation the analysis takes place on a
cloud-based server, but local deployment of the Al-core engine is also possible.

In the current version (v1.3.0) Scylla threat detection functionality is added to the
intrusion detection system already existing in previous versions (v1.1.0 and v1.2.0).
New version of the plugin adds gun/rifle detection which can be enabled in plugin
settings.
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1. Introduction to Milestone alarm management
system.

XProtect alarm management system allows to see different events
configured in Management Client as alarms in Smart Client alarm
management tab, get notifications and see recorded preview and additional
data from associated cameras.

Custom alarms need to be configured in Management Client then processed
through Milestone Event Server become available in the alarm management
tab. More details are available at Milestone official documentation.

For the Scylla IDS plugin you do not need to configure any alarm manually.
All configurations perform internally when the plugin is activated.

2. Description and configuration of Scylla IDS plugin.

2.1. Introduction to Scylla IDS functionality.

Scylla IDS plugin setup file for Milestone can be downloaded from Scylla
web page or Milestone Marketplace.

Plugin connects to Scylla IDS web server to perform image processing.

Plugin creates a local MSSQL database to store nuccessary data needed
for plugin correct functionality.

Plugin needs additional local storage (any folder with current user
read-write permissions) to store detection frames.

2.2. Scylla IDS plugin setup.
For correct setup please follow steps below

e Double click on Milestone_Scylla_IDS_Plugin_Setup.msi file.
You will see a welcome screen, click on Next to continue.



if?" Milestone_Scylla_ID5_Plugin Setup

Welcome to the
Milestone_Scylla_IDS_Plugin Setup
Wizard

The Setup Wizard allows you to change the way
Milestone_Scylla_IDS_Plugin features are installed on your
computer or to remove it from your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

Back Cancel

e At the next step set the plugin installation folder path.
All plugins developed for Milestone VMS need to be installed in
“‘MIPPIlugins” folder (for example default Milestone path for 64 bit
operating system is C:\Program Files\Milestone, so plugin installation
folder in this case is C:\Program Files\Milestone\MIPPIugins\Scylla-IDS).

ig

Milestone_Scylla_ID5_Plugin Setup

Destination Folder
Click Next to install to the default folder or dick Change to choose another.

Install Miestone_Scylla_ID5S_Plugn to:

::'.'quram Files Milestone MiIFFugns \Soyla-ID6)

Click on Next.



e Click on Install.

if;% Milestone_Scylla_ID5_Plugin Setup

Ready to install Milestone_Scylla_IDS_Plugin

Click Install to begin the installation, Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ) Install Cancel

e Setup needs administrator permissions to install files. Click on Yes.

User Account Contral *

Do you want to allow this app from an
unknown publisher to make changes to your
device?

CAUsers\Aram\source\repos
\Milestone Scylla-IDS_Plugin_Setup\bin
\x64\Debug

\Milestone Scylla_ID5_Plugin_Setup.msi

Publisher: Unknown
File ongin: Hard drive on this computer




e Then click on Finish to complete installation.

iﬁ% Milestone_Scylla_ID5S_Plugin Setup

Completed the
Milestone_Scylla_IDS_Plugin Setup
Wizard

Click the Finish button to exit the Setup Wizard.

2.3. XProtect Smart Client configuration.

° Click on XProtect Smart Client icon on your desktop
then click on Connect
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=87 YProtect® Smart Client 2020 R2

Computer
localhost

Authentication

Windows authentication (current user) ~

Domain: DESKTOP-S5E4P9R

User name

Password

[ Auto-login

If you have already Alarm Management tab on your Smart Client window
go to the steps to setup plugin configurations.
° Click on Setup button at the right side of the window.
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° Add new group and then create new view in that group folder
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No properties available.

° Rename it as per your favor.
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° Use Drag-n-drop functionality to add Alarm List and Alarm Preview
to the newly created view, then press Setup to confirm and save changes.
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2.4 Scylla IDS plugin settings configuration

e Open XProtect Smart Client Settings
0/28/2020 0907 PM = O X

- 6 f -
€5 Settin

B Toggle simplified or acvanced mode

e Click on Scylla-IDS settings menu

€ Settings _ o %
["] Enable Scylia-IDS

Api URL

Api Key
Functions Media Folder
Timeline

Gun Api URL
Export
Enable for Cameras EZIP IPC-T1A20 (192.168.11.53) - Camera 1

|| Network Digital Video HDIPC (192.168.11.15) - Camera 1

Search ONVIF SIPA2B4ATH/4 {192.168.1 - Camera 1
ONVIF SIPA2B4ATH/4 (192.168.1 - Camera 2

Smart map

Joystick ONVIF_ICAMERA HC_SD (192.168.11.202) - Camera 1

Keyboard
Access Control

Alarm Manager

Advanced

Language

Help




e Input Scylla IDS server APl URL, API Key provided by SCYLLA and add
a local folder path where frames of detections will be stored.

Check Enable Scylla-IDS checkbox.

Input Scylla IDS server GUN APl URL provided by SCYLLA.

Check Enable Gun Detection checkbox.

Choose cameras.

After these steps, the settings window will look like the screenshot below.

e Click on the Save Changes button.
e Message box with confirmation message will appear. Click on OK and

Close.
Scylla 105
Scylla IDS Enabled
Configurations are updated.

2.5. XProtect Management Client hardware configuration

Configure hardware devices in XProtect Management Client.
e Open Recording Servers on navigation tab
e Right click on the server installed on your machine



& Milestone XProtect Management Client 2020 R2

File Edit View Action Tools Help

H9 oemn

Site Nawigation + 0 X llRecording Server

El“' DESKTOP-S5E4PSR - (20.28)
{1} Basics

E License Information

"~

B--E'fﬂ Recording Servers

=H] m Expand

~[tf] Site Information | Add Hardware... Carl=N
B“’U Servers Move Hardware...
ﬂ Mobile Servers Delete All Hardware
E*"EF Devices Rename Recording Server F2
-5 Cameras .
] @ Remove Recording Server
- # Microphones
@ Speakers E Refrech F5
- Metadata
e Input
Q Output
e Click on Add Hardware...
Add Hardware O
Add Hardware
This wizard helps you detect and set up hardware.
Hardware detection method:
() Express (recommended)
Automatically detects hardware on the recording server's local network
() Address range scanning
Secans defined network address ranges and detects hardware models
® Manual
Detects hardware models for manually ertered IP addresses and host names
milestone
Help < Back MNext > Cancel

e Select Manual and click on Next




Add Hardware

Optionally. specify additional user credentials to connect with if the hardware is not using the factory defaulis. ’
milestone
Include  User name Password Add
l:‘ (Factory defautt) TITTITITY Remove
| d
Help < Back Mext = Cancel

e Add camera User Name and Password and click on Next

Add Hardware

Selectwhich drivers to use when scanning for hardware. ’
The more drivers selected, the slower the scanning.
milestone

B RACTY A Select Al
B[] Arecent
B[] &84S Clear All
B[] Besch

B[] Brickcom

&[] Canen

&[] Hanwha

B[] Hik\Visien

B[] Infinava

B[] 1QEye

@ []Jve

B[] LG Electronics

B[] Milestone

B8 [] Mobetix

& ] ONVIF

B[] Panasenic

B[] Peleo

B[] Samsung v

Help < Back Next = Cancel

e Choose your camera type and click on Next



Add Hardware

Enter the network address and port of the hardware you want to add. .
Optionally. select the hardware model to speed up detection.
milestone
Address Part Use HTTPS HTTPS port Hardware model Add
1921681140 80 | O |443 {Auto-detect) v —
Help < Back Mext = Cancel

e Enter IP Address and click on Next
Wait until successful detection and click Next and then Next

Add Hardware

Wait while your hardware is being delecied. ’
Once detection has completed, zelect which hardware to add.
milestone
Detected hardware:
Add  Address Port Hardware model Status
192.168.11.40 E | Hik\ision DS-2TD2617B-6/PA f Success
Help < Back MNext > Cancel

Note: if detection failed please check your camera http port. The default http ports
for ONVIF cameras are usually 8080 or 8000.



Add Hardware

Hardware and cameras are enabled per default Manually enable addiional dewvices to be used. ’
Thehardware and its devices will be d auto-g 1 name=s. Alternatively, enter names manually .
milestone
Hardware name template: Device name template:
Default - Default w
Hardware Camera [] Microphone [] Speaker [] Metadata 1 Input [] Output
Hardware to Add Enabled Name ~
Hik\ision DS-2TD26178-6/PA - 192.168.11.40 ]
Hardware: Hik\ision DS-2TD2617B-6/PA (192.168.11.40)
=B Camera port 1: Hik\ision D5-2TD26178-6/PA (152.168.11.40) - Camera 1
3 Camera port 2: HikVigion DS-2TD2617B-6/PA (192.168.11.40) - Camera 2
& Microphone port 1: O HikVision DS-2TD2617B-6/PA (152.168.11.40) - Microphone 1
@ Speaker port 1: O HikVizion D5-2TD2617B-6/PA (192.168.11.40) - Speaker 1
"o Metadata port 1: [l Hik\ision D5-2TD26178-6/PA (192.168.11.40) - Metadata 1
oo Input port 1: [l Hil\ision DS-2TDZ26178-6/PA (192.168.11.40) - Input 1 hd
Help < Back | Next > | Cancel

e Ensure that amera ports are checked and click Next

Add Hardware

Default camera group:

Camera Group 1

Default microphone group:
Mo group selected...

Default speaker group:
Mo group selected...

Default metadata group:
Mo group selected...

Default input group:
Mo group selected. ..

Default output group:
MNeo group selected. ..

Select a default group for all devices types.
Alternatively. select device group individuslly for each device.

¢

milestone

Devices Add to Group
£

0 Hik\Vision DS-2TD2617B-6/PA (152.168.11... | Default Group

b HikVision DS-2TD26178-6/PA (152.168.11... | Default Group

Help

< Back | Finish |

Cancel

e Click on Finish to complete hardware configuration. New camera will

appear in the list.
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File Edit View Action Tools Help
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Notes.
1. If camera preview is not available after configuration, check hardware
authentication settings:
e Right click on hardware
e Click on Edit Hardware
e \erify/set Username and Password

2. If XProtect Smart Client is already running during configuration you should restart
it for the changes to take effect, otherwise motion detection will not be operational.




2.6. Motion detection settings configuration in XProtect Management
Client.

e Open XProtect Management Client and enable Motion detection
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2.7. Excluded region configurations in XProtect Management Client

e You can choose to configure excluded regions where motion will not be
detected. To enabile it click on Use Exclude Region checkbox.
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e Then click on the boxes of the grid drawn on camera view. The boxes
enabled will be shown in the original color while the neglected boxes will
be in blue. Below example will detect only motions occurring near the



door.
Properties
Metion detection

Hardware acceleration:
(® Automatic

O off

Motion preview

Use left and right mouse buttons to select /clear

1 e ' R X -- §
&) Info {@Seﬂings ﬁ Streams @ Record | on | aFishe','e Lens ﬁ' Events L Client

3.Plugin testing.

If all steps above are performed successfully, after first motion detection at any
person moving in front of the camera, you will see a person detection alarm
in the Alarm List window, and if the gun is detected, you will see a gun
detection alarm in the Alarm List window. Clicking on the report line will open
an additional info view on the right side of the Alarm View window.

-18-2000 Fr b kH-vFchl
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Note.

In the current version errors occurred due to not correct inputs in the settings panel
will be visible only after first person detection as error message boxes.

Scylla 105 Error

Cannot process request to Scylla 1D5 server.
Please check if APl URL or Key are valid.

Error code: Forbidden
Error message: { message " Forbidden™}

4.References.

Milestone software download page:
https://www.milestonesys.com/support/resources/download-software
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