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Overview

The Babylon plugin ensures seamless integration between the Autec Babylon System and The Milestone video system.

This document provides information on administering and usage of the Babylon plug-in.

Features
e Bi-directional communication and control
e Ten different “kinds” / grouping items for assisting with identification on the client map application
e Freely definable context menu action text for each “kind” / group
e Freely definable icons for map items if the default icons do not “fit” the requirements
e Milestone base events to Babylon association
e Camera association to events from Babylon (datapoint attribute display / control)
e Built in Milestone user rights / roles to view, control etc. plug-in items
e Babylon access control events to Milestone Alarm Manager
e Alarm Handling from Milestone to Babylon



Navigation and configuring the Babylon plugin

Navigate to the MIP Plug-ins item within the XProtect Management Client — The MIP Plug-ins version number will be displayed
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Babylon —Milestone plugin integration version 2.1.0.0

e Expand the tree node and select BabylonPI
e Theinitial page will be shown for the plug-in with some information and links to manuals etc.

9 Milestone XProtect Management Client 2020 R3
File Edit View Action Tools Help

=l DESKTOP-D31EFC1 - (20.3a)
= {3 Basics

E License Information
Site Information
EI--EE._';. Remote Connect Services
E,E_'.) Aoais One-click Camera Connection
I}]--m Servers

If]] Recording Servers

ﬂ Failover Servers

@ milestone | XProtect®

ﬂ Babylon PI

Welcome io the Babylon Access control and Milestone plugin

Features included :
- # Microphones

0 Speakers

¥ Metadata

e Input

(;l Output

=-E3 Client

~EER Smart Wall

~E3 View Groups

~ £ Smart Client Profiles

- Management Client Profiles

-= Bi-directional communication and control

- Ten different "kinds” | grouped items for assisting with identification on the client map application

-= Freely definable context menu action text for each "kind” / group

-= Freely definable icons for map items if the default icons are not suitable

Matrix -= Milestone base events to Babylon association
E—}-ﬁ Rules and Events

H_UIES -» Camera association to events from Babylon

@ Time Profiles

~[7 Notification Profiles
!‘ User-defined Events
- W Analytics Events
Generic Events

=helsl Securty

ﬂ Roles

a Basic Users

=@ System Dashboard

El Current Tasks

@@ System Monitor

:: System Monitor Thresholds
- 8 Evidence Lock

m Configuration Reports
Eﬁ Server Logs

-= Built in Milestone user rights / roles to view, control etc. plug-in items

-» Access control events into Milestone Alarm Manager

-= Babylon alarm handling directly from Milestone Alarm Manager

Administration [ user manual :

Administration STG Africa website

[E’ Access Control

EI- Transact

: Transaction sources

k Transaction definitions
EEI--&-! Alarms

I':'l-ﬂ' MIP Plug-ins

=0
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e An additional tree node will be displayed under the Babylon item
o The additional items are pre-defined groups
o Select an item for which you want to add and configure

=%+ MIP Plug-ins
=-[{J Babylon PI
|
E Biometric readers
E EBEreskglass units
Door monitors
Imput Light / Display
E Maglocks Outputs
o Qutputl / Maglocks
E Cutput? ! Group
) Programs / Routines
{J Programs2 | Routines2

Important Note: The Card Readers group needs at least one entry for the system to register and operate correctly!!!
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e Selecting the item will display the item group it a new pane

e Right lick the item and select Add New...

File Edit View Action Tools Help

HYD9 e
Site Navigation ~ 1 X ||BabylonPls

-0 Cameras Al |

-

1 | BabylonP| Information

- Microphones Add Mew ...

Ctrl=N |

@ Speakers
- Refresh
- Metadata & =

F5

-afe Input

----- v Output

=64 Client

B Smart Wall

-5 View Groups

E; Smart Client Profiles

-l Management Client Profiles

@ Matriz

=1 Rules and Events
Rules
&) Time Profiles
~[= Notification Profiles
‘Q User-defined Events
-8 Analytics Events
----- Generic Events
E—:IE@ Secunity
ﬂ Roles
b 8 Basic Users
E—:I° System Diashboard
D Current Tasks
@ System Monitor
ia+ System Monitor Thresholds
g Evidence Lock
e D Configuration Reports
1 Server Logs
¥ Metadata Use

-5, Metadata Search
@D Access Control
E—][% Transact
J Transaction sources
Transaction definitions
-2 Alarms
=5 MIF Flug-ins

EG Babylon
| | Card Readers
~|g Biometric readers
B Breskglass units

Door monitors

| Input Light / Display
E' Maglocks Outputs
- o Qutput] / Maglocks
B Output2 / Group
a Programs / Routines
A Programs2 / Routines2

< >

Site Navigation = Federated Site Hierarchy
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e A pop up to Add Babylon will appear asking the user to “Enter a name”.
o No need to change the name as this is updated automatically when selecting a datapoint.
e Just select OK.

Add Babylon X

Mame: Er'rtt.ra name |

[ oK Cancel
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The BabylonPl Information pane will be opened

@ Milestone XProtect Management Client 2020 R3
File Edit View Action Tools Help

H9 oemn
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Site: Nar\.rinaﬁnp « 1 X |Card Readers
= g2.UNd0 FOP-D31EFCT - (2033) ~ W[ =] T Card Readers
-] Basics | | Enteraname J Find Clear Enabled
; E License Information s
Site Information -lllaaderhere to group by that column Group: Card Readers I_ [ change map icon for this group

= Ei'g Remote Connect Services
EE_',) Axis One-click Camera Connection
= m Servers

@ Recording Servers

ﬂ Failover Servers

EHE® Devices

- Cameras

- # Microphones

Q Speakers

- Metadats

oo Input

(] Output

=+ Client

B Smart Wall

-E3 View Groups

~£2 Smart Client Profiles

- Management Client Profiles
Matrix

=@ Rules and Events

Rules

(&) Time Profiles

- Metification Profiles

1‘ User-defined Events

- Analytics Events

Generic Events

=heffl Security

?ﬁ. Roles

E Basic Users

=@ System Dashboard

D Current Tasks

. System Monitor

:2 Systemn Monitor Thresholds
- 8 Evidence Lock

m Configuration Reports
Server Logs
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Babylon datapoints

CREATE-TEXTLOG

SELFTEST-DP

SQLALIFECHECK

Dev-K12-M

DevM-CRO1

DevM-CRO2

MILESERVICELIFE

BREAKGLASS1

MAGLOCK1

DOORMONITOR 1

DOORMONITOR2

MAGLOCKZ

BOOKINGPG1

HAMDLER SERVICE

Attribute: l:l
Mormal value: I:I
Activated value: I:I

[ change action text for this group

This selection will effect all icons for this group on maps |

Select custom icon
normal state

Path:  C:\Pregram Files\Milestone \MIPPlugins'\BabylonPIMaplcons\CardReaderMormal.ico

Select custom icon
active state

Path: C:\Program Files\Milestone MIPPlugins‘\BabylonPI\Maplcons\CardR eader Activated.ico

Thiz selection will effect all context menu actions for this group on maps |

Nomal state text
Unblock -

Page 6 of 37
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Babylon —Milestone plugin integration version 2.1.0.0

1. One first has to get or select a datapoint from the table
a. The table also includes search as one types functionality to assist with obtaining the wanted datapoint
In the example below “d” has been typed in the search box which is not case sensitive
All items containing the searched text will be displayed
One can search by type by entering “SY” or just “S” for system types i.e., card readers if required

Card Readers » 1 M Babylon Information
E|| _ Card Readers
i Enter a name | d j Find | Clear |

l]al:d.lm header here to group by that column

Type Babylon datapoints
Y DevK12-M

S DevM-CRO1

Y DevM-CRO2

BI DOORMOMITOR 1

BI DOORMONITOR2

RO HAMDLER. SERVICE

2022/02/14 Page 7 of 37 Stg Africa
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b. The table additionally includes the ability to filter by Type or Name

BabylonPls « 1 Wl BabylonPl Information
= | Card Readers
B
{_ Enter a name |Enter text to search... j Find | Clear | Enabled

Group: Card Readers -

g
a
:
=
F
&
2
3

Trpe Aahwvlon datannin
b PG Values | TextFilters |K32“°1”E"' |
PG
PG | Enter text to search. .. ﬂ I:I
PG
] (all
PG
Cer [ ]
PG [lBo
PG D GR
Wl PG = I:I
1RO
sy
ction text for this group
will effect all context menu actions for thi:
Clear Filter Close
A:
BabylonFls » 1 | BabylonPl Information
=] Card Readers
L Enter a name |Enter text to search... j Find | Clear | Enabled

e

-Ilzﬂdu'hufe to group by that column Group: Card Readers -
Type

Babylon datapoints  [¥]
sy K32-01DEV ( Values | TextFilters
B iy CRO1-DEV
sY CROZDEY |Enter text to search. .. ﬂ
Sy CRO3-DEV
sy CRO4-DEV 1 (al) -
[] ALARM-ZOMED
SY CROL-DEV/1 ] ARM2-STATE-HMI
sY CRO4-DEV/1 "] ARM-BOCKING-DATA
Sy CROZ-DEV/Y [ ] ARM-STATE-TO-HMI
sY CRO3-DEVV [] BOOKINGS
2y K32-01 DEV/V [] BOOK-TEMP-BREATH
[] BREAKGLASS1
s KA [] BREAKGLASSZ
Y CRO1k12 [] FONATT-NTSE AY j
sy CROZ412 SN S
Sy CRO14C12/W ctions for thi
Clear Filter Close |
Sy CROZHK12W Y
o A e g T
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2. Select the datapoint required

a. Note the selected name is displayed in the “Datapoint:” text box.

b. Once the entry is saved after configuration is complete, the name will automatically be saved and displayed under the group i.e., Card Readers group will contain the selected datapoint

Babylon —Milestone plugin integration version 2.1.0.0

Card Readers w 1 M Babylon Information

EI--|= Card Readers
i Enter a name Enter text to search... j Find Clear | Enabled
oup by that column Group: Card Readers ' .
Babylon data
RO CREATE-TEXTLOG ™ Datapoint: |DeviM-CRO1 |
RO SELFTEST-DP
RO SQL-LIFECHECK Attribute: I:I
S Dev-K12-M
Momal value: I:I
oY DevM-CROZ
RO MILESERVICELIFE
Bl BREAKGLASS1 Activated value: |:|
BO MAGLOCKL
BI DOORMOMITOR 1

2022/02/14
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3.

2022/02/14

Babylon — Milestone plugin integration version 2.1.0.0

Enabled — Check box is used to enable or disable the selected data from being polled in the background.

a.

® a0 o

Group — Displays the name of the current group and the group image.

Datapoint — Displays the current selected datapoint (The datapoint to be monitored or send controls to).

Attribute — The attribute in Babylon to be monitored or control.

Normal value — The value of the attribute in the normal state. This is used for display on Smart Client maps and is the value sent to Babylon from the maps to update a “Normal” value.
Activated value — The value of the attribute in the activated state. This is used for display on Smart Client maps and is the value sent to Babylon from the maps to update an “Active” value.

In this example:

Normal value “0” on a card reader indicates card reader unblocked l.e., Unblocked value either sent or received

Activated value “4” on a card reader indicates card reader blocked and shows the icon on the maps as highlighted when in the “non-normal” state i.e., Blocked value of either sent or received

Enabled
Group: Card Readers ‘
Diatapoint: |DEVI‘~"I CRO1 |

Attribute:
MNomal value: EI /

Activated value:

Required

Page 10 of 37

Stg Africa



Babylon — Milestone plugin integration version 2.1.0.0

4. Changing the Map action text for this group if required when right clicking on the icon within Milestone Smart client maps.
a. Ensure “Change map action text for this group” is checked.
b. There is a drop-down list of pre-defined actions.
c. Select the default “Normal” action to perform. i.e., In this case to unblock the reader we need to send it the “Normal value” of 0.
d. Select the default “Activate” action to perform. i.e., In this case to block the reader we need to send it the “Activated value” of 4.

Note:

In the selection box, the user can type their own text if required. This will be stored for future use as well for this item. ——

[+] Change map action text for this group

This selection will effect all contesd menu actions for this group on maps |

Nomal state texd Activate state texd
Unblodk - Blod:

Unblodk i

Close ‘\-
Lack

Stop

oFF Selected actions
Deactivate
Disarm W

A

2022/02/14 Page 11 of 37 Stg Africa



Babylon —Milestone plugin integration version 2.1.0.0

5. Changing the Map icon display for this group if required when displaying icons on the Milestone Smart client maps

a. Ensure “Change map icon for this group” is checked.
b. There are pre-defined icons available in the directory:
c. C:\Program Files\Milestone\MIPPlugins\BabylonPI\Maplcons\
d. Select icons for Normal and Active states to be displayed
b Chenge mapicon for this group _ Opens dialog to icons
This selection will effect all icons for this group on maps |
Select qustom icon
normal state
Path:  C:'Program FlesMilestone \MIPPlugins \gaionP Maploons \CardReaderMormal.ico
Path to icons.
Default path:
Select custom icon C:%Program
SENEEEE Files', Milestone*, MIPPlugins',Baby
lonPI' MapIcons®,
Path: C:'Program FlesYilestone MIPPlugins \BabylonPI¥aplcons\CardReader Activated.ico
9 Open /
T # ThisPC » LocalDisk(C:) *» Program Fles » Milestone » MIPPlugine ¢ BabylonPI »  Maplcons w [ |Enter text to search
S Mew Folder B==
+ [ Deskicp Date modified Type Size
+ # OneDrive > ] 20210715 12:33 Tcon 25,9 KB
v & wayne 202107/15 12:35 Tcon 25,9 KB
v I ThisPC 3l 2021/07/13 11:56 Tron 25,9 KB
v [ Libraries 3| 2021/07/15 0%:07 Icon 25,9 KB
v g Network | 2018/06/03 15:45 Icon 25,5 KB
v ) Catch! g|  CardReaderNormal.ico 2015/06/03 15:45 Tron 35,5 kB
o CtriNormal.ico 20210730 10:40 Teon 25,9 KB
. CtriRed.ico 20210730 11:01 Icon 25,9 KB
. DoorMonitor_Green.ico 2021/07(15 10:31 Tcon 24,9¢8B
. DoorMonitor_Red.ico 2021/07(15 10:35 Teon 25,9 KB
__IDI DummyTtem.bmp 2021/06/23 09:54 BMP File 822 bytes
i Green Light.ico 2021/07/15 11:39 Tcon 25,98
! MaglodkGresn.ioo 2021/07/30 12:53 Tcon 25,5K8
B MadodRed.ico 2021/07/30 12:56 Tron 25,9 KB
@ Redlightico 2021/07/15 11:42 Icon 25,5 KB
= SensorConfroller.lco 2019/06/03 15:45 Icon 25,9 KB
a Server.png 2021f06/23 09: 54 PMG File 639 bytes
a WorkSpacelcon.bmp 202106723 09: 54 BMP File 822 bytes
Fil= Mame: | CardReaderMormal.ico - Open Cancel

2022/02/14
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6. Adding camera and event associations to the system
NOTE:
Before any associations are made, ensure a user defined event is created within the Milestone system!!!

Select the Event / action data tab at the bottom of the window
Ensure Associate camera check box is checked

Select camera required to be associated

Select Add

The added associated camera will be displayed in the Selected pane

oo oo

Associate camera

Groups Selected:
=-1] DESKTOP-D31EFCA B Camera |
Clo= e Bronn
I ..... = Camera 1
..... =0 Camnera 2
..... B Camera 2
[-ICh Metadata Group 1

Add

Remaove

H'ME Event / action data Elwhlmdmaderm Base Events to Babylon

2022/02/14 Page 13 of 37 Stg Africa
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f. Ensure the Associate Milestone event check box is selected
Select the user defined event created
Select Add

= m

Associate Milestone event

Senvers S tad.

|
=-I] DESKTOP-D31EFC1 I Gl BAETRIGG

BABTRIGG
CREVENT
STATEHAMDLE
TestRecord
VALUEOMN

W W N W

Add

Remove

2022/02/14 Page 14 of 37 Stg Africa
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7. Adding Babylon Events for card readers i.e., Unauthorized Opening of door, Wrong access level etc.

2022/02/14

a.

® a0 o

Select the Babylon Card Reader Alarms Tab

Ensure the “Associate to Babylon card reader event” check box is enabled
Two User defined events are created when the plugin is installed and running, namely “CREVENT” and “BABTRIGG”

Select an “CREVENT” event to trigger in Milestone used for alarming

Select Babylon Card reader events to alarm from

(Card Readers ~ 1 ||Babylon Information
E|"|’ Card Readers
~| | DevM-CRO1

Associate to Babylon card reader event

Select alamm event to tigger in Milestone

Semvers

E‘E DESKTOP-D31EFCA
=-{h User-Defined Events
o2 BABTRIGG

E
I -7 CREVEMT

#
i
= SIATEARMDLE
&+ TestRecord
M-+ VALUEON

Cument alarm event to tigger in Milestone

CREVENT

Selected-

+# CREVENT

Remove

Select Babylon Card Reader events to listen for

NEEr teXT 10 seard...

Babylon events

Unauthorized opening of the door
Door is dosed again

Sabotage alarm

End of sabotage alarm

Reader communication has failed
Reader communicates again

¢ | Mo communication

-/ Fnd || Clear |

Firm ID wrong

ID card unknown

Checkdigit wrong

Version number incorrect

ID card has been blocked

ID card not valid

ID card no longer valid

Access not allowed

wrong access level

wrong week day

wrang time

no code input

wrong code input

more than 2 times wrong Code
Emergency alarm

Anti passback alarm

Double access locking

Person has not passed through
Security fault

Babylon card reader alarms

Page 15 of 37
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8. Adding Milestone base events to send to Babylon i.e., Motion Detected etc.

2022/02/14

a.

® oo o

Select the Base Events to Babylon Tab

Ensure the “Send Milestone base events to Babylon” check box is enabled

Select which base events to send

Click on “Select to add base events to send to Babylon” button
To remove selected base events, select which base events to remove and click on “Select to delete base event to send to Babylon” button

Base Event

Ptz Manual Session Started
Ptz Manual Session Stopped
Live Client Feed Requested

Ooooo

|

Motion Detected

Selected [ Current Base Fvents

| Motion Detected

OO ooy

Bookmark Reference Requested
Marked Data Reference Requested
Relative Timer Event

Periodic Timer Event

Recording Started

Recording Stopped

Database being repaired

Running Out of Disk Space
Database Failure: Disk Unavailable
Database Disk Available

Archive Failure: Disk Unavailable

o oo o o

| Select to add base events to send to Babylon

Select to delete base event to send to Babylon

Page 16 of 37
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9. Select save
a. The save icon will change to grey on save
b. The selected datapoint will be shown in the tree node group

10. Changes to the item / datapoint can be made at any time when selecting the item

11. To delete an item simply right click on the and select Delete

NOTE:
Do not rename the selected item to a non-datapoint name, this will cause improper operation of the plugin!!!

€» Milestone XProtect Management Client 2020 R2
File Edit View Action Tools Help

H 9 © e il

Site Navigation ~ 1 X | BabylonPls « 1 |[BEal
= Cameras ~ll = | Card Readers
& Microphones |
@ Speskers Delete
¥ Metzdats Rename
oo Input
_\; Output @ Refresh

—_— - .

2022/02/14 Page 17 of 37
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12. User rights group

USING Card Readers as an example

Navigate to Security
Select Roles
Select role to edit

Select Overall Security tab at bottom of window.

f Overall Security

In the Role Settings pane scroll down to the plug-in group items

Select the item

Babylon — Milestone plugin integration version 2.1.0.0

The rights can be altered here for the complete plug-in group i.e., in this case Card Readers group

File

Save the change

Roles « 1 ||Role Settings

Name
Administrators (Administrators have co
Operators (Default role ciated by the i . System menitor

P testh 2 Aams

", Metadata Search

2022/02/14

Ck Search

E'] Server Logs

] Transaction sources
Transaction definitions

n

| Card Readers

Door monitors

Input Light / Display
e Programs / Routines
@t Quiput] ! Maglocks
E Maglocks Outputs
@ Biometric readers

Select a security group for which to set security

{J Programs2 / Routines2

Full control

Manage

Read

Deactivate control from map
Activate control from map

Manage security

Fole can perform the following on the selected security group

=
)
=

HERERE

0 Info @ User*nd Groups @ Overall Security %Dwim Lﬁ’PTZ @ Speech :Qﬂerrmte Recordings BB Smart Wall 'Q External Events @\J’lewﬁmup G Servers @Matrix Q Alarms E"Aoms Control LPR & MIP
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13. User rights per item
USING Card Readers as an example

Navigate to Security

Select Roles

Select role to edit

Select Overall Security tab at bottom of window

f Overall Security

In the Role Settings pane scroll down to the plug-in group items

Select the item

Ensure only the Read option is selected in the Allow check box

Save the change

File

@ Milestone XProtect Management Client 2020 R3

Babylon —Milestone plugin integration version 2.1.0.0

2022/02/14

LWV
File Edit View Action Tools Help
H9 0e
Site Navigation + 2 X JRoles + 1 ||Role Settings
=@ DESKTQP'OEJOBLS -(2033) Name Select a security group for which to set security
= {11 Basics q\ Administrators (Administrators have co
&l License Information ., Operators (Defauit role created by the i ) Matrix
Site Information B, tests (E] Rules
= {&) Remote Connect Services 2 Sites
@ Axis One-click Camera Connect @ System monitor
& Servers ) & Alams
@ Re.cordmg Servers .5 Metadata Search
1 8 Faxlover Servers Q Search
1 %: (I:C:sm [ Server Logs
P Miciophories ;)] Transaction sources
0 Speakers [£4] Transaction definitions
? Metadata l} Access Control
o Input | | Card Readers
Q) Output & Breakglass units
=53 Client Door monitors
EH Smart Wall @ Input Light/ Display
E3 View Groups © Programs / Routines
£2 Smart Client Profiles @ Outputl / Maglocks
Management Client Profiles E Maglocks Outputs
5} Matrix
(SN zles and Events Role can perform the following on the selected security aroup
(&) Rutes Allow Deny
Time Profiles
B0 Notification Profiles froK conedl O O
‘ User-defined Events B —— |
® Analytics Events [ Read v O I
ﬁ Generic Events - — ' |
T Activate control from map O il
o Manage security O O

= @ System Dashboard
D Current Tasks
@ System Monitor
: System Monitor Thresholds
8 Evidence Lock
E Configuration Reports
F] Server Logs
=P Metadata Use
%, Metadata Search
[f Access Control
{5, Transact
[E} Transaction sources
[4 Transaction definitions
& Alarms
@ % MIP Plug-ins

< >

Site Navigation Federated Site Hierarchy

) Info &8 Users and Groups ) Overall Security &2 Device e PTZ @ Speech Y] Remote Recordings BBl Smart Wall ‘ External Events @ViewGroup D Servers @Maﬂix @ Alarms  [B Access Control J‘BLF’R & MiP

Page 19 of 37

Stg Africa



Babylon — Milestone plugin integration version 2.1.0.0

& MIP
Navigate to the MIP —__ tab at the bottom of the window
Select Babylon to expand the tree view

Select Card Readers to expand the tree view with the items created

~ 1 ||Role Settings

MIP configurations

have co
by the i

.| CRO-K12

’l' Biometric readers
E Breakglass units
Door monitors

BE_ Maglocks Quiputs
-0 Output 1/ Maglocks
[l Output2 / Group
-4 Programs / Routines
w4 Programs2 / Routines2

Security settings for: Babylon

aln{o @ Users and Groups (5} Overall Security &2 Device e PTZ e} Speech ‘¢4 Remote Recordings B Smart\wall ¥ Bxtemnal Events &3 View Group DServers @ Matrix @ Marms [Bk Access Control [ @R & miP
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Selecting Card Readers will show the Overall Security rights for this group of items

Role Settings
MIP configurations

= @ Babylon
o

----- CRO-K12

i [B) Breakglass units
FI Door monitors
@l Input Light / Display
&2 Maglocks Outputs
Ii|-‘-r| Output 1 / Maglocks
Eil o Output2 / Group

FI o Programs / Routines
-4 Programs2 / Routines2

Security settings for: Babylon

[IManage

] Read

[[]Deactivate contral from map
[ Activate contral from map
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Selecting the individual item will now allow individual rights for this datapoint to be assigned

@) [B) Breakglass units

m Door monitors

- Input Light / Display
(Ejg Maglocks Outputs
G- Output1/ Maglocks

G- o Output2 / Group
€ Programs / Routines
@49 Programs2 / Routines2

Security settings for: CR01-K12

MRea

i rol from m
Activate control from map
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Note:
No save is required

Babylon —Milestone plugin integration version 2.1.0.0

Check if the role is assigned by selecting refresh from the Roles pane and selecting the user role

Mzme

Roles ~ 1 §Rolz Sefings
MIP configurations

gg Administrators (Administrators have co
’&; Operators (Default rele created by the i

I Add Role...

Dalats Role Dal

Effective Roles...

Rename Role... F2

Copy Role...

= @ Babylon

= | Card Readers

¢ = CRD1KI2
lil' Biometric readers

(- [B) Breakglass units

FI Door monitors

B Input Light / Display
Elg_ Maglocks Ouiputs
[ o Qutput1 / Maglocks
G- o Output2 / Group
Flo Programs / Routines
-4 Programs2 / Routines2

Confirmation of
change

Security settings for;

CRO1-K12

| Activate control from map
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Babylon — Milestone plugin integration version 2.1.0.0

IMPORTANT
On completion of setting up all the required datapoints or changing any data i.e., changing icons, context menu actions or associations of

cameras etc
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Babylon — Milestone plugin integration version 2.1.0.0

Smart client Maps
Selecting Setup in the Smart client maps

Select the puzzle icon to show the plug-in entered data

Left click on item and drag the item onto the map and exit Setup

# Milestone XProtect Smart Client

* Playback Search Alarm Manager System Monitor

XProtect € | 1by1MAP

— I o 13:38:08 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2022/04/24, To f}
A < ¢

& My Map

4 |3 Private Element selector

4 [W Test View Group Enter filter Millestone Babylon plugin dev map

* 2 by 2 View Bl pevM-cro1

» [&F Smart Wall i
s DRACANOLARADO 1

DOORMONITOR1 )|

=] MAGLOCK1
Shortcut:

4 Alarms

l_ Milestone XProtect Transac

» & DESKTOP-D31EFC1
{5] Carousel
'+ | Hotspot
{) HTML page
(=] Image f
U Map R : AT\ , -

. ™ | = BREAKGLASS1
{4 Smart map ) P AR E ] )

225 Smart Wall
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Babylon — Milestone plugin integration version 2.1.0.0

The item is now displayed on the map

DevM-CRO1

Right clicking the item will display the context menu action text defined for the group of items. In this case Block and Unblock

Millestone Babylon plugin d

DevM-CRO1

Acknowledge alarms
Disable all new alarms

lgnore status

Block
Unblock

Zoom in

Zoom to standard size

# Home
<

Back

m Status details

2022/02/14 Page 26 of 37 Stg Africa



Babylon — Milestone plugin integration version 2.1.0.0

Selecting Block will send an associated value to Babylon and update the state condition on the map (in this example the active state of the card reader attribute SP is “4”)

%  Milestone XProtect Smart Client

) Attributes
* Playback Search Alarm Manager System Monitor
Edit
XProtect € | 1by1MAP v )
= Views @ 133808 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2022/04/24. To fully license E:ﬁ
t& < @ My Map - not fully operational
= Datapoint Description Type Part S5t Card Channe
4 [@w Private
n =R = | Denhd-CRO1 Drewht-CRO1 Sy a0 01 1 01:00
4 |8 Test View Group Millestone Babylon plugin dev map ‘ | | |
— .
1 2 by 2 View code Aftribute |\-"'a|ue & Attribute |Va|ue
» [ Smart Wall EN 1 . EN 1
DevM-CRO1 ER 147400800 ... ER 147401027
B Cameras
: ST 1 ST 1
» & DESKTOP-D31EFC1
PT G PT [
Fo ] FO 0]
Zicvent (SF SP Fl I‘ SP 4 I
» £ DESKTOP-D31EFC1 DOORMONITOR1 I1 ] > I1 8]
| § Iz 0 P 1z o
I3 ] I3 a
I4 ] I4 a
o1 1 01 1
02 ] < 02 a
T1 0.0 Seconds - T1 0.0 Seconds
| Tz 0.0 Seconds . << Tz 0.0 Seconds
7 T3 0.0 Zeconds coo T3 0.0 3econds
MAGLOCKI1 \ T4 0.0 Seconds T4 0.0 Seconds
Pl 2.0 Seconds P1 2.0 3Zeconds
Pz 0.0 Seconds coo Pz 0.0 3econds
BRI ] RI a
=1:] ] 3B a
QF ] QF u]
RR ] RE a
D ] D a
IF ] IF u]
jiles ] nc a
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Babylon — Milestone plugin integration version 2.1.0.0

Selecting Unblock will update Babylon and the map state and vice versa

Any change of the datapoint attribute and defined values within Babylon will update the Milestone Maps (in this example the normal state of the card reader attribute SP is “0”)

Attributes
Sle Edit L Playback Search Alarm Manager System Monitor
XProtect € | 1by1MAP v )
E:ﬁ = Views © 133808 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2022/04/24. To fully I
Diatapaint Description Type Part S5t Card Channel & <> My blap
[Dewt-CRO1 |Deut-CRO1 |5 EE 01 1 0100 [ T
4[4 Test View Group Millestone Babylon plugin dev map
Meode Attribute |Va|ue 6 Attribute |Va|ue
a EN 1 ... EN 1 2 by 2View
130 ER 147400800 ... ER 147401778 P S Wt
u] T 1 T 1 B« Cameras
u] PT [ PT [ » & DESKTOP-D31EFC1
u] FO u} F nl
0 SP q I Sp 0 I 2 Event
g 13 o 1L o » £ DESKTOP-D31EFC1
o 1z u} Iz u}
u] I3 [u} I3 [u}
u] I4 [u} I4 [u}
u] o1 1 o1 1
u] 0z a < 02 a
3 T1 0.0 Zeconds aas T1 0.0 Zeconds -0
3 T2 0.0 Seconds & T2 0.0 Seconds Ry LBREAKGL__AS&
3 T3 0.0 Seconds T3 0.0 Seconds
3 T4 0.0 Seconds ooo T4 0.0 3econds
3 Pl 2.0 Zeconds e Pl 2.0 Zeconds
3 Pz 0.0 Zeconds e Pz 0.0 Zeconds
o RI u} RI u}
u] 3B [u} SEB [u}
u] OF [u} OF [u}
u] ER [u} EE [u}
u] Dh a DA a
u] oF u} DF u}
u] oC u} DC u}
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Smart client Alarms

Babylon —Milestone plugin integration version 2.1.0.0

When alarms are defined within the Milestone System for readers and Rules are correctly setup

@ Milestone XProtect Management Client 2020 R3
File Edit View Action Tools Help

H 9 ©ei

Site Navigation + 3 X JRules

B--“ DESKTOP-D31EFCT - (20.33) ~ il ==
={1] Basics

E License Infarmation
- Site Information
=5y Remote Connect Services
ﬂ} Pais One-click Camera Connection
E}D Servers

: }:ﬁ Recording Servers
ﬂ Failover Servers
%2 Devices

=30 Cameras

- ¢ Microphones

@ Speakers

* Metadata

oo Input

C Output

=+ Client

B Smart Wall

B3 View Groups

£ Smart Client Profiles
E Management Client Profiles
Matrix

[ Rules and Events

() Time Profiles

[ Netification Profiles
- User-defined Events
- Analytics Events
Generic Events
[—}E@ Security

ﬁ Roles

Q Basic Users

9'0 System Dashboard

D Current Tasks
@@ System Monitor

-5 System Monitor Thresholds
éa Evidence Lock
D Configuration Reports
- {'_—'] Server Logs
Metadata Use
Tf\ Metadata Search
Eﬂ Access Control
= {:;L Transact
] Transaction sources
- Tranzaction definitions
=2 Alarms
& Alarm Definitions
ﬂ Alarm Data Settings
n- Sound Settings v
< >

Site Navigation | Federated Site Hierarchy <

2022/02/14

Rule Informaticn

MName:
My CREVENT RULE

Description:

Active

Definition:

Perform an adiolon TestRecord I
from Ext:

start recording immediately on Camera 1
and Set Smart Wall Wayne Smartwall monitor My Monitor using current |ayout
to show the devices from metadata starting in position 1

Perform action 10 seconds after
stop recording immediately
and Remove Camera Group 1 from Smart Wall Wayne Smartwall monitor My Moniter
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@ Milestone XProtect Management Client 2020 R3

File Edit View Action Tools Help

H9 oeif

Site Navigation

(=% DESKTOP-D31EFCT - (20.33)
B {1} Basics

E License Infermation
Site Information

E} |; Remote Connect Services

E}D Servers
iﬂ Recording Servers
ﬂ Failover Servers
£1-%® Devices
-3 Cameras
- ¢ Microphones
@ Speskers
v Metadata
e Input
C Qutput
E-EE Client
- B Smart Wall
-3 View Groups
£ Smart Client Profiles
E Management Client Profiles
Matrix
EH[E Rules and Events
Rules
(&) Time Profiles
-4 Motification Profiles
'Q User-defined Events
‘F;' Lnalytics Events
Generic Bvents
E-effl Security
ﬂ Roles
- 8 Basic Users
E—}o System Dashboard
D Current Tasks
. Systemn Monitor
-t System Monitor Thresholds
8 Evidence Lock
E Configuration Reports
{!__L| Server Logs

[—}’f Metadata Use

"'5. Metadata Search
Eﬂ Access Control
1 Transact
] Transaction sources
Transaction definitions
Alarms
® Alarm Definitions
; ﬂ- Alarm Data Setlings
ﬂ- Sound Settings

<

E} HAois One-click Camera Connection

Babylon —Milestone plugin integration version 2.1.0.0

- O X JAlarm Definitions - Alarm Definition Information
~ | =& Alarm Definitions Alam defintion
% 4 Alarm For CREVENT S
Name: |Alam For CREVENT
Instructions:
Trigger
Triggering event: Babylon Monitor Events i
Access Alam ~
Sources: |NI Card Readers Select...
Activation period
T T Froe, Tways .
() Event based: 3 Sele
Map
o An alam only appears on the smart map if at least one source of the alarm is a camera.
Mam manager view: art ma
® WMap
Related map: My Map -
Operator action required
Time limit: 1 minute ~
Events triggered: | Select...
Other
Related cameras: |Camera 1 Select...
Initial alarm owner: ~
Initial alarm priority: 1: High ~
Alarm category: v
Events triggered by alamn: % Select...

Site Navigation | Federated Site Hierarchy

2022/02/14

Alarm assignable to Administrators:
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Babylon —Milestone plugin integration version 2.1.0.0

Generated Alarms from card readers within the Babylon System will be available in the Smart client Alarm Manager — Note the same alarm message in the Smart Client Alarm Manager
(Babylon Generated Alarm)

A W3AQUEUE [1] Local Server (BBC)

File Edit Data External programs Help

P q P TR AR 48 9 @

A Alarm-queue |® Alarm-info |

Date / time |Tj,rpe |F"ri|:| |C |Site |F'|:|int name |Alarmtext |F'|:|int description
2022/02/14 141854 A\ 00 o Deyh-CRO1 04003443030070; 10-Card unknawn Deyh-CRO1
Enter selection and press <Enters
| ~Jo
Total number of alarms : | 2 |%isible alarms |1 New alarms | 2 Acknowledged alarms ;| 0 2022002/14 14:19:19
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Babylon — Milestone plugin integration version 2.1.0.0

The Icon on the map changes to red for alarm condition

Milestone XProtect Smart Client

[ Ive Playback Search Alarm Manager System Monitor

XProtect < | 1by1MmAP PR—

= Views o 14:18:41 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2022/04/24. To fully Ii

@ < @ My Map

[ Private

4 [ Test View Group Millestone Babylon plugin dev map
B8 1 by 1 MAP

4 2 by 2 View

[@ Smart Wall
DevM-CRO1
Cameras

A DESKTOP-D31EFC1

4 Event

» £ DESKTOP-D31EFC1

l

-0+
BREAKGLASS1

MAGLOCK1
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Babylon — Milestone plugin integration version 2.1.0.0

The Alarm Manager shows the event from Babylon

#¥ Milestone XProtect Smart Client

Live Playback Search W System Monitor

o 14:18:41 Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2022/04/24, To fully license the product, please contact your reseller or find one on https://www.milestonesys.com.
) & My Map Y= | Camera1-2022/02/14 14:20:20.524

Millestone Babylon plugin dev map

DevM-CRO1

Alarms  New (fiter applied) v Clear filter

Quick Filters
Tag

Y New (1) Time Priority Level  State Level  State Name
04003443030070: ID-Card unknown

Y In progress (0) 14:18:57 2022/02/14 1 1 New
'Y On hold (0)
Y Closed (0)

Servers

DESKTOP-D31EFC1
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Acknowledging the Alarm in Milestone will result in the automatic handling of the alarm within Babylon including the Milestone user details of whom acknowledged the alarm.

%= Milestone XProtect Smart Client

Live Playback Search

W System Monitor

Babylon — Milestone plugin integration version 2.1.0.0

Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 2022/04/24. To fully license the product, please contact your reseller or find one on https://www.milestonesys.com.

Millestone Babylon plugin dev map
EI DevM-CRO1

=
DOORMONITOR1

Quick Filters Alarms

I -
| Y In progress (0)

Y On hold (0)

Y Closed (0)

Servers

DESKTOP-D31EFC1

2022/02/14

New (filter applied) Clear filter

Priority Level  State Level

State Name

|

-0~
BREAKGLASS1

e

Message

Camera 1 - 2022/02/14 14:21:29.272

’ unn

Acknowledge

Set on hold

Close

Edit

Disable all new alarms

Print
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Babylon — Milestone plugin integration version 2.1.0.0

{ﬁ WE3Log [1] Local Server
File Edit Help

larm Log

Event Log

2022/02/1414:25:02  Dewhd-CRIM

"HAMNDLER " Alarm finished as Real

?ﬂiﬂ E[desktnp-lﬁ’leﬂ::ﬂwaj,rnec]l

System Log

Site | Date/Time

| Prio | Lat | POINT name

| FOINT LesCriprion

- Handled fram Milestone User -- WyayneC

| AlArm 18Xt

0 2022/02/14 14:25:02

. f T T T TR o T T B R R e LA TR E )

2022/02/14

0

et

DevM-CRO1
2y

Eal a2l m_a__a2_ 1

DevM-CRO1

"HAMNDLER " Alarm finished as Real -...

04003993030070: ID-Card unknown

[LIEN T mnal____ 2 2 11 __ v -1 - A
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Babylon — Milestone plugin integration version 2.1.0.0

Milestone Base Events to Babylon

Base events generated within Milestone are also replicated into the Babylon Alarm logs

A WIAQUEUE [1] Local Server (ABC) — X
sile  Edit Data External prograrms Help

P A i o S @
A Alarm-gqueue l () Alarm-info l
Date / time |T3,rpe |F'ri|:| |C |Site |F'|:|int narme |ﬂxlarmtext Fuoint description
2022402414 14:28:49 & o8 -2~ 0 fdotion Detected Camera 1
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