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Installation guide

Babylon Server

e C(Create a UBI3 port

e Ensure Flags 1,2 and 4 are selected

e Ensure a TCP port number is added e.g. Here we have a UBI port No of 15, insert the number 23??. ?? being
the port numberi.e., 15

e (Create an easy identification name

Create a password
Save and restart Babylon server application

@ YWirdPart [1] Derno Server

File Edit Help
SR BN A
- 53 = vs | T
= Index 'w* Details l
| Mo |Active |Cnnnected ||dentiﬁcatinn |TCF'-F'urT |Actua| Client IP |C|ient Port |N|:|. of Connect
- |15 + TCP - MILESTON 2315 127.0.01 B3644 16
i General Settings l Log Pointers ]
[41 = Activate UBI-Part, N3UBIZR (UBIZ) ar N3UBISR (UBI2) will be started automatically!
[12 = Use TCRAP pratocol (UBI3), else UDP/P (UBI2)
[13 = Activate datagram encryption (UBI3 only)
[]4 = Activate password checking (UBIS anly)
[ 15 = Check IP-Address of client {max. & Clients)
[ 16 = Record datagrams in file "${BABYLONDNTCFLpppp. TXT"
L7 = Activate access rights limitation. The |dentification must be a valid Userid!
[18 = Use a safe TLS 1.2 connection (x609-Certificates required])
TCP port number optional (0 -= 2300 + UBI-Port): 2315
[dentification (max. 3 chars) for Systemlog, Taskdisplay etc.: MILESTON
Passward for encryption and autharization (LUBI3 only): 1234
Receive timeout in seconds (0 = 10 seconds): 0
Client ¥509-Certificate-10 (0..9) if TLS connection: 0

Reserved
Reserved

Reserved

Allowed client IP addresses:
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e Create a Life check datapoint of type “RO”

Installation guide

ﬁ Datapoint-data

File  Edit
= =] @

x N g &
Datapaint Description Type Part S5t Card Channel
|MILESERVICELIFE |MILESTONE BABYLONPI LIFECHECK] IRO ||DD foo fo foo-00
m Datapoint-data |@ Actions | @ Extended data
Cablenumber : I Phys. unit 1 : (] Alarmtext ooa |
Alarmpriority IDU Phys. unit 2 oo Supervisor-code ; A
Category 1: I Phys. unit 3 : oo Autostart graphic Attrival -
Category 2 : I Group 1 oo Autostart routine/DF I ID
Category 3 I Group 2 oo CCTY i}
Category 4 I Group 3 oo Paging : oo

1 The alarm-messages will be written into the event-loghook

[12 Only going alarms will be written into the event-loghook

[3 The datapoint is a guard-contral-paint

4 I it is a maintenance-datapoint

5 If alarms are only allowed to be terminated in normal state

6 Reset Ak Attribute if acknowlegdeffinish alarm

7 PoinType: 0=B1, Al on K32, KDM on K32; 1=KDM an K24 with Normal=1;
[8 PoinType: 2=KDM on K24 with Marmal=2; 3=PID/COPID old

[19 Alarm will be finished automatically after "Retumn to Normal”
110 Alarm will be finished automatically after a certain time {n3.ini)
011 PaintType=0 -> CV is inverted (e.g. for doors with cardreader)
[012 Reserved

[J13 Reserved

[J14 Reserved

[J15 Reserved

116 Reserved
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2. Install the Babylon service

e Run the installer / setup program supplied

BabylonPI Service Installer.exe

e Edit the “BabMileService.exe.config” file

connection string is the connection to SQL

Installation guide

cfgBabyloServerIPAddress - value is Babylon server IP address

cfgBabylonUBI3Port — value of UBI3 port

cfgBabylonUBIPort — value of port number in W3Port

cfgUBITimeout — value of timeout of communication. Default is “10”

cfgBabylonUBIPassword — value of password for UBI3

cfglifeckeckDatapoint — value of Life check datapoint in Babylon

cfglifecheckAttribute — value of attribute to do the life check on. Default is “SA”

cfgMilestoneTCPIPAddressAndPort -value of the IP ADDRESS and PORT of the Babylon server — DO NOT USE
“127.0.0.1”. Format is (IPAddress:Port) e.g., 192.168.1.114:4567

cfgDebugOnOff — value of “0” switches debugging OFF, value of “1” switches debugging ON

[& b i P fig - Notepad++ - X
File Edit Search View Encoding language Setfings Tools Macre Run Plugins Window 7
ey ry=1 | (gl x BE 1 EnEha =@
[ BabMieServics. ve.config £ \
1 k?xml wversion="1.0" encoding="utf-8"?2>
2 E(cunflgura\:)ﬂn)
3 <configSections>
4 | </configSectionsr
5 [ <connectionStringss
3 <add newe="BakMileService.Properties. Settings.MilestoneConnectionString!
7 connectionString=' - OLEXPRESS ; i1 lon:User=tilestone 23
8 providerlame="System.Data.SglClient" />
E
10 r </connectionStrings>
11 <appSettings>
1z <!--Babylon Connection strings—-»
13 <add key="cfgBabylonServerIPAddress"' valu=="127.0.0.1" />
14 <add key="cfgBabylonUBI3Port' value='2315" J
15 <add key="cfgBabylonUBIPort" v 15" [
16 <add key="cfgUBITimeout' value: />
17 <add key="cfgBabylonUBIPassword" value="1234" /»
18 <!--Babylon Lifecheck Datapoint and attribute——>
19 <add key=YcfglifeckeckDatapoint! value='MILESERVICELIFE"/>
20 <add key="efylifecheckBttrilmte’ valuz='§A"/>
21 <i--Hilestone Server TCP Address i.e ("182.168.1.116:4567")-->
22 <add AL T walue=1192.168.1.114:4567" />
23 <!--Use debug "1==ON , D==GFF"--»
24 <add key="cfgDebugOnOff' value="0" />
25 <l--Fath to debug file"-->
26
27 | </appSettings>
28
29 <startup>
30 <supportedRuntime version="v4.0' sku=".HETFramework Version=v4.7.2' />
31 </startups
3z [£  <runtime>
33 <assenblyBinding xmlns="urn:schemas-microsoft—com: asm.v1">
34 O <dependent Assenbly>
35 <assenblyldentity name='"Seriloy.Sinks.Console' publicKeyT: 10" euld nds
36 <bindingRedirect oldVersion="0.0.0.0-4.0.0.0" newVersion="4.0.0.0" />
37 </dependent Assemb 1y>
38 O <dependent Lsserblys
a9 <assenh Lyldentity nane='System.Memory" puwslicKeyToken='co7h13f£od24dd51" culture='neutral’ />
40 <bindingRedirect oldVersion="0.0.0.0-4.0.1.1" newVersion="4.0.1.1" />
41 </ dependent hesenbly>
4z </assemblyBinding>
43 </runtime>
44 </wont iguravions

etensible Markup Language file

e Save and close the configuration file

length : 1910 lines : 44
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Installation guide

Navigate to services and verify the service is in the list of services

Note:

The service name is Milestone Babylon Service

Help

=1 H

£ Services (Local)

3. saL

Services (Local)

Milestone Babylon Service
Start the service
Description:

Milestone Babylon integration service
forMIP plugin.

Marme .
Gkl Dynarmic Tuning service
Sl Graphics Cormmand Certer Service

Intel(R) HD Graphics Contral Panel Service
Gl Intel(R) Optane(TM) Mermory Service
EhIntel(R) Storage Middleware Serdce

G, Intel(R) TPM Provisioning Service

 Intel® SGX AESM

. Intemet Connection Sharing (ICS)

1P Helper

1P Translation Configuration Service
EhIpsec Policy Agent

6, KemRm for Distributed Trensaction Coardinator
€ Language Experience Service
ChLenovovantageSeice

G Link-Layer Topology Discovery Mapper
Q

s

o

 Local Profile Assistant Serice
Local Session Manager

& Message Queuing

G Message Queuing Triggers

G MessagingSenvice <6172

& Microsoft (%) Diagnostics Hub Standard Collector Service

G Micrasoft Account Sign-in Assistant

G Microsoft App-V Client

G Microsoft Defender Antivirus Network Inspection Service

&, Microsoft Defender Antivirus Senvice

& Microsoft Edge Elevation Serdce (MicrosoftEdge ElevationService)

&, Microsoft Edge Update Senvice (adgeupdate)

& Microsoft Edge Update Senvice (edgeupdatem)

G Micrasoft iSCS Initiator Serdce

& Microsoft Keyboard Filter

G Microsoft Office Click-to-Run Service

G Microsoft Passport

& Microsoft Passport Container

G Micrasoft Software Shadow Capy Provider

& Microsoft Storage Spaces SMP

G Micrasoft Store Install Senvice

& Microsoft Update Health Service

G Microsoft Windows SMS Router Service,

Description
Intel(R) Dynamic Tuning serviee

Service for Intel(R) Graphics Cormmand Center

Service for Intel{R) HD Graphics Control Panel

Enables amazing systern performance and respansiveness by accelerating frequent,
RPC endpoint service which sllows communication between driver and Windows
Version: 1.61.251.0

The systern services management agent for Intel ® Software Guard Extensions enabl.,
Provides network address translation, addressing, name resolution and/for intrusion
Provides tunnel connectivity using IPv6 transition technologies (6tod, IS&TAP, Part .
Configures and enables translation from v to v6 and vice versa

Internet Protocol security (IPsec) supports network-level peer authentication, data o.
Coardinates transactions between the Distributed Transaction Coordinater (MSDTC) 1,
Provides infrastructure support for deploying and configuring localized Windows re..,
LenovoVantageService

Creates a Network Map, consisting of PC and device topolagy (connectivity) inform.
This service provides profile management for subscriber identity modules

Care Windows Service that manages local user sessions, Stopping or disabling this 5
Provides a messaging infrastructure and development toal for creating distributed .
Provides rule-based monitoring of me ssages arriving in a Message Queuing queue a..
Service supparting text e ssaging and related functionality.

Diagnostics Hub Standard Collector Service, When running, this senvice collects real
Enables user sign-in through Microsoft account identity services. If this service s sto.,
Manages App-¥ users and virtual applications

Helps guard againstintrusion atterpts targeting known and newly discovered vuln.,
Helps protect users from malware and other potentially urwanted software

Keeps Microsoft Edge up to update, I this service is disabled, the application will no,
Keeps your Microsoft software up to date, If this senice is disabled or stopped, your .
Keeps your Microsoft software up to date, I this service is disabled or stopped, your .,
Manages Internet SCS| (iSCS) sessions from this camputer ko remote ISCSI target de.
Controls keystroke filtering and mapping

Manages resource coordination, background streaming, and syster integration of .,
Provides process isolation for cryptographic keys used o authenticate to a user’s ass
Manages local user identity keys used to authe nticate user to identity providers as .,
Mana ges software-based volume shadow copies taken by the Volume Shadow Copy,
Host service for the Micrasoft Storage Spaces management provider, I this service i..
Provides infrastructure support for the Microsoft Store. This service is started on de
Miaintsins Update Health

Routes messages based on rules to sppropriste clients,

Status
Running
Funning
Running
Funning
Funning

Running

Running

Rurning
Rumning
Rurning

Rurning
Running

Running

Rurning

Startup Type
Autornatic
Butornatic
Autoratic (T,
Manual
Autornatic
Autornatic
Butornatic (.
Manual (Tig,
Butornatic
Manual (Tig,
Manual (Tig.
Manual (Trig..
Manual
Butornatic
Manual
Manual (Tig.
Autornatic
Autornatic
Autornatic
Manusl (Tig.
Manual
Manual (Tig,
Disabled
Manual
Autornatic
Manual
Autornatic (.
Manual
Manual
Disabled
Autornatic
Manual (Tig.
Manual (Trig..
Manual
Manual
Manual
Disabled
Manwal (Trig..

Log On &
Local Syste
Local Syste
Local Syste.
Local Syste
Local Syste.
Local Syste
Local Systen,
Local Syste
Local Syste
Local Syste.
Network ..
Network
Local Syste
Local Syste
Local Service

Local Senvice
Local Syste.
Network ..
Network S,
Local Syste
Local Syste
Local Syste
Local Syste
Local Service
Local Syste
Local Syste.
Local Syste
Local Syste
Local Syste
Local Syste
Local Systen
Local Syste
Local Service
Local Syste
Network ..
Local Syste
Local Syste
Local Service

Matural Authentication
(G Net Tep Port Sharing Service

G Netlogan

{6 Netwark Connected Devices Auto-Setup

. Network Cannection Broker
& Network Connectians
Metwork Connectivity Assistant

Signal aggregator service, that evaluates signals based on time, netwark, gealocatio,
Brovides ability to share TCP parts overthe nettep protacal

Maintains a secure channel between this computer and the domain controller for au
Network Connected Devices Auto-Setup service monitars and installs qualified devi.
Brokers connections that allow Windows Store Apps to receive notifications from th

Manages sbjects in the Network and Dial-Up Connections folder, in which you can .
Provides DirectAccess status notification for Ui components

Running

Manual Trig..
Disabled
Manual
Manual (Tig,
Manual (Trig,
Manual
Manual (Trig,

Local Syste.
Local Serice
Local Syste
Local Service
Local Syste
Local Systen
Local Syste

Extended | Standard

Attach the supplied SQL “MilestoneBabylon” database to a SQL instance on the site which can be accessed

from the Babylon server and the Milestone server
Create a user who has rights to the database and tables in SQL management studio

Page 5 of 13




4.

BabylonPI Milestone Integration

Installation guide

Installing the Plugin on the Milestone server

Run the installer / setup program supplied
BabylonPI Installer.exe

Do not change the installation path or folder as Milestone requires any plugin to be installed in the
“C:\Program Files\Milestone\MIPPlugins\” directory
Enter the supplied license key when prompted to do so
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Installation guide
5. Encryption software

Run the Encryption Software as Administrator located in the “C:\Program
Files\Milestone\MIPPlugins\BabylonPI\Encryption and SQL Test Software” folder

Note:

The software must be run as Administrator for the encryption to function correctly

Select the Decrypt to change button

B s5ql connection and encryption for. Milestone Babylon plugin ¥ersion: 1.0.0.2

S0L Connection string: Status

Test
connekion string

Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Milestone;Password=123

TCP comms IP Address

Set address 192,168.1.114

TiCP comms pork

4567

Create
encrypkion
Contents:

Exit
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e The Test connection string will be enabled
e The unlocked image will appear on successful decryption

e The SQL Connection string text box will be enabled to allow for editing the connection string to the
“MilestoneBabylon” database

e The Contents information box should show three or four lines:

e The current connection string to SQL

e The current IP address of the Babylon server

e The current TCP port used to communicate with the Babylon server

e The current license issued for the site (Line 4)

Decrypt to change

Test

@

connekion string

Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Milestone;Password=123 I

TCP comms IP Address
Set address 192.168.1.114

TCP comms pork

4567

Create
encrypkion

Contents:

Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Milestone;Password=123
192,1658.1.114
4567

MY 2F-SCTLE-12FSGE-035NY

Exit
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Selecting the Test connection string button will verify the connection to the SQL database
The Status label will display either a “Valid connection string...” or “Invalid connection string...”

If an invalid connection string is entered, in this case the Password should be 123 not 1234

B 5ql connection and encryption for. Milestone Babylon plugin ¥ersion: 1.0.0.2

Decrypt to change n

Set address

Create
encrypkion

Exit

i connetion string

| 5 connection siring: Invalid connection string... |

Data Source=waynec-notebookisqlexpress; Initial Catalog=MilestoneBabylon; User ID=MiIestlne,'Password=1234 I

TP comms IP Address
192,1658.1.114

TiCP comms pork
4567

Contents:

Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Milestone;Password=123
192,1658.1.114
4567

MY 2F-SCTLE-1 2FSG-035NY
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e Upon the SQL connection string being valid

e The Status label will display either a “Valid connection string...”, in this case the Password is valid i.e., 123
e The Set address button will be enabled and the TCP comms IP Address text box will be enabled for editing
e The TCP comms port text box will be enabled for editing

Note:

The TCP comms IP Address and the TCP comms port is the connection for the Babylon server communications

B s5ql connection and encryption for. Milestone Babylon plugin ¥ersion: 1.0.0.2

Decrypt to change n

I 5QL Connection string: Valid connection string... I

Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Mil=gone;Password=123

connetion strin

TCP comms IP Address

Set address 192.168.1.114

TiCP comms pork

4567
Create
encryplion
Contents:
Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Milestone;Password=123
192,1658.1.114
4567
MYYEF-SCTLA-12F5G-035MY
Exit
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[ ]

When the Set address button is selected

e The Create encryption button is enabled

B 5ql connection and encryption for Milestone Babylon plugin ¥Yersion: 1.0.0.2

—lla | x
Decrypt to change n
Gl Connection string: Walid connection string...
T.ESt . Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Milestone;Password=123
connekion string

TP comms IP Address

Set address 192.168.1.114

TiCP comms pork
4567

Create

encrypkion

Contents:

Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Milestone;Password=123
192,1658.1.114
4567

MY 2F-SCTLE-1 2FSG-035NY
Exit
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e Selecting the Create encryption button

e The Lock image will appear on successful encryption

e The Contents information box should show four lines that are encrypted:
e The connection string to SQL

e The IP address of the Babylon server

e The TCP port used to communicate with the Babylon server

e The license issued for the site

e The Exit button will be enabled to close the application

Note:

The Decrypt button can be selected again to verify the contents

B sql connection and encryption for. Milestone Babylon plugin ¥ersion: 1.0.0.2 - || a | x

Decrypt to change

Gl Connection string: Walid connection string...
Test

X . Data Source=waynec-notebookisglexpress; Initial Catalog=MilestoneBabylon;User ID=Milestone;Password=123
connekion string

TCP comms IP Address
Set address 192.168.1.114

TiCP comms pork

4567
Create
encrypkion
Contents:
mb¥nQbHRCyErzHOQy JGTIQAIIS N NFUOGF 1 RCloxpBr202jRUBaBENEr Zu+aH1 9HeZ 30 1 mDS VAT LbWZIEY pky TSsLXDzIBY fSAGFrSAgIr-HUR Wi LvOFXFwMZbZEC3gCZDekGTo= ~

PKMzISMy -+ GiKYSpIdP3ME Q==

WTwia+YtOaw=
*72137B0OUSKF4ZROMWEMF7YDMFBZTZE
Exit

i IMPORTANT

ON COMLETION OF THE ENCRYPTION PROCESS TECHNICIAN TO REMOVE THE
SOFTWARE FROM SITE TO RESTRICT REUSE ON OTHER SITES
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6. Completion
e Start or restart the Milestone Event Server Service
e Validate the installation success by right clicking on the Event Server icon in the task tray and selecting Show

MIP logs

Status: Stopped
Start Event Server service

Show Event Server logs
Show MIP logs

Version: 20.3a (Build: 78)

Exit Event Server Manager

BabylonPl Milestone Integration

Installation guide

e Observe the logs carefully
e On successful installation of the plugin the plugin should have the following displayed in the log

°
°
K
©
°
°

PrepareForsend Checksum payload : VZNre78bCiYha@IEXYZWGEGOGFO=
MoveNext [12e2]0K
ResetTimerInternal CUDASender: resetting timer internal

configurationChangedCheck
configurationChangedCheck
configurationChangedCheck
configurationChangedCheck
ConfigurationChangedCheck
configurationChangedCheck
ConfigurationChangedCheck
configurationchangedCheck
configurationChangedCheck
configurationChangedCheck
configurationChangedCheck

Sending ConfigurationChangedIndication for Kind:Analytics Events
Sending ConfigurationChangedIndication for Kind:Access Control Server
sending ConfigurationChangedIndication for Kind:outputl

sending ConfigurationChangedIndication for Kind:Routines

Sending ConfigurationChangedIndication for Kind:Biometrici
Sending ConfigurationChangedIndication for Kind:Inputsseu

Sending ConfigurationChangedIndication for Kind:Maglocks

Sending ConfigurationChangedIndication for Kind:InputsDoorMonitors
sending ConfigurationChangedIndication for Kind:

Sending ConfigurationChangedIndication for Kind:Output2

Ssending ConfigurationChangedIindication for Kind:Babylon

Ttems --- Datapoint--- Count from controller configuration change handler in Backgroud plugin 1
Background Plugin controller configuration changed

Tcp Message received from Babylon False

Trying to connect To host 192.168.1.114:

Tcp Client connection error to Babylon service

Trying to connect 7o host 192.168.1.114:

R R ————————————————
Trying to connect To host 192.168.
Tcp Client connection error to Babylon service Failed connecting to 192.168.1.114:

L114:

Trying to connect To host 192.168.1.114:
Tcp Client connection error to Babylon service Failed connecting to 192.168.1.114: Exception: No connection could be made because the target machine actively refused it 192.168.1.114:4567
ConfigurationChangedDelayThread End delay - Send message
Trying to connect To host 192.168.1.114:

e Start the Babylon service on the Babylon server
e Observe the logs again after the Babylon service has started
e The following should be displayed

©9:59:14,.854 UTC+@2:08 Info
@2:59:25,378 UTC+eZ:@@ Info
@9:59:27.427 UTC+02:0@ Info
@9:59:37.952 UTC+02:0@ Info
@2:59:22.080 UTC+02:08@ Info
@9:59:52.520 UTC+@2:0@ Info
@9:59:52.578 UTC+02:0@ Info
1e:22:23.298 UTC+02:82 Info
10:80:85.149 UTC+2:88 Info

Tcp Client connection error to Babylon service Failed connecting to 192.168.1.114: Exception: No comnection could be made because the target machine actively refused
Trying te connect To host 192.168.1.114:

Tep client connection error te Babylon service Failed connecting to 192.168.1.114: Exception:
Trying to connect To hest 192.168.1.114:

Tep client connection error te Babylon service FrFailed connecting to 192.168.1.114: Exception: wo conmection could be made because the target machine actively refused
Trying to connect To host 192.168.1.114:

Tep client connection error to Babylon service Failed connecting to 192.168.1.114: Exception: No commection could be made because the target machine actively refused
Trying te connect To host 192.168.1.114:

Tep Client connection error to Babylon service Failed connecting to 192,168.1.114: Exception:

Mo connection could be made because the target machine actively refused

No connection could be made becausé the target machine actively refused

8-
I s 1@:8@:17.212 UTC+B2:8@ Info

Babylen Tcp Connected 192.168.1.114:4567

Congratulations... The installation is successful!!!
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Failed connecting to 192.168.1.114: Exception: No connection could be made because the target machine actively refused it 192.168.1.114:4567

Exception: No connection could be made because the target machine actively refused it 192.168.1.114:4567

it 192.188.1.114:4567
it 192.168.1.114:4567
it 192.168.1.114:4587
it 192.168.1.114:4567

it 192.168.1.114:4567




