Video analytics system for cities
and business

r "
VEZHA
v )

& IncoreSoft



Video analytics system
for cities and business

VEZHA

User Guide for Face Recognition Plugin

& Incore



Video analytics system
for cities and business

VEZHA
| 8 J

o

Content

Installation
Log In
Settings

> Wb oE

Face recognition analytics
4.1. Analytics Search
4.2. Adding of analytics
4.3. Editing, changing status, viewing and deleting analytics
5. Search
5.1.  Work with face recognition records
6. Lists
6.1. Lists search
6.2. Adding and editing of lists
6.3. Viewing Lists
6.3.1.  Adding and editing of person
6.3.2.  View list record
7 Events

7.1. Eventsearch
7.2.  Work with face recognition records
7.2.1.  View face recognition records

& Incore

© ©O© 00 00 ~N b

11
13
14
19
19
19
22
23
25
27

27
28
31



Video analytics system
for cities and business

VEZHA
[ § J

o

VEZHA Face Recognition Description

VEZHA Face Recognition Plugin is used for simultaneous analysis of data from cameras and
instant allocation, as well as saving frames with people's faces.
Main functional possibilities:

1) Detecting people from the video stream.

2) Verification and identification of persons.

3) Definition of additional characteristics (gender, age, etc.).

4) Work with lists - the ability to create white / black lists. To identify new customers,

VIP customers, criminals.

1. Installation

1) Launch the installer by double clicking on the downloaded file FACE_REC_Setup.
2) In the opened window, select the language that will be used during the installation
process. To go further, click OK. To abort the installation, click Cancel.

Select Setup Language et

Select the language to use during the
@ installation.

English w

Cancel

3) Inanew window, read the installation recommendations and click Next to continue the
installation, or the Cancel button to abort the installation.
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@ Setup - VEZHA Face Recognition - X

Welcome to the VEZHA Face
Recognition Setup Wizard

This will install VEZHA Face Recognition version 1.0 on your
computer.

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

(o] [ ome

4) In the Select Destination Location window using the Browse button, specify the
location where you want to install the plugin. The plugin must be installed in the
Milestone folder with other plugins. After selecting the desired folder, click Next to
continue the installation or Cancel to abort the installation.

e

Select Destination Location
Where should VEZHA Face Recognition be installed?

Setup will install VEZHA Face Recognition into the following folder.

To continue, dick Mext. If you would like to select a different folder, didk Browse.

|C: \Program Files\Milestone \MIPPlugins \WEZHA Face Recognition Browse. ..

At least 11,9 MB of free disk space is required.

< Back Cancel
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5) In this window, for the program to work correctly, you need to fill in all the fields
correctly and click Next to continue the installation or Cancel to abort the installation.

e

Host:

Milestone server address:

< Back Cancel
6) Click “Install” to start the installation.
-
Ready to Install
Setup is now ready to beqin installing YEZHA Face Recognition on your

computer.,

Click Install to continue with the installation, or didk Back if you want to review or
change any settings.

Destination location:
C:\Program Files'\Milestone \MIPPlugins\WVEZHA Face Recognition

< Back Cancel

Install
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7) After the installation is completed, click Finish.

e

Completing the VEZHA Face
Recognition Setup Wizard

Setup has finished installing VEZHA Face Recognition an your
computer.

Click Finish to exit Setup.

2. LoglIn

To enter the system you need to go through authorization. To do this, enter the Login and
Password in the appropriate fields of the modal window and click Login.

Authorization

Login

Password
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3. Settings

In order to find VEZHA Face Recognition settings, click the icon in the upper right
corner of the screen. Select and click Settings. In the window that opens, select the VEZHA
Face Recognition tab.

€ Settings - O bt

< 192.168.0.53
Application A=

Request port 2001

- ]

Websocket port 2081

Panes

Functions

Timeline Milestone video server address 192.168.0.248
Export Language English
Search

Joystick

Keyboard

Access Control

Alarm

VEZHA ALPR

VEZHAHard_hats

VEZHAObjectDetection

Help

To change the server settings in the VEZHA Face Recognition tab, you can edit the following
fields: Host, Port, Portal, Websocket port, Milestone video server address.

To change the language, use the Language field and select from the list the most convenient
for you.

To save the changes, click Apply and restart the plugin.

4.  Face recognition analytics

This tab is intended for adding, editing, viewing, deleting and changing the status of analytics.
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4.1. Analytics Search

At the top of analytics page are located search fields.

Face recognition analytics

Camera Status

All

To find the desired analytics, enter the name or status of the analytics.
To start the search, click the Search button.

4.2. Adding of analytics

To add a new face analytics, click Add analytics in the upper right corner of the screen.

In the opened window, fill the fields:

@ Add Face Recognition analytics X

Stream | Typriker npase kpuno (63.73) Mposopuii o ~ Add videostream

| Additional parameters

[¥] Send notifications if person is recognized

Cancel area of interest
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Field name

Recommended Value
Stream

Click on the field and select a camera name from the drop-down list.
The video stream will be used to create analytics.
Check the box “Send notifications if person is recognized” to create

your own event for sending notifications. Event manager is designed to
create notifications about found persons (depends on incoming

'Send notifications if
person is recognized

parameters)

Events BriGepete coObITHA U3 BhIMagaromiero crnucka. [1o manHHoMy coOBITHIO
OyIyT IPUXOJIUThH YBEIOMIICHUS HA YKa3aHHBIC B COOBITHS CEPBUCHI

Additional If necessary, you can add additional parameters for their further usage

parameters

when creating an event. Fill in the parameter fields. To add parameters,
click

. To remove the parameters, click .

To edit analytics, click right of analytics records. To create a new video stream, click
Add Video Stream.

Login

Password

Camera

General IPC-HFW32005 (192.168.15.4) - Kamepa 1

Camera address
Mykola Amosov Ln, 28, Vinnytsia, Vinnyts'ka oblast, Ukraine, 21000

49.224973979299 28.4325238220902

Camera direction

H i rA
Map Satellite iBox ol
Lar accessories store
@ . Keletska Street
1g Street : = -
\bKa Keletska SUre Liali Ratushnoi St =
CaneLbKe T R =
B\jf"mm Keneu Byn. Nani Parywwoi =
S
Secret de Beaute b
Beauty salor &
=
| ) -
= =
Fortuna-Avto z E
s
o 4
T
—
Google Map dsts ©2020 Google Terms of Use

In the window that opens, fill the following fields:
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a. Name - enter the name of the video stream in the field. This field will be
displayed in all components of the program that use video streams.

b. Login - enter the name of the current Milestone user in the field.

c. Password - enter the password of the current Milestone user.

d. Camera - choose a camera from the drop-down list.

e. Camera address - enter the address in the field, or select on the map below the

location of the camera (drag the camera icon). The system will automatically determine
the location coordinates.

f. Camera direction - drag the slider to change the direction of the camera. Indication of
camera rotation helps in determining the direction of movement of a person.
To save the changes, click Apply.

Add area of interest:
1. Add a camera into a field Video stream.
2. A video from the added camera will appear below the Video Stream field.
3. Add area of interest.
Click in the area where the video from the camera is located and set the area of interest.
Face recognition will take place in the exposed area.
To cancel a region of interest, click Cancel area of interest.
For analytics to be created, click Save.

4.3. Editing, changing status, viewing and deleting analytics

To edit analytics, click the Edit button on the right side of the record.
In the opened window fill the fields:

& Edit Face Recognition analytics X

Events
Stream

Additional parameters

[¥] Send notifications if person is recognized

Cancel area of interest
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Field name Recommended Value

'Send notifications if [Check «Send notifications if person is recognized» to create your own
person is recognized |event for sending notifications. Event manager is designed to create
notifications about found persons (depending on incoming parameters)

Events Select events from the drop-down list. For this event, notifications will
be sent to the services indicated in the events.

‘Additional If necessary, you can add additional parameters for their further use

parameters when creating an event. Fill in the parameter fields. To add parameters,

click I . To remove the parameters, click .

Edit area of interest:

1. Change camera in the field Video stream.
2. Below the field Video stream will appear video from a new camera.
3. Change the area of interest. Click in the area where the video from the camera

is located and set the area of interest. Face recognition will take place in the exposed
area. In way to cancel area of interest click Cancel area of interest.
In way to create analytics click Save.

To start or stop analytics click Start/Stop.
To delete analytics click

To view analytics click the icon

© View anal lytics

Dahua IPC-HDBW2831R-ZAS (192.168.0.45) - Kamepa 1
06-03-2020 10:06:06 t ' ‘

Vova (85%) Team
g ‘
(3

Kate (71%) Team

Vova (76%) Team

v;[‘
P

e e s R

06-03-2020 06-03-2020 06-03-2020 06-03-2020 06-03-2020 06-03-2020 05-03-2020 05-03-2020 05-03-2020
09:43:31 09:40:32 09:40:28 09:36:49 09:32:46 09:20:49 20:15:35 19:40:05 19:29:08

In the analytics viewing window, click on the person’s image to view the extended frame from
the camera and information about the person.
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Vanya 74%

List: Team
Office Dahua (8MP)

05-03-2020 19:26:11

S s 'ﬂ 2 B

05-03-2020 05-03-2020 5-03 05-03-2020 05-03-2020 05-03-2020 05-03-2020 05-03-2020
19:26:11 19:15:04 8:34:19 18:05:13 17:52:44 17:51:37 14:49:40 14:42:57

«_ Previous post B Save image

Click Save Image to download the image to your computer.
Click the Previous Post button to view the previous captured frame from the camera.
Click the Next Post button to view the next captured frame from the camera.

5. Search

Search

Camera

Al

Office Dahua (BMP) 05-03-2020 18:34:19

Office Dahua (8MP) 05-03-2020 18:34.19

Vanya (98%)

2

A

In way to find necessary person choose:
1) Period

Click on the field and choose a period.
2) Camera

Click on the field and choose a camera.
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Click Search to display the search results. Click Reset to clear the input fields.
Search results are shown in the table below:

Search

Camera
Office Dahua (BMP)

« | o« Tofs2
Face Gender
lx f l

Office Dahua (BMP)

Office Dahua (8MP) 28-02-2020 18:58:30
SEVEREYES)

e

Office Dahua (BMP) 28-02-2020 18:58:30

5.1.  Work with face recognition records

The list of face recognition records consists of the following fields: face, gender, age, lists,
name, video, camera, date.
If person isn’t in the list click Add person to list.

+ Add person to list

Office Dahua (8MP)

J“ | 06-03-2020 15:06:00

By clicking on the Add to list button, opens a form for adding a person to the list.
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Comment

1) Name

Enter a name of person which you want to find. The search will go through the cameras that
were selected when the list was created.

2) Comment

Enter the text of the notification that will be received when a person is found.

3) List

From the drop-down list, select the name of the list, you want to add a person.

4) Upload photo

Upload a photo of the person. This photo will be used to recognize the person.

In order for the changes to be accepted, click Save.

By clicking on ’ you can watch the video stream in real time.
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Dahua IPC-HDBW2831R-ZAS (192.168.0.45) - Kamepa 1 - 3/6/2020 3:06:00.643 PM

06-03-2020 15:05:57

G | 15:06:00.648 [ »

When you click on a list name, a list view window will appear.

Viewing list "Team™

e it

To page
Team
Alex T W Aliona

All workers of the

‘ 13-03-2019 14:21:14 = 05-11-2019 17:59:09 EImEE)

Number of people 23
Camera

Dmytro ok e Igor Notifications
Wrope
- 1 Delete
08-05-2019 17:34:00 N g 13-03-2019 14:23:40

Kate -
Kristina

14-08-2019 12:06:01
13-03-2019 14:28:31
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When you click on the person’s name, will open the window with the Personal information.

Personal information - Kate

Fullname Kate

Team

admin
14-08-2019 12:06:01

Delete

Office Dahua (8MP)

06-03-2020 18:43:11

Do you want to

confirm match? Yes

Office Dahua (8MP)
06-03-2020 17:06:31

ry

Do you want to

confirm match? | Yes

Office Dahua (8MP)

Office Dahua (8MP)

06-03-2020 18:21:34

Do you want to
4k confirm match?

Yes

Office Dahua (8MP)

06-03-2020 16:10:35

Do you want to
¢ confirm match?

Yes

Office Dahua (8MP)

€

Lo

\

Office Dahua (8MP)

06-03-2020 17:36:10

Do you want to

confirm match? | Yes

Office Dahua (8MP)

06-03-2020 16:07:45

Do you want to

confirm match? | Yes

Office Dahua (8MP)

Click on the image zoom button in the image to the right of the record to view detailed
information about the person in a new window.
@ X

06-03-2020 16:07:41

Kate 77%

List: Team
Office Dahua (8MP)

06-03-2020 16:07:45

gn b w8

v &

06-03-2020
15:02:23

06-03-2020
17:36:10

06-03-2020
18:21:34

06-03-2020
17:06:31

06-03-2020
16:10:35

06-03-2020
16:07:45

06-03-2020
15:39:30

06-03-2020
18:43:11

B Save image

To change the format of records click on
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Search

Camera

Office Dahua (8MP) Office Dahua (8MP) ahua fice Dahua (8MP)

06-03-2020 17:04:55 0 04:34 2 £ 6-03-2020 17:0

06-03-2020 16:58:49

Office Dahua { Dahua (8MP) ice Dahua (BMP)
Office Dahua (BMP)

06-03-2020 16:54:09 06-03-2020 16:38:43
06-03-2020 16:51:14

06-03-2020 16:55:41

Dahua (BMP) Office Dahua (8MP)
Office Dahua (8MP)
20 16:57:44 (
g y
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6. Lists

This section is intended to create a database of persons and to divide them into convenient
categories.

valtics  Search DR Everts
VEZHA
L9 - F

List of persons

6.1. Lists search

At the top of the screen is located a search field

List of persons

Name

In order to find the desired list of the Lists section, enter its name in the search field.
Click Search to display the results. Click Reset to clear the input fields.
To find a person by image, click Search by photo. Upload the photo you want to search.

6.2.  Adding and editing of lists

To add a new record, click Add List in the upper right corner of the screen.
In the window that opens, fill the fields:

& Incore
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Camera
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Additional parameters

|| Send notifications if a recognized person is listed

Field name Recommended value
‘Name Enter a name for the record in the field. This field will be displayed in
all components of the program that use this record.
Notes This field is intended to describe the purpose of the created record..
Enter a description of the record in the Notes field
‘Camera Click on the field and select cameras from the drop-down list. The

selected cameras will be used to search for faces.

'Send notifications if a
recognized person is
listed

Fill checkbox ”’Send notifications if a recognized person is listed”
to create your own event for sending notifications. Event manager is
designed to create notifications about found faces (depends on
incoming parameters)

Events Select events from the drop-down list. For this event, notifications will
be sent to the services indicated in the events.

Additional If necessary, you can add additional parameters for their further use

parameters when creating an event. Fill the parameters fields. To add parameters

click button + To remove parameters click button e

In way to create record click Save.

/
In way to edit record click =  on the right of the record.
In the opened window fill the fields:
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Events

BSAB

Additional parameters

Camera

selected 6 items

[V Send notifications if a recognized person is listed

Name Recommended Value
‘Name Enter a name for the record in the field. This field will be displayed'
in all components of the program that use this record.
Notes This field is intended to describe the purpose of the created record.
Enter a description of the record in the Notes field.
‘Camera Click on the field and select cameras from the drop-down list. The

selected cameras will be used in search for faces.

'Send  notifications  if|Fill checkbox Send notifications if a recognized person is listed
recognized person is|to create your own event to send notifications. Event manager is

listed used for creating notifications about recognized persons (depends
on incoming parameters)

‘CobrrTust Select events from the drop-down list. For this event, notifications.
will be sent to the services indicated in the events.

'I[ononnmem,nme If necessary, you can add additional parameters for their further

napamMeTrpbl use when creating an event. Fill the parameters fields. In way to
add parameters click . In way to remove parameters click "

In way to apply changes click Save.

In way to remove record click X in the right side of the record.

In way to stop or activate sending notifications put the status slider in the appropriate position:
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6.3.  Viewing Lists

In way to view information about the cameras used for monitoring of lists, hover over the
number of cameras in the list record.

Camera Office DS room (4K)
Megamcll Entry - circle door
Office Entry Hallway (HD)
Office Dahua (BMP)

Axis camera

To view information about the list, click on its name.

When clicked on the name, you will go to the list view tab. In way to return back click . to
the left of tab name.

& Incore



Video analytics system
for cities and business

r "
VEZHA
¥ J

o

6.3.1.  Adding and editing of person

€ Viewing list "Team"

Name

In order to find a person, enter her name in the search field.

Click Search to display the results. Click Reset to clear the input fields.

To find a person by image, click Search by photo. Upload the photo you want to search.
To add a new record to the list, click Add Person in the upper right corner of the screen.
In the window that opens, fill the fields:

€ Add person >

Comment

Upload photo

& Incore
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1) Name
Enter the name of the person you want to find in the field. The search will go through the
cameras that were selected when creating the list.

2) Message
This field is intended to describe the purpose of the created record. Enter a description of the
record in the Message field.

3) Upload photo
Upload a photo of the person. This photo will be used to recognize the person.
In order for the record to be created, click Save.

. . ’
To edit the record click = right of the record.
In the opened window fill the fields:
€ Change notification >

MName

Dmytro

Comment

Upload photo

1) Name
Enter a new name for the person in the field. The search will take place on the cameras that
were selected when creating the list.

2) Message
Enter the message that will be received when a person is found.
3) List

Choose a list name from the drop-down list to move the person to another list.

& Incore
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4) Upload photo
Upload a photo of the person. This photo will be used to recognize the person.
In order for the changes to be accepted, click Save.

To delete the list, click Delete.

In way to remove record click X in the right side of the screen.

In way to move to List page click .

In way to remove list from the list page click Delete.
In way to delete list on page view click Edit.

6.3.2.  View list record
To view information about a person, click on her name in the list record.

2

Personal information - Dmytro

Fullname Dmytro
List Team

Cominent f
Author admin
’
Created 08-05-2019 17:34:00
-
e
Cw ot .

Office Dahua (8MP) Office Dahua (8MP) Office Dahua (8MP)

11-03-2020 10:04:26 11-03-2020 09:46:00 11-03-2020 09:40:38

{

Do you want to
confirm match?

Do you want to Do you want to

Yes confirm match? Yes confirm match?

Yes

I \&‘d
Office Dahua (8MP) Office Dahua (8MP) A ' Office Dahua (8MP)
10-03-2020 16:46:56 10-03-2020 16:43:45 3 .4 10-03-2020 15:43:19

Do you want to
confirm match?

Do you want to Do you want to

Yes confirm match? | Yes confirm match? | Yes

Office Dahua (8MP) Office Dahua (8MP) Office Dahua (8MP)
w8

Click Edit to change your personal data.
In the window that opens, you can change the following fields:

& Incore



Video analytics system
for cities and business

r "
VEZHA
¥ J

L

€ Change notification >

MName

Dmytro

Comment

Uplead photo

1) Name

Enter a new name for the person in the field. The search will take place on the cameras that
were selected when creating the list.

2) Comment

Enter the text of the notification that will be received when a person is found.

3) List

Choose a list name from the drop-down list to move the person to another list.

4) Upload photo

Upload a photo of the person. This photo will be used to recognize the person.

In order for the changes to be accepted, click Save.

To view a frame from a recording, click on the Frame on the right side of the record or on the

icon & &l at photo.
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10-03-2020 16:43-36—;

Click Save image, in way to download the image of person.

In way to change the record format Personal information, click ===,

To confirm that the exact person is recognized by the specific frame, click Yes from the right of
the inscription Confirm match? If another person is shown on the frame, click No.

7 Events

This section is intended for viewing the history of notifications about persons.

VEZHA
L8 I

-

Events

7.1. Event search

At the top of the screen are located search fields

& Incore
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Events

Fullname

In way to find appropriate event you can use such fields:

1) Name

Enter the name of person.
2) Period

Click on the field and select the desired time period.
3) List

Click on the field and select the desired list.
4) Camera

Click on the field and select the desired camera.

Click Search to display the search results. Click Reset to clear the input fields.

7.2.  Work with face recognition records

If a person is not in list, click Add person to list.

+ Add person to list

Office Dahua (BMP)

10-03-2020 16:56:22 -

While clicking Add person to list opens the window of adding person to list.
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€ + Add person to list x

Comment

1) Name

Enter the name of the person you want to find in the field. The search will take place on the
cameras that were selected when creating the list.

2) Comment

Enter the text of the notification that will come when a person is found.

3) List

From the drop-down list, select the name of the list to which you want to add a person.

4) Upload photo

Upload a photo of the person. This photo will be used to recognize the person.

In order for the changes to be accepted, click Save.

N
In way to change format record click * ™=,
The list of notification records consists of the fields: name, object, message, list, camera, date,
video, frame, accepted by.
When you click on the Frame, will open a window with a picture of a person.
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11-12-2019 12:56:50

Bika

Mon: Xekckuii

Bozpacr: 16-23

Cnucok: lNpauieHnkn
Office Dahua (8MP)

12-11-2019 11:57:24
TN O 7 &
&4 P i
2 -
. h —
4 L

12-11-2019 12-11-2019 12-11-2019 12-11-2019 11-11-2019 11-11-2019 11-11-2019 11-11-2019
11:57:24 11:54:24 11:54:15 11:49:36 14:44:32 13:46:52 12:31:13 10:01:06

B CoxpaHuTh n306paxenune

Click on the icon ’ in way to watch video with recognized person.

-3 Buaeo B
Dahua IPC-HDBW2831R-ZAS (192.168.0.45) - Kamepa 1 - 12.11.2019 11:57:21.700

11=12-2019 12:56:48
¢
- l

9 | 11:57:221.715 |1 »

Click on the icon play to reproduce video.
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€ Viewing list "Team”

Name

3-03-2019 14:28:59

03-2019 14:38:08

To accept the natification, click Accept or Yes, No - depending on whether the person is on
the list or not.

7.2.1.  View face recognition records

To view information about a person, click on name in the list record.

Personal information - Alex

Fullname Alex

List Team

Comment

Author admin

Created 13-03-2019 14:21:14

Delete

Office Entry Hallway (HD) Office Dahua (8MP) Office Dahua (8MP)

11-03-2020 13:54:23

Do you want to

confirm match? Yes

Office Dahua (8MP)

06-03-2020 13:09:40

Do you want to

confirm match? | Yes

Office Dahua (8MP)

10-03-2020 17:22:22

Do you want to

confirm match? Yos

Office Dahua (8MP)

05-03-2020 17:57:28

Do you want to

confirm match? | Yes

Office Dahua (8MP)

Click Edit, in way to change personal information.

4

06-03-2020 17:34:50

Do you want to

confirm match? Yo

Office Dahua (8MP)

05-03-2020 17:56:59

Do you want to

confirm match? | Yes

“ Office Dahua (BMP)
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In the opened window change the next fields:
€2 Change notification >

Comment

Upload photo

1) Name

Enter the name of the person you want to find in the field. The search will go through the
cameras that were selected when creating the list.

2) Comment

Enter the text of the notification that will be received when a person is found.

3) List

Choose a list name from the drop-down list to move the person to another list.

4) Upload photo

Upload a photo of the person. This photo will be used to recognize the person.

In order for the changes to be accepted, click Save.

To view a frame from a recording, click on the Frame on the right side of the record or on the

icon & & on photo.
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10-03-2020 17:22:17—

Click Save image, in way to download the image of person.

In way to change format of the records in Personal Information, click = ===,
In way to accept notification click Accept or Yes, No - depending on whether the person is in
the list or not.
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About VEZHA:

Our mission is to create a safe environment
for residents of cities of all sizes
and to help Ukrainian businesses optimize their security

and safety management processes.

For more information visit: https://vezha.io/

VEZHA
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Ukraine, Vinnitsa
vezha@incoresoft.com
+38 (044) 599-30-03
Monday - Friday: 9 AM - 7PM



