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[bookmark: _Toc533691741]Introduction
The document gives general approach for configuration of VisionLabs Face Recognition plugin.
The following actions should be performed to start the plug-in usage:
add photos to VisionLabs LUNA PLATFORM,
create a list of persons in VisionLabs LUNA PLATFORM,
create tokens for your cameras in VisionLabs LUNA PLATFORM,
add your camera to FaceStream. There are two ways to add a camera:
using FaceStream configurations file,
using special Camera configuration window.
[bookmark: _Toc529454175][bookmark: _Toc529454358][bookmark: _Toc529454433][bookmark: _Toc529454475][bookmark: _Toc529454522][bookmark: _Toc529454612][bookmark: _Toc529455471][bookmark: _Toc529455532][bookmark: _Toc529456093][bookmark: _Toc529459194][bookmark: _Toc529467569][bookmark: _Toc529454176][bookmark: _Toc529454359][bookmark: _Toc529454434][bookmark: _Toc529454476][bookmark: _Toc529454523][bookmark: _Toc529454613][bookmark: _Toc529455472][bookmark: _Toc529455533][bookmark: _Toc529456094][bookmark: _Toc529459195][bookmark: _Toc529467570][bookmark: _Toc533691742]Requirements
Make sure Analytics Events are enabled in XProtect. To do so, open Management Client, go to Tools/Options, scroll to the Analytics Events tab and check Enabled under Analytics events frame.
Events are not displayed in Milestone XProtect Smart Client. Alarms are displayed instead. The alarms are triggered by events according to some rules. The rules are to be defined via Management Client. Expand Rules and events tree node, then click on Analytics events to bring up the rule editor.
[bookmark: _Toc533691743][bookmark: h.pbtfa861z5wh]Registration in LUNA PLATFORM
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]VisionLabs LUNA PLATFORM User Interface is the easiest way to add photos and create lists and tokens in LUNA PLATFORM. Open User Interface in your browser. The service uses port 80 by default.
You should create an account in LUNA PLATFORM User Interface on the Sign up tab (Fig. 1). Fill in all the fields to create an account.
[image: ]
[bookmark: Link506390107783dc20181108155851]Figure 1 – Sign up tab
You should log in on the Sign in tab (Fig. 2)
[image: ]
[bookmark: Link712326633207bb]Figure 2 – Sign in tab
[bookmark: _Toc529454618][bookmark: _Toc529455477][bookmark: _Toc529455538][bookmark: _Toc529456099][bookmark: _Toc529459200][bookmark: _Toc529467575][bookmark: _Toc533691744][bookmark: _Toc518302744]Setting up LUNA PLATFORM
[bookmark: _Toc533691745] Add Photos
Go to Faces page by clicking icon (Fig. 3) on the left toolbar.
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[bookmark: Link916430677502ac20181108154846]Figure 3 – Faces page icon
Press Add face button (Fig. 4) and select photo that should be uploaded to LUNA PLATFORM database.
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[bookmark: Link80457905261ac]Figure 4 – Add face
[bookmark: _Toc533691746]Create Person 
Go to Persons page by clicking icon (Fig. 5) on the left toolbar.
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[bookmark: Link35340426955cb]Figure 5 – Persons page icon
Add a new person using Add person button (Fig. 6).
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[bookmark: Link60390364489ad]Figure 6 – Add person button
You may upload large number of images and create a separate person for each of the found faces using Batch add persons button (Fig. 7). 
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[bookmark: Link579289301774cc]Figure 7 – Batch add of persons
A new person(s) is created and showed in the list of persons (Fig. 8). 
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[bookmark: Link257628542156ab]Figure 8 – New person
Parameters of the person are shown to the right in a special dialog (Fig. 9). 
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[bookmark: Link506390107783dc]Figure 9 – Person parameters
You can add a person to the list here and add new faces to the person using [image: ] icons near the corresponding fields. 
[bookmark: _Toc533691747]Create List of Persons
Go to Lists page by clicking the corresponding icon (Fig. 10) on the left toolbar.
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[bookmark: Link289919631627db]Figure 10 – Lists page icon
Press Add persons list to create a new list for persons (Fig. 11).
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[bookmark: Link35340426955cb20181108154947]Figure 11 – Add persons list button
When a list is created, it is shown on the page (Fig. 12). 
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[bookmark: Link59683218210bd]Figure 12 – New list
When you select a list, its parameters dialog appears to the right (Fig. 13).
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[bookmark: Link3311280536aa]Figure 13 – List parameters
To add a person to the list press [image: ] icon.
You may also create a list of faces, using the corresponding button (Fig. 14).
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[bookmark: Link916430677502ac]Figure 14 – Add faces list button
[bookmark: _Ref529812775][bookmark: _Ref529812782][bookmark: _Toc533691748]Create Token for Camera
You should create a token for your camera so FaceStream could receive video from it.
To create a token, select special icon (Fig. 15) in the upper right corner of UI window.
[image: ]
[bookmark: Link37396187156dd]Figure 15 – Create token
On the Tokens page press Add token button (Fig. 16). 
[image: ]
[bookmark: Link52476753592db]Figure 16 – Add token button
A new token appears. You should enter your camera IP or the ObjectID part of camera FQID into the Enter description field (Fig. 17). 
Note. Only ObjectID allows you to add camera using Camera configuration window. More details can be found in “Add Cameras using Camera configuration window” section.
[image: ] 
[bookmark: Link579289301774cc20181109194056][bookmark: _GoBack]Figure 17 – Enter description
You should copy the token ID to add it into FaceStream manually (Fig. 18).
[image: ]
[bookmark: Link243533106999cd]Figure 18 – Token ID
[bookmark: _Toc533691749]Add Cameras
[bookmark: OLE_LINK5]There are two ways to add cameras for working with FaceStream. You may fill in FaceStream configuration file manually or you may use Camera configuration window to add cameras. 
[bookmark: _Toc533691750]Add Cameras Manually
You can manually add cameras using LUNA PLATFORM User Interface by creating a new token for each camera and setting either camera ID (the ObjectID part of camera FQID, if you have it) or IP address (only IP v4 addresses are supported at the moment!).
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Note. FaceStream should be launched in a standard mode. 
IP cameras connection parameters are set in "stream-sources" section. In the section you should add data to the following fields:
“source” – an address of your camera. 
"source" : {
        "value" : "rtsp://<address>"
      },
“destination” – an address of LUNA PLATFORM server. You should specify server address, port and list for searching.
"destination”:
{
        "value" : "https://127.0.0.1:5000/4/matching/search?list_id=3e64f6319-ede8-4c61-b63b-85fdfa207c18"
}
"login" – a login for authorization on LUNA PLATFORM server.
"login”:
{
	"value": "user@mail.com"
}
“password” - a password for the authorization on the LUNA PLATFORM server.
"password”:
{
	"value": "12345678"
{
“token” – a token for authorization on the LUNA PLATFORM server. You should paste the received token ID here.
"token" : {
        "value" : "d35db5a6-58cb-4f36-9aec-5b6e7791642e"
}
[bookmark: _Ref529901878][bookmark: _Ref530396383][bookmark: _Ref530396390][bookmark: _Toc533691751]Add Cameras using Camera configuration window
VisionLabs Face Recognition plug-in provides additional window in XProtect Management Client – Camera configuration window. This window allows to register IP cameras in LUNA PLATFORM as external clients. This is necessary to determine the source of each recognition event. Each camera should have a unique authentication token, which is assigned upon registration.
It is preferred to use Camera configuration window when you use ObjectID to add a camera.
Note. Camera configuration window does not display tokens bound by IP. You should add cameras by IP manually.
Note. FaceStream version 3.2 and higher is required to use Camera configuration window. FaceStream should be launched in a server mode.
The plug-in adds a new site navigation tree node under MIP Plug-ins category (Fig. 19). 
[image: ]
[bookmark: Link575100103798ca]Figure 19 – New tree node
After selecting “Camera configuration” sub node, a special window appears. There are two tabs available: LUNA and ONVIF Bridge (Fig. 20).
[image: ]
[bookmark: Link81470945414ad]Figure 20 – UI for cameras registration
Displayed in the figure 20:
1. Address of LUNA API installation you wish to access, including protocol and port (do not include API version here);
2. LUNA PLATFORM user credentials. They are received upon registration in LUNA PLATFORM;
3. Camera browser per Milestone server;
4. Camera information panel, displaying:
selected camera name and ID (this is the ObjectID part of camera FQID),
camera status: either Unbound (meaning, there's no token with appropriate identification data in the selected LUNA PLATFORM instance) or Bound (in this case the bound token ID is also displayed);
5. Camera control panel, allowing to:
bind or unbind token for the camera,
add the camera as a new input stream to VisionLabs FaceStream (see details below),
enable ONVIF Bridge. More information about it can be found in the end of the section;
6. The refresh button, that triggers manual synchronization of the data cached in the plugin with LUNA PLATFORM server.
Note. Normally you should never have need to refresh manually. Only do so if you know that other administrators alter camera configuration at the same time as you and you receive error response from LUNA PLATFORM when trying to bind or unbind a camera.
The Add to FaceStream button triggers the following dialog (Fig. 21):
[image: ]
[bookmark: Link295382300948ba]Figure 21 – Add to FaceStream dialog
Note. In order to enable the "Add to FaceStream" functionality, you should bind the selected camera with a token first.

Displayed in the figure 21:
1. Address of FaceStream you wish to access, including protocol and port
(do not include API version here);
2. Camera RTSP stream URL (filled automatically from camera configuration). The pug-in will guess the base RTSP stream URL from camera IP and default port. You should modify it to your needs depending on actual camera configuration, authorization settings and desired stream path.
If you enable the Use ONVIF Bridge flag, the plug-in will receive correct URL of the camera;
3. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Stream name (filled automatically and defaults to camera display name);
4. List in LUNA PLATFORM to match all the detected faces against;
5. Open browser to display FaceStream-generated preview of the newly added stream upon success. If unchecked, will display a simple message box instead;
6. Whether should FaceStream prefer UDP transport for the video stream instead of TCP (which is the default).

Milestone ONVIF Bridge allows to securely transmit video streams from cameras.
We recommend you use it when working with plug-in. To do so you should specify credentials for Milestone ONVIF Bridge user and IP address and port on the ONVIF Bridge tab (Fig. 23). FaceStream will receive data from camera from the specified user. You should also enable “Use ONVIF Bridge” flag.
Make sure, that you have already created a user for ONVIF Bridge (Fig. 22).
[image: ]
[bookmark: Link52476753592db20181219200053]Figure 22 – ONVIF Bridge information
Note. See Milestone ONVIF Bridge documentation to find out about user creation.
[image: ]
[bookmark: Link81470945414ad20181219194542]Figure 23 – User credentials on ONVIF Bridge tab
ONVIF user will be specified for FaceStream (Fig. 24). RTSP URL differs for ONVIF user. 
Note. ONVIF user password is shown in the RTSP reference.
[image: ]
[bookmark: Link37396187156dd20181219195340]Figure 24 – Add camera to FaceStream with enabled ONVIF Bridge
Note. If you do not use ONVIF Bridge, the URL of camera will be guessed by the system, so you might have to edit it manually.
[bookmark: _Toc529447251][bookmark: _Toc529454213][bookmark: _Toc529454396][bookmark: _Toc529454471][bookmark: _Toc529454513][bookmark: _Toc529454560][bookmark: _Toc529454651][bookmark: _Toc529455510][bookmark: _Toc529455571][bookmark: _Toc529456132][bookmark: _Toc529459233][bookmark: _Toc533691752]Troubleshooting
Q: I see the following warning (Fig. 25). What should I do?
[image: ]
[bookmark: Link579289301774cc20181112190115]Figure 25
A: You should go to LUNA PLATFORM User Interface and delete all duplicated tokens. Tokens creation is described in “Create Token for Camera” section.

Q: Camera configuration window does not display camera bound by IP.
A: Camera configuration window displays only cameras bound by ID (the ObjectID part of camera FQID). See “Add Cameras using Camera configuration window” section.
[bookmark: _Toc533691753]Appendix: Version History
	Date
	Version
	Notes

	01.11.18
	1
	Initial release
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