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TOPIC: Milestone XProtect Configuration DOCUMENT CODE:  100.MIL.20191115
HW / SW MANUFACTURER: _ All " DATE-UPDATED:' - Nov 19, 2019

HW MODEL / SW PRODUCT  Milestone XProtect Express+ & Professional+
NAME/NUMBER/TYPE:
GORILLA PRODUCT NAME(S): IVAR

VERSION #:  All

Deployment Prerequisites

With a deployed surveillance system, Gorilla IVAR works as a plug-in video analytic module. The VMS
server replays the video streams to IVAR without direct access from IVAR to the IP cameras. In this way,
IVAR can be deployed in the same network segment of your XProtect® server.

VERSION INFO

The IVA event subscription of Gorilla IVAR is supported by Milestone™ XProtect Express+, XProtect
Professional+, XProtect Enterprise, XProtect Expert, and XProtect Corporate. If you want to insert
analytic events into your XProtect” system, your XProtect server must comply with the products
indicates here.

Milestone XProtect® Compatible Products

Client Version

2019 R2 (13.2a)
2019 R2 (13.2a)
2019 R2 (13.2a)
2019 R2 (13.2a)
2019 R2 (13.2a)

XProtect Express+
XProtect Professional+
XProtect Enterprise
XProtect Expert
XProtect Corporate

DOWNLOAD LINK

You may download the latest XProtect® software installers from the Milestone website at
https://www.milestonesys.com/support/resources/download-software/

SOFTWARE RESIGTRATION AND LICENSE

You may register your account at the Milestone customer portal
https://softreg.milestonesys.com/Pages/Login.aspx

SOFTWARE REGISTRATION

You may purchase the license from your local resellers or register a trial license from the customer
portal.

MILESTONE TECHNICAL SUPPORT
You may register your Milestone Care™ for technical support of the XProtect® products.
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Data Flow Diagram

The following diagram is a basic deployment of a XProtect system with IVAR.
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XPROTECT SMART CLIENT

IVAR works as an add-on module which relays live video from an XProtect Server and analyzes
the video content in the XProtect system. The analytics results are sent back to the XProtect
Server directly. VMS users run the XProtect Smart Client to monitor all the live video as well as
the live video analytic events. When a specific event pops up in the XProtect Smart Client, a
security staff can playback the event video linked by the event time if any suspicious incidence
is found.

IVAR PORTAL

If users would like to check IVA event on the IVAR portal, then the video must be recorded on
the IVAR. Otherwise, no event playback is available.

Product Version Date

XProtect Express+ |, Updated User Interface 2019/09/24

® Improved backend functionality
e Improved system stability and widget analytic accuracy
e Multi-site comparison charts

® Cloud service can be hosted on AWS (Amazon Web Services) or
through different IDC (Internet Data Centers)
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Milestone Xprotect Configuration

1. Select XProtect Management Client 2019 R2 to launch the software.

R

2. Select localhost for the default Computer IP if your Management Client is on the server. Select
Windows authentication (current user) and a domain name will be displayed below. Select
Connect to log on your XProtect Server.

Milestone
Q XProtect” Management Client 2019 R2

Computer:
(localhost [+]

Authentication:

[Windowa authentication (current user) v J

Domain: DESKTOP-L6FHHB5

User name:
DESKTOP-L6FHHBS\gorilla

Password:
Remember password
Connect Close
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3. Under Site Navigation, go to Basics. Follow the instructions to activate your license.

|© Miestone XProtect Management Chent 2016 R2
Fle Edt View Action Tools Help

H9? oen

pfirCaiil @ milestone | XProtect®

] Basice®
View license formation and ade inforr)

* Seecuicome Information o |l Flle Edit View Action Tools Help

icanses, if tere are

© Milestone XProtect Management Chent 2019 R2

« Select Site Information to 3d¢

& milestone | XProtect®

m Basics:

View licanse information and add information about the site or stes.

Y Recording Servers
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@ Syvtem Dashoonrs
] Curert Tasks
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o Sclect License Information to view nformation about your by

o Cameras number of licenses, if there are any devices in a grace period,
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@ Matadus

@ milestone | XProtect"

a Licensed o Milestone Care
Gonilla Technology Your current level Basic
3295 Adams St
94501 Nameda
CA United States
Viorue Kob \Vinton
wiresekvirton@gorilia-technology com
0014153415700
Edt detals | Accens Miegione Cowpotal
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Inatalied Products
Product Vermon Solware License Co: ton [ Mileatone Care Plus | Milestone Care Pramiur
XProtect Professionals 2019 R2 Test M01-C05-132-02-8C4858 82772020 NA A
License Overvew - All sies Loense Detals - &) Stes
Hardware Device 12outol 25

License Details - Current Site: DESKTOP-LEFHHES
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© 2019 Gorilla Technology Group. All other trademarks are the property of their respective owners. All Rights Reserved. 4

Disclaimer: Specifications are subject to change without notice. While due caution has been exercised in the production of

this document, possible errors and omissions are unintentional.



Gorilla Technology | 100.MIL.20191115 — Knowledge Base @ =
Gorilla

4. Under Site Navigation, go to Servers. Follow the instructions to setup Recording Servers.

© Miestone Protect Management Chent 2019 82
Fie €t View Action Tools Help

f Sl @ milestone | XProtect’

@ Servers:

Recording servers are used for recording video 8nd communicating with cameras and cther devices. A system typically contains several recording servers, but needs nly one ta work. Falover servers are servers that take over If the desgnated racording servers become unavailable. Moblle
servers dstribute video streams from recordig servers to XProtect Mobie Client and XProtect Web Clent,

Jocz Recording Servers to suthorize your racording servers when setting up your system. In acdtion, this Is where you dd and configure camerss and other devices.

P OESKTOP-L6FHHES - (13
(1) Basics
E License Informaton

@ milestone | XProtect’
R Rdes ﬁ Mobrle Servers

l@ Servers:
8 s Users

@ Syom Dastioard 0 ONVIF Bridges Recording servers are used for recording video and commumeating with ca)
] Currert Tasks " servers dstridute video streams from recording servers to XProtect Mobile

e = Q2 Devices

) Sover Lo

‘ t:::mw o Camerss e Select Recording Servers to suthorize your recording sarvers
e # Worophones . f : !

&8 Nome . Seoskers ¢ Select Fallover Servers to configure any fallover servers added. |

O Metadun \ o Select Moblle Servers to manage the connection 1o the clents ang
oo Irput
PN o
© Milestone XProtect Management Client 2019 R2 - 0 X
e £t View Action Tools Help
H9/ oen
* 3 JProperties’ v
T @™ [ed — n
5 () Basics = H) DESKTOP.L6FHHBES M""" y R
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R User-defined Event
R Analytcs Events
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& sssic Users
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1) Server Logs
[ Access Contrcl
OB Trwooet
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5. Go to Devices. Follow the instructions to setup Cameras.

@ Milestone XProtect Management Chient 2019 R2
Flle Edit View Action Tools Help

- P DESKTOP.LEFHHES - (13
(D) Basics
License Informaton

@ milestone | XProtect®

Q Devices:

The devices of the hardware you add under Recording servers, for example cameras and the assocated speakers and microphones, are listed here,

P Recording Servers
U Mobile Servers

Select Cameras to configure and manage cameras,

P Mcrophones
@ Sooskers
@ Metadan
oo lrput
v Output
= 5 Client
B2 View Groupa
£ Smant Client Profile
P Matrx
= [ Fules and Everts
() Rules
@® Time Probles
[0 Notfication Profdes
R User-gefined Event
¥ Analytcs Events
R, Generic Events
& o) Secunity
T\ Roles
8 Basic Users
. System Dashboard
[ Current Tasks
™ Configuration Repor
%) Seever Logs
I Access Control
2 4, Transect
L] Trarsaction sources
|i#] Transaction definitio
® B Aoera

Select Microphones to configure and manage microphones,

Selact Speakers to configure and manage speakers.

Select Metadata to configure and manage metadata devices,

Select Input to configure and manage external input units connected to devices, for example door sensors,

-

Select Output to configure and manage external output units connected to devices, for example door openers, light, or sirens. )
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6. Go to Rules and Events. Follow the instructions to setup Analytics Events. The event names
setup here will appear on the XProtect Smart Client Alarm Manager event list.

Q Milestone XProtect Management Chent 2019 R2

Fille Edt View Action Tools Help

H92 oe i
'Gte Navigssor v 3 xfiiadics Bets vd

@ Milestone XProtect Smart Client 10/05/2019 125121PM = B X
Live Playback Sequence Explorer  IRGRTINVENS0Er +0 9 v

Setup ~ B8

122653 Q) Thankyou for sing this i cense todemonstrate or evalkust the Xprotct videorranagement sofvare The tial canseexires cn 08/27/2020. T fuly s th pocuc plsse contactyour eslleor i one o wammestonssys o

@ No map has been selected Fine TCP-VM469 (192.168.7.124) - Camera 1 - 10/05/2019 12:51:... ®

After recordings.

7.124) - Camera 1
hitp/deskiop-I6mNb57563/

Events Nofter v

@ Time Source.

125054 PM 10052 Fine TCP-VM460 (192.168.7.124) - Camera 1
1250:11 PM 10052, Fino TCP-VM4G (192.168.7.124) - Camera 1
12:49.08 PM 1005, Fine TCP-VMAG (192.168.7.124) - Camera 1
124848 PM 1005% Fine TCP-VM46 (192.168.7.124) - Camera 1
12:48:35 PM 10052, Fine TCP-VMAG (192.168.7.124) - Camera 1
124743 PM 108 Fine TCP-VM469 (192.168.7.124) - Camera 1
124554 PM 1008 Fine TCP-VM463 (192.168.7.124) - Camera 1
124535 PM 1005, Fine TCP-VMAG (192.168.7.124) - Camera 1
124350 PM 10057 Fine TCP-VM46 (192.168.7.124) - Camera 1
124312 PM 1005, Fine TCP-VMAG (192.168.7.124) - Camera 1
Servers 124255 PM 1005% Fine TCP-VM46 (192.168.7.124) - Camera 1
DESKTOP-LFHHES 12:42:46 PM 1005, Fino TCP-VM4GS (192.163.7.124) - Camera 1
124241 PM 1005 Fine TCP-VM463 (192.168.7.124) - Camera 1
124239 PM 1005, Fine TCP-VM46 (192.168.7.124) - Camera 1
124211 PM 10052 Fine TCP-VMAGS (192.168.7.124) - Camera 1
124209 PM 10057 Fine TCP-VM4G0 (192.168.7.124) - Camera 1
12:42.04 PM 10052, Fino TCP-VMAGS (192.163.7.124) - Camera 1
124157 PM 1008 Fine TCP-VM4G3 (192.168.7.124) - Camera 1
124151 PM 100 Fine TCP-VM46 (192.168.7.124) - Camera 1
12:41:48 PM 10K Fine TCP-VMAGS (192.168.7.124) - Camera 1
12:41:39 PM 100520 Fine TCP-VM46 (192.168.7.124) - Camera 1
12.41:34 PM 100520 Inkisse Fino TCP-VMAS3 (192.168.7.124) - Camera 1
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8. Go to Security. Follow the instructions to setup Smart Client users in the Roles. When the Smart
Client is not deployed on the XProtect Server, you can only use AD accounts of the server
domain or the Windows user accounts to log on the XProtect Server.

|© Milestone XProtect Management Chent 2015 R2
Elle Edn Yiew Action Jools Help
H2 oen

O DESKTOPLEFHHES - (1
(2] Basics

@ milestone | XProtect

e
License Information
55, s o [ Secvees q:ﬂ Security:
0 Soves L.\:ﬁ Security: ) Recording Sarvers
P Recording Servers Mobile Ser
10 Mobile Servers ﬁ o e Rod hich fest il
Q ONVIF Bridges cfffuch festures Q ONVIF B’lml has detarming wl eatures spedfic USErs OF Qrouds can BCCess, view Of usq
& R Devices . - e
@ Camerss s Sy momeeny T ?E:ém .  Select Roles to create and configure roles, and add users to the roles,
& WMcrophones lect Basic Users 1o v e
@ Sceskers P Mezraphores * Sélect Basic USers 1o view Bnd (réste basic users. The bESIC LSErE orés
. Sesom @ Soeskers
B Metaden
o Input
U Output
= O Cliens
B View Groups

@ St Clisnt Profile
ﬁ Matro
= [Ob Fules and Everes

(5] Rules
) Time Profiles
[=4 Motifcation Profiles
@ Syster Daskboard R User-defined Event
[] Currert Tasks -
| Configuration Reper ¥ dnalytics Events
%) Server Logs
B 2ccess Control
@1, Transsct
(] Transaction sousces
! J:{J:uummm 8 Basic Users
Rohes w 3 [ Role Sofings
& | DESKTOP-LEFHHES - (13 Hare ™ a | Disciighon
(L) Basics h Adrrenistrators |Administration hawve oo a admen
(& License Informaton . ONVIF W BUILTN Adverustrators Adrurustrators e complete Bnd uniestriched Bocess 1o the computes doman

EE Steinkormason W@, Operators (Default role croased by the i J| ] DESKTOR-LEFH#{ES gorilla
11 Servens i NT AUTHORITYNETWORK SER

@ Recordng Servers
ﬂ Mobile Servers
(3 ONVIF Bridges

= B Devices
=0 Carares
# Wecraphones
‘ Spemakers
W leindaa
oo Input
W Owlput

= @ Client
B View Groups
£ Smant Cleent Profile
& Manx

= [ Files snd Everes
[E] Rules
) Time Profles
[=4 Motification Profilas
W User-defined Evert
® Aealytics Events
t Genenic Events

L= d? Secunty
b Fole= |

& Basic Usary

© 2019 Gorilla Technology Group. All other trademarks are the property of their respective owners. All Rights Reserved. 8
Disclaimer: Specifications are subject to change without notice. While due caution has been exercised in the production of
this document, possible errors and omissions are unintentional.



o

Gorilla Technology | 100.MIL.20191115 — Knowledge Base a =
Gorilla

9. For example, click Add. Input a Windows username in the field Enter the object names to
select. Click Check Names. A valid username will be displayed. Click OK to add the user.

Roles - I e ngs

MName
Select Users or Groups X |
ﬁ Administrators {Administrators have co P

ﬁ ONVIF Select this object type: less to the computer/domain
% Operators (Default role created by the i |Uaeru. Groups, or Builtin security principals | | Object Types... |

From this location:
|DESKTOF~LGFHHBS || Locations... l

ct (examples):
‘Wﬁnﬂﬂﬂ]' | Check Names |

| Advanced... | | Cancel |

| Add... E |) Remove

10. This is the username that we are going to use in the Smart Client.

Roles ~ # ||Role Setiings
Name Name
'ﬁ, Administraters (Administrators have co & admin

i, ONVIF

ﬂ Operators (Default role created by the

- | Description

sjstrators have complete and unrestricted access to the computer/domain

KTOP-L6F HHBB\gorilla

11.Log in to your IVAR account. Select Events > Subscriptions. Click on the * iconto create a
subscription task for each IVA event which you want to deliver to the XProtect Server.

Gorilla AR Channels ¥

_ £3 Subscriptions

Intelligent Video Analysis Events —

Name & Channel & Event Types 4 Image Types 4 Protocol 4 Type 4 Receiver & Receiver Response 4

Intrusion Fine (192.168.7.124) - Camera 1 Intrusion Detection Triggered Event Alert] intrusion Detection [Cleared Event Alert] SceneObjedt  HTTP MILESTONE XML  hip//192.1682.100.9080  Delivered 2019-10-05 123501 & [« R}
nannel 1 Peopie Counting [Trgger Mode] SceneObpct  MTTR MILESTONE XML~ heip-/1192.168 2 100 90% 2019-10-04 172054 & (o« WS
ACT192168.7.62)- Camera1  Face Recogniion [Snapshotinown Person] SceneObedt  HTTF MILESTONE XML  htp/92 16821009090 - 2016-10.04 172058 & €D s
ACTI(192 168 7.6 F aknowun Perscn] ject TP L bt 1009090 - 2019-10.04 17 [« W]
“nannei 1 Peo g (Summary Mode) HIT 210 vuns R e 8

Human Detection ACTI(192 168 7.62) - Camera 1 Human Detection [Snapshot Alert] v 1 f MILESTONE X! hatp.in! 00 9 019-10.04 172054 C m 2B

System Events x

Name & Channel & Event Types A Protocol 4 Type & Recerver 4 Receiver Response &

© 2019 Gorilla Technology Group. All other trademarks are the property of their respective owners. All Rights Reserved.
Disclaimer: Specifications are subject to change without notice. While due caution has been exercised in the production of
this document, possible errors and omissions are unintentional.



Gorilla Technology | 100.MIL.20191115 — Knowledge Base /e
Gorilla

12.A pop-up window will appear. Enter a Name for the subscription. Toggle the Enable button to
On. Select a Channel for Intrusion IVA. Select the Event Type “Intrusion Detection [Triggered
Event Alert]”. Select the Image Types that you want to deliver to the XProtect Server.

Intelligent Video Analysis

\

Name

Intrusion

Enable

© channel Channel Selection

Fine (192.168.7.124) - Camera 1

© Event Types Event Type Selection

Intrusion Detection [Triggered Event Alert]

o Image Types

Scene,Object
L J

13.Under Type, select MILESTONE_XML. Use the event name created from Step 6 to fill
out Milestone Message. In this example, we use the analytic event name ‘Intrusion’.

Type
MILESTONE_XML ~

Milestone Message

Intrusion

Protocol

HTTP v

URL
http://192.168.2.100:9090

Add Headers
Q0
Basic Authentication Username
Basic Authentication Password
Password Confirmation
BAP Group
Q0
Description
© 2019 Gorilla Technology Group. All other trademarks are the property of their respective owners. All Rights Reserved. 10
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14.Return to Xprotect Manager. Under Rules and Events, select Analytics Events and then
Intrusion.(ie- the name of your Analytic Event)

* e ~ aa .
: Navigation » 1 X [[Analytics Events w 1 | Properties
ﬂ DESKTOP-LEFHHES - (13, (=3 ﬁ' Analytics Events
) 2 " Name:
EH{L] Basics | Face Recognition - Known :
License Information % Face Recognition - Unknown Intrusion
. E Site Information | | 4
P \
= D Servers I
; ' Description:
! @ Recarding Servers % People Counting - Triggered ot

: 1 Mobile Servers

= Q Devices
_ = Cameras
- # Microphones

! & Metadata
e Input

=+EE Client
[ View Groups
- fd Smart Client Profile

= [% Rules and Events
[] Rules
() Time Profiles
- [=] Notification Profiles
R User-defined Event
- Analytics Events

[ - ST
15. Return to IVAR. Under Protocol select HTTP. Under URL, type in the XProtect server with the
following format: http://[IP address]:[port] (The default server port is 9090.)

Protocol

HTTP ~

URL

http://192.168.2.100:9090

16. If other settings are required, setup each item accordingly. Select Save to complete.

BAP Group
Description
Cancel Save
© 2019 Gorilla Technology Group. All other trademarks are the property of their respective owners. All Rights Reserved. 11
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17.Return to the Events > Subscriptions page. Check the connection and status of the subscription.
Event subscriptions are delivered successfully when the connections are error free.

Gorilla VAR Channels v View Events System IVA Setup Y el

Intelligent Video Analysis Events

Receiver Response A

Name A Channe! A Event Types A Image Types A Protocol A Type 4 Receiver A

GO 2 8
GO 2 =
' " €D 2 8
I [ o o B3}
Lo
‘ Lo
18. Open the XProtect Smart Client. Under Computer, select the server IP address. Under
Authentication, select Windows authentication. Enter the User name (Use the format of
[domain name]\[username]. See example below.) Enter the Password. Select Connect.
Milestone
XProtect” Smart Client 2019 R2
Computer:
192.168.2.100
Authentication:
Windows authentication
Domain: DESKTOP-L6FHHBS
User name:
DESKTOP-L6FHHBS\gorilla
Password:
EYYYYYYY ]
Remember password
[[] Auto-login
© 2019 Gorilla Technology Group. All other trademarks are the property of their respective owners. All Rights Reserved. 12
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19.Select the Alarm Manager tab. Under Events, click on the IVAR event name (In this example,
‘Intrusion’). Review the event details and image to ensure success configuration.

& Milestone XProtect Smart Client 10/05/2019 12:3232PM = &

ve | Playback  Sequence Explorer | INASIINENSOEIN

122853 M Q) Thankyou for sing his i cense todemonstrats or vl the Xprotct videorranagemeat sofvare The tial canse expirs cn 08/27/2020. T fuy e the produc, plase cortactyour eslleor i one o wammestonesys.com.

@ No map has been selected ®|  Fine TCP-VM469 (192.168.7.124) - Camera 1 - 10/05/2019 12:32.... ®

Events Nofiter v
@ Time Message Source:
123228 PM 100520 Intrusion Fine TCP-VM46 (192.168.7.124) - Camera 1

226 PM 10052 Inusion Fino TCP-VM4G (192.168.7.124) - Camera 1

110622 A4 10052 Daifbesd URRTEI DESKTOP.L6FHHBS
100538 AN 100502 Daifbas Dok Full- Ak Archiving  DESKTOP LEFHHES
$05:13AM 100520 Dot fese Dk Ful-AukoArching _ DESKTOP-LGFHHBS
50459 AU 100520 Daidled
1100044 100520 Datdlod
101447 PM 1004 Do e =
ssapuooiy pinsed|  EVERES  No filler v
o 75337 PM 100420 o bed
DESKTOP-FHHBS 65312PM 100420 Doial o .
553:08 PM 100420° Datal s¢ = o
45254 PM 100420 Onnting - S o7 179
42551 PU 100420 Hamal|0 2 Fine TCP-VM468 (192.168.7.124) - Camera 1
42855PU 100420 Humall] ; T PP LY a
A2849PM 100420 Humal 5
$2828PM 100420 Humall
AZB2PM IR Foco S
42825PM 100420 Humad

427:39PM 100420° Human pi o 4 & Database Desk Full - Auto Archrang DESKTOPF-LEFHHES
R Database Disk Full - Auto Archiving ~ DESKTOP-LEFHHES
Database Disk Full - Auto Archiving ~ DESKTOP-LEFHHES

B-{d-59 AM 10MARN"  Natabhase Neskc Full = Ao Archrann NESKTNOP-| RFHHBES
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