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Text Styles

In this guide certain fonts are applied to provide a visual means to interpret text. See Table 1. Text Styles and

Meanings.

Table 1. Text Styles and Meanings

Font Style

Meaning

Blue underline

Hyperlink that opens a file outside of this document. Typically, this is a web
page.

Italic underline

Hyperlink that moves you to a location within the document. Typically, this is a
section, table, or figure.

Bold General term for emphasis. Typically, this introduces a definition or description.

Bold An item in a Graphical User Interface (GUI). This includes page, window, or panel
labels, fields where you enter or select information, or checkboxes and buttons
you click.

Bold colors Examples of colors used in GUIs.

Italic Identifies book or section titles. Provides emphasis for terms or ideas. Used to

identify options for selecting from a menu, entering in a field, or replacing in a
command string.

Code italic

Identifies a variable, where the intent is you provide a literal value in place of the
variable. Used in paragraphs and code strings.

Code

Examples of commands you enter in a field or terminal, or responses from the
system.

Code on gray

Examples of commands you enter into a command line interface (CLI) terminal or
responses from the system.

I'ext In box

Notes and Tips. Useful related information. Format used to call attention to
the content or to describe side-bar content.
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Font Style Meaning

. Cautions and Warnings. Read these and comply with the information provided.
Text in Comply with Cautions or Warnings to prevent equipment damage or injury to
box humans and other living things.

L. I ——_———.
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1. Introduction

The following section introduces the Qortex — Milestone plug-in.

Qortex Plug-in Features

The Quanergy Qortex plug-in for Milestone XProtect 2022 offers the following features:

Retrieve Sensors and Zones from Qortex and send to XProtect.
Retrieve events from Qortex and send to XProtect.

Plot Qortex Sensors and Zones on Milestone maps.

Create Qortex Event Zones in XProtect Smart Client.

Overlay tracking of live Qortex assets in Milestone maps.
Encrypted connection using the Quanergy Qortex DTC API
Supports connection for up to 8 Qortex servers.

Qortex Plug-in Limitations

The Qortex plug-in for Milestone XProtect has the following known limitations:

e Properties of Qortex Sensors and Zones are read-only in the XProtect Management Client.

e Due to auto-synchronisation of Sensors and Zones from Qortex to Milestone, a Qortex server must be
disabled, and any child Sensors and Zones deleted before the server may be deleted from XProtect
Management Client.

e The primary Qortex sensor will not be visible on Qortex Maps in Xprotect Smart Client.

e Zones or Sensors deleted from the Management Client will be re-synced automatically while the Qortex
server is enabled:

o Zones may be deleted from the Qortex Map in the XProtect Smart Client.

¢ Due to Milestone UI design, options for editing Zones, Sensors and Trackers may be obscured on the
Qortex map in matrix Views configured in the XProtect Smart Client:
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o As a workaround, double-click the map while in Setup mode to expand the map and see all
Qortex configuration options. Once configured, double click the map again to restore the matrix
view.

e When connecting a Qortex 2.3 server to XProtect in Secure Mode, please cofigure the user credentials
created in Qortex when Secure Mode is enabled.

The Qortex plug-in is installed on the XProtect system and connects to XProtect using the Milestone MIP SDK.

System Architecture

Figure 1 shows the system architecture of the Milestone Plug-in.

Qortex @ > < Milestone
DTC API & b2 < MIPS SDK

Milestone
Plug-in

Milestone
Quanergy X;’rolect
Server Server
A

.

Figure 1. System Architecture
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2. Installation

The following section details the steps required to install the plug-in on the XProtect server.

Pre-requisites

The following software versions are required for the plug-in:

¢ Milestone XProtect 2022R2
¢ Quanergy Qortex server v2.2 or 2.3
e Microsoft .NET Framework v4.8

Firewall

The connection to Qortex servers uses port 8080 by default. Please configure a firewall rule on the Milestone
server to allow communication using this port.

Installing the Plug-in

The plug-in installation is performed on the XProtect server. To install the plug-in, carry out the following steps:

Warning: The installation will restart the Event Management Service which might
result in missed alarms. Please perform the installation during a maintenance
window.

. __________________________________________________________________________________________________. ______________________________________________|
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1. Double click the installer to open.

ﬂ Milestene Quanergy Setup

Welcome to the Milestone Quanergy
Setup Wizard

The Setup Wizard will install Milestone Quanergy on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

2. Check the End User License Agreement checkbox to agree to the terms and conditions. Click Next.

ﬁ Milestone Quanergy Setup — *
End-User License Agreement
Please read the following license agreement carefully
1. Software License. “

1.1 “Software” means all software licensed by Quanergy Systems,
Inc. (“Quanergy”) to end users (each, a

“Licensee”). Quanergy and Licensee are collectively referred to as
the “Parties” or each individually, as a "Party.”

1.2 License. Subject to all of the terms and conditions of these End
User Software License Terms (the “License

Tarmc’l Nuanarme arants #n lirancaa a nan-aveluciva b
(1% accept the terms in the License Agresment:
Print Back Next Cancel




@ o

3. Click Install to proceed with the installation.

45 Milestone Quanergy Setup - X

Ready to install Milestone Quanergy @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Instal 3 Cancel

4. A success screen will be displayed when installation completes.

Note: Installation log files are located in the Windows user’s Temp folder (% TEMP%) and can be used to
troubleshoot installation issues.

Uninstalling the Plug-in

The plug-in may be uninstalled by:
e Re-running the installer

e Opening Control Panel/Programs and Features, right-clicking Milestone — Quanergy and selecting
Uninstall.

©2023 Quanergy Solutions, Inc Qortex — Milestone Plug-in - User Guide Page 11



(®) QUANERGY
3. Configuration

Qortex — Milestone Plug-in User Guide

The following section details the steps required to configure Qortex objects on the XProtect server.

Add Qortex Server to XProtect

To add a Qortex server to XProtect, carry out the following steps after installation:
1. Login to the XProtect Management Client.
2. Expand MIP Plug-ins at the bottom of the left margin.

3. Right-click Qortex Servers and select Add New. A form appears in the main section of the Management
Client allowing you to configure the server.

> Milestone XProtect Management Client 2022 R2 X

File View Action Maintenance Tools Help

H9 oen

Site Navigation ~ 3 X |Qortex Servers + B ||Qortex Server Information

-1

Generic Events
-}ﬁ@ Security

% Roles

- Analytics Events ~ | B & Qortex Servers

i@ 2.2 Server
" = Enfer server name

Name:

IP [127.00.1:3080

Latitude:

- [m}

T Ca—

B Basic Users Server License |D: | ‘ Bearing:
-}o_ System Dashboard ‘

D Current Tasks

@ System Monitor

Server License Password: |

Description: XProtect - Qortex Server.

System Monitor Threshelds
D Configuration Reports
{!_—_l] Server Logs
-9 Metadats Use

% Metadata Search
~[F Access Control
—} Transact

Enabled

|| Transaction sources
Transaction definitions
i @ flarms
=@ MIP Plug-ins
Bﬁkl Quanergy - Qortex
El-+ Qortex Servers
* Zones

“-fie) Sensors

W

5 —
4. Enter the following details for your Qortex server:

¢ Name
e IP
e Server License ID

e Server License Password

©2023 Quanergy Solutions, Inc Page 12
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e Description
e Enabled (checked by default)
e Latitude

= Represents the latitude of the primary sensor.
¢ Longitude

» Represents the longitude of the primary sensor.
e Bearing

= Represents the bearing of the primary sensor.

Note: If you are connecting to a Qortex 2.3 server with Secure Mode enabled, please configure the user
credentials created in Qortex when Secure Mode was enabled.

5. Click the Save icon. The Qortex server is saved in XProtect.

6. Qortex Zones and Sensors will be imported automatically to XProtect on successful connection to the

Qortex server.
€ Milestone XProtect Management Client 2022 R2 — [m| X
File View Action Maintenance Tools Help
H9 oei
Site Navigation + 3 X ||Zones + B | Zone Information - 1
‘Q Analytics Events A fl B Zones
Generic Events E}t 22 Server Name |GHF‘C Zone Test
{l@ Security ‘ GRPC Zone Test B
ﬂ Roles - ig¥ GRPC Zone Test 3 Description: | Auto imported zone from qortex.
a Basic lsers ‘ Lidar Zone 1
t Lidar Zone 2
—}0 System Dashboard

|:| Current Tasks
@ System Monitor
.: System Menitor Thresholds
: D Configuration Reports
{!_—I] Server Logs
-9 Metadats Use
'q Metadata Search
[Eﬂ Access Control
{’3& Transact
E]| Transaction sources
Transaction definitions
o & Marms
-+ MIP Plug-ins
- Quanergy - Qortex
-3 Qortex Servers
"9 Sensors
v

7. Zones and Sensors subsequently added to the Qortex server will be synchronized automatically to
XProtect.
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Note: If the server fails to connect, or Qortex Zones and Sensors are not imported to XProtect, right-click
the Event Server from the Windows’ taskbar and select Show MIP logs. The log messages journaled here will
assist with troubleshooting.

Licensing

The Qortex — Milestone plug-in requires a valid Qortex server license to run. When initiating connection to a
Qortex server, a license check will be carried out by the plug-in for a valid Qortex license. If an invalid or no
license is detected on the Qortex server, the plug-in will not work. Please check the MIP logs to validate the
Qortex server you are connecting to has a valid license.

Delete Qortex Server from XProtect

1. To delete a Qortex server, disable the server by unchecking the Enabled button. This will stop the
automatic synchronization of zones and sensors.
2. Proceed with deleting each individual zone and sensor from Milestone.

3. Once all zones and sensors are removed you can now proceed with deleting the Qortex Server.

Note: If Qortex Sensors and Zones are deleted from the Management Client while the server is enabled, they
will be re-synced to XProtect.
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4. Alarm Definitions

The following section details the steps required to configure Qortex alarms on the XProtect server.

The Qortex — Milestone plug-in supports triggering Qortex Alarms in the XProtect Smart Client. The following
alarm types are supported by the plug-in:

e Zone Enter

e Zone Exit

Configuring Qortex Alarms
The following is an example of how to create a simple Alarm for Qortex servers in XProtect. For more
information on Alarm Definitions options in XProtect, please see the Milestone documentation.

To create a simple Alarm for Qortex server/s in XProtect, carry out the following steps:

1. In the Management Client, expand Alarms from the left margin.
2. Right-click Alarm Definitions and select Add New. The New Alarm Definition screen appears.
3. Configure the following:
e Name
e Triggering event:
= Select Qortex Sensor Monitor from this drop-down
e Select Zone Enter or Zone Exit from the drop-down underneath
e Sources:
» (Click the Select button. Select Sources screen appears.
»= Goto Servers tab and expand Qortex Servers.

= Select the Qortex server/s in your configuration you wish to configure the alarm for and
click the Add button. Select All Qortex Servers if you wish to trigger the alarm for all
Qortex servers.

» Click OK to confirm your settings.
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€ Milestone XProtect Management Client 2022 R2 - m} x

File View Action Maintenance Tools Help

H9 oemn
Site Navigation « @ % ||Marm Definitions =0 iarm Definition Information ~ 1
‘ User-defined Events ~ll2 J Alarm Definitions AMlarm definition
% Analytics Events %3 2o Ente Enable
Generic Events : J Zone Exit
—}t-:@ Security Name: |Zone Enter
P«; Roles
a Basic Users Instructions:

@) System Dashboard
: |:| Current Tasks

. System Monitor Trigger
System Monitor Thresholds

Triggering event: |Qonex Sensor Monitor ~ |
m Configuration Reports
|Zone Enter - |
Sources: |225&nter H Select |
IE’ Access Control Activation period
—} Transact
' Transaction sources ® Time profile |Nways ¥ |
Transaction definitions (O Evert based: Start: Select...
\1 Alarms
\3 Alarm Definitions Stop: Select..
h a Alarm Data Settings
8 Sound Settings ~E3
B'ﬂ_' MIP Plug-ins @ An alam only appears on the smart map if at least one source of the alam is a camers, an input device, or a microphane.

4. Click the Save icon to save your Alarm configuration. The alarm is configured and will appear in the
Smart Client each time it is triggered on the Qortex server.

. __________________________________________________________________________________________________. ______________________________________________|
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5. Qortex Maps in XProtect

The following section details the steps required to configure Qortex maps on the XProtect server.

The Qortex — Milestone plug-in introduces Qortex Map and Qortex Occupancy panes into XProtect, which
may be configured in a View in the XProtect Smart Client.

Configuring Views in XProtect
The following is an example of creating a View in XProtect containing Qortex panes. For more information on
creating and editing XProtect Views, please see the Milestone documentation.
To configure a simple View in XProtect for the Qortex plug-in, carry out the following steps:
1. Inthe Smart Client, select the Live tab and activate Setup from the button at the top right of the view.
2. Right-click Default view group from the left margin and select New View.

3. Select a suitable ratio setting, and the number of panes for the view. (E.g., 1 + 1 for Qortex Map and
Occupancy)

4. Assign a name for the view.

© Milestone XProtect Smart Client = [u} X

* Playback Exports Search Alarm Manager System Monitor 125716 - @ ¢ v

< | Wy Qorecvap - =

» () Alarms
» % MIP SDK Samples
» & XPROTECT

[4) carousel

[*] Hotspot

HTML page

[=] Image

1 Map

% Matrix

@ Qortex Map

¥ Qortex Occupancy

5. Inthe System Overview section, drag Qortex Map onto a pane of the view.
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6. Drag Qortex Occupancy onto another pane of the view.

@ Milestone XProtect Smart Client - o X ‘

— Playback Exports Search Alarm Manager System Monitor 125021 - @ ¢ v

XProtect < MyQortexMap -

tic Ocean

1]
Zone
Marker

4 [ Default group GRPC Zone Test3 Pink
\ Lidar Zone 1 Pink

4 [ Default view grou > )
e (NORTH AMERICA Lidar Zone 2 Pink

Zone Name

%) Camera, alarm & map view

GRPC Zone Test Pink
== My Qortex Map Pacific Atlantic

Ocean Ocean
Qortex QA 20-10 b d [

» [&@# Operators
Marker

D Sensorl LightBlue
Shorteut: Sensor3 LightBlue

Sensor Name

Alarms
% MIP SDK Samples
©2022 Microsoft Corporation, $2022 NAVTEQ, 82022 |

& XPROTECT
% Dccupancy levels:
[4) Carousel
[+] Hotspot

HTML page
(] Image
2 Map
B Matrix

© Qortex Map

B Qortex Occupancy

7. Configure any additional panes as required for your view, e.g., Alarms pane, Camera stream etc.

8. Save the view. The view is saved and may be accessed from the Smart Client.
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Customizing Qortex objects on Map

Qortex objects may be customized to display in several colors on the map. To change colors of Qortex objects
on the map, carry out the following steps:
1. Inthe Smart Client, select the Live tab and activate Setup from the button at the top right of the view.

2. Select a view that contains a Qortex Map.

3. The configuration options are displayed on the right-hand panel.

Note: If the Qortex Map is open in a matrix View in XProtect, the Qortex Sensor and Zone configuration
options may be partially obscured. As a workaround, please double-click the map to expand to full-screen
view to configure. When configuration is complete, double-click the map again to restore the matrix view.
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Creating Qortex Event Zones on a Milestone Map

Note: Please ensure any connected Qortex clients are not in Configuration Mode before adding or deleting
Qortex Zones from Milestone.

To create a Qortex Event Zone on the Milestone map, carry out the following steps:
1. On the Zone section click Add. A new Add Zone window will appear.
2. Inthe new window, type the zone’s name. Select the server and enter the Z height in meters.

3. Right-click on the map to select the first point for your polygon and click Add Vertice.

@ Add Zone

Zone Name: l J

Server: lSeIect Server v-‘

Vertices:
X Y
Z
Fill Z manually in meters.
Right click on the map to select a point.

Qortex allows a single client in Config Mode. Please exit
config mode from other clients before attempting to add a
zone.

Cancel
Continue to add the vertices as above, in a clockwise direction on the map.

Once all the points are selected and the polygon is complete, click OK to save the changes.
The new zone will appear in both Milestone and Qortex.
To change a zone color click Edit and select the new color.

To remove a zone, select the zone from the list and click Remove.

© o N o U A

To edit the color of sensors, select a sensor from the list and click the Edit button.
10. If you wish to use a different Map provider, please do so by selecting a different Map Type.

11. We can change the value of Track Removal Timeout to set the time for which object disappears from
the map when stop tracking. This time is in sec.

12. If you wish to change the limit of tracks being displayed simultaneously you can do that by changing the
value in Track Point Limit. Please note that a high limit might decrease performance.
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6. XProtect Rules

Milestone XProtect allows Rules to be configured which may trigger an action on the server when an alarm is
logged. The Qortex plug-in supports configuration of XProtect rules, e.g., driving a camera to a preset when a
tracked object enters a Qortex Zone.

Configuring Rules in XProtect

The following is an example of creating a Rule in XProtect for a Qortex event. For more information on creating
and editing XProtect Rules, please see the Milestone documentation.

1. Inthe Management Client, expand Rules and Events from the left margin.

2. InRules, right click and select Add Rule.

< Milestone XProtect Management Client 2022 R2 — ] ®
File View Action Maintenance Tools Help
H9 @oemn
Site Navigation ~ 3 X JRules ~ 1 | Rule Information - 1
- #® Microphones A E|-- Rules
0 Speskers Default Goto Preset when PTZ is don Name:
* Metadata - Default Play Audic on Regquest Rule
oo Input ' Default Record on Bookmark Rule -
() Output {E] Default Record on Motion Rule Description:
. |£| Default Record on Reguest Rule
= Client 1Z] Default Start Audio Feed Rule
[ View Groups 2] Defautt Start Feed Rule
£ Smart Client Profiles +-[E] Default Start Metadata Feed Rule
@ Matrix Zone Enter - FTZ Rule
=& Rules and Events
~[E) Rules Active
(&) Time Profiles
[ Notification Profiles Definition:
* User-defined Events
-~ Analytics Events

Generic Events
=&l Security
% Roles
£ Basic Users
—}o System Dashboard
El Current Tasks
; @ System Monitor
System Monitor Thresholds

iii i v ill € >

3. A new window appears to guide you through adding a rule.

. __________________________________________________________________________________________________. ______________________________________________|
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Manage Rule — m] *®

Name:

Description. | |
Active:

Step 1. Type of rule
Select the rule type you want to create
[O)] Perform an action on <event>
() Perform an actien in a time interval
() Perform &n action on a <recurring time>

Edit the rule description (click an underlined item)
Perform an action on event

from ing server/management server

[ Help | | coea | <Back | Bedt> || Ensh |
4. Type the rule’s name and select the first option. “Perform an action on Event”.
5. On the bottom panel click on Event and expand Quanergy — Qortex and then Qortex Sensor Monitor.
6. Select Zone Enter.
7. Click on from “devices...” and select your server.
8. It should now look like this:

Manage Rule = [m] X

Name: ‘NewRule001

Description:

Active:

Step 1: Type of rule

Select the rule type you want to create

[O] Perform an action on <event>
(O Perform an action in 2 time interval
(O Perform an action on a <recurring time>

Edit the rule description (click an underlined item)

[Perform an action on Zone Enter (Qortex Sensor Monitor}
from 2.2 Server

Help Cancel | <Back Next> [ Einish

9. C(lick Next and select your schedule in the next screen.

10. Click Next and select a built-in action that you wish to perform.

©2023 Quanergy Solutions, Inc Qortex — Milestone Plug-in - User Guide Page 22
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Manage Rule - a X
Name: | New Rule 001 l
Description: [ ]
Active: ™
Step 3: Actions

Select actions to perform

[®| Start recording on <devices> A

[[] Start feed on <devices>

[] Set live frame rate on <devices>

[7] Set recording frame rate on <devices>

[ Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>

] Start patrolling on <device> using <profile> with PTZ <priority>

[] Pause patrolling on <devices>

] Move <device> to <preset> position with PTZ <priority>

[[] Move to default preset on <devices> with PTZ <priority>

] Set device output to <state> v

Edit the rule description (click an underlined item)
Perform an action on Zone Enter (Qortex Sensor Monitor)
from 2.2 Server

& er
istart recording immediately on Hik Visi -2DE4A215IW-DE (192.168.171.1

| He | Gencsl || <Bek || Mea> || Ensh |
11. Once your configuration is complete. Click Finish to save the new rule.
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