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Enable Automatic License
Activation

Before getting started, make sure that the license information is activated

1, Open Milestone XProtect Management Client
2. Browse to Basics —> License Information

3. Verify that the license information is valid, and that there are no bolded red
indicators:

a. Installation product should provide a valid expiration date
b. License Overview - All sites, should provide the amount of active sites
c. License Details - current site -

4. Should there be a license issue, contact your Milestone account manager

Enable Automatic License Activation



© Milestone XProtect Management Clent 2022 1
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®
Windows - Key registry

In order to ensure that the outputted Milestone RTSP would be digested by the Wise
engine, the user must verify if a specific registry key exists on the Windows registry
framework.

_, If it does note exists, we must manually create it.

1. Open window'’s Registry Editor
2. Browse to Computer —> HKEY_LOCAL_MACHINE —> SOFTWARE —> Milestone

3. Right click the Milestone folder and create a new key

[ Registry Editor ju %
File Edit View Favorites Help
Computer\HKEY LOCAL MACHINESOF TWARE\Milestone

HKEY_CLASSES ROOT ~ | Name Type Data

HKEY CURRENT USER

38| (Default) REG 57 (value not set)
v | HKEY_LOCAL_ MACHINE
BCD00000000

HARDWARE
SAM
SECURITY
~ | SOFTWARE
Classes

Clients

CVSM
DefaultUserEnvironment
Description

dotnet

Google

Helios

Intel

Microsoft
v Milestone .
Installatio Collapse
Key

Milestone Open Network New »
ServerConfigurator Find... String Value
XProtect APl Gateway

Delete Binary Value
XProtect Log Server o
N Rename DWORD (32-bit) Value
Mozilla )
MozillaPlugins Export QU TB{H AN
Notepad++ Permissions... Multi-String Value
Expandable String Value

QDBC Copy Key Name = i
QM Go to HKEY_CURRENT_USER
OpenSSH
Partner
Policies

4. Rename the key (folder) to “Milestone Open Network Bridge”

Windows - Key registry



5. Create a DWORD (32-bit) Value
6. Rename the “value name” to “SHA256auth"

7. Input 0 in the “Value data” field

L]
File Edit View Favorites Help
Computer\HKEY 1OCAL MACHINE\SOFTWAREYMilestone\Milestone Open Netwark Bridge
HKEY_CLASSES_ROOT ~ | Mame Type Data
HKEY_CURRENT_USER b (Default) REG 57 (value not set)
¥ HKEY_LOCAL MACHINE .SHAESSaulh REG_DWORD 0x00000000 (0)

BCDOODDOOOO

HARDWARE
SAM
i1 SECURITY
~ | SOFTWARE
Classes =
Clients Edit DWORD (32-bit) Value
| RO Valug name:
P DefaultUserEnvironment ”H.ﬂ\z Sauth
: Description
dotnet Value data Base
H Google 0 (®) Haxadacimal
Helios () Decimal
{ v Intel
| Microsaft —
v | Milestone
[ Installation

Milestone Open Network Bridge
ServerConfiguratar
- | XProtect API Gateway
XProtect Log Server
Mozilla

MozillaPlugins
MNotepad ++
0DBC

QEM
QpenssH
Partner
Policies

8. reboot the server, so that the registry take effect

These step will ensure that the SHA256auth protocol would cancel out, effectively
allowing Wise to digest the Mileston outputted RTSP.

You may verify if the MD5 authentication protocol is the only protocol running on the
Milestone RTSP by testing the following ffmpeg command:

Windows - Key registry



_, ffmpeg -v trace -i <milestone_RTSP_URL>

e.g.
ffmpeg -v trace -i rtsp://192.168.1.58:554/live/7410822f-5aaa-4b6e-b604-
b00378310541

Output:

CSeq: 3

Date: Mon, Nov 21 2022 19:19:46 GMT

WWW-Authenticate: Digest realm="RtspServerLibrary",
nonce="Sv4kDzaJW4zQflwuNKCYcBO04cjfXZVVV", algorithm="MD5"

Windows - Key registry
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Registering Camera Using RTSP
URL

Using a RTSP URL coming from a real camera

1. Open the Milestone Xprotect Management Client program

2. Browse to Servers —> Recording Servers —> Right click the current server
installed

3. Select Add Hardware

Registering Camera Using RTSP URL



4. In the “Add Hardware” window, select Manual and click on Next

Add Hardware O >

Add Hardware

This wizard helps you detect and set up hardware.

Hardware detection method:

(") Express (recommended)
Automatically detects hardware on the recording server's local network

() Address range scanning
Scans defined network address ranges and detects hardware models

(®) Manual
Detects hardware models for manually entered |P addresses and host names

(") Remate connect hardware
Add hardware connected via a remote connect server

milestone

| Help | < Back Next > | | Cancel

5. Uncheck the (Factory default) checkbox

6. In the next wizard window, click on Add for adding a new credential option
7. Input the username and password that that particular RTSP URL uses

8. Click Next

Registering Camera Using RTSP URL



Add Hardware

Optionally. specify additional user credentials to connect with if the hardware is not using the factory defaults.

d >

¢

milestone

Include  User name Password

[] |{Factory default)
dl

Add

Remove

| Help | | < Back

Cancel

8. Select the relevant RTSP communication driver protocol - universal

Add Hardware

Selectwhich drivers to use when scanning for hardware.
The more drivers selected, the slower the scanning.

[H-["] Arecont
-] AXIS
[#-[] Besch
B[] Canon
B[] Hanwha
B[] HikVision
B[] Infinova
-] JVC
B[] Milestone
B[] Mobotix
- [C] OWVIF
[#-[] Panasonic
B[] Samsung
B[] Seny

- [4] Universal
(-] Other

O X

¢

milestone

Select All

Clear All

| Help | ; < Back 1 Next > | |

Cancel

9. Input the camera’s IP address and communication interface port

Registering Camera Using RTSP URL




10. Click Next

Add Hardware O x
Enter the network address and port of the hardware you want to add. ’
Optionally. select the hardware model to speed up detection.

milestone
Address Part Use HTTPS HTTPS part Hardware maodel Add |
» 19216812 |0 | 1 |as3 Universal 1 channel driver |~
. . -
| Help | | <Back | Next > Cancel

11. Confirm that the camera was successfully added, by seeing a blue check mark

under the Status indicator:

Add Hardware O x
Waitwhile your hardware i being detected. ‘
Oncedetection has completed, select which hardware to add.

milestone
Stop
Detected hardware:
Add  Address Port Hardware model Status
|1‘32.163.1.2 |B'D |Ur1iversa| 1 channel driver |J Success

1 SErVers

Registering Camera Using RTSP URL

< Back 'l Next > ] |

Cancel




12. Enable the Hardware & Camera services

13. Click Next

Add Hardware O *
Hardware and cameras are enabled per default Manually aEHE additional devices to be used. ’
The hardware and its devices will be igned auto 1 names. Alternatively, enter names manually .

milestone

Hardware name template: Device name template:

Default ~ Default w

Hardware Camera [] Microphone [] Speaker [] Metadata ] Input ] Output

Handware to Add Enabled MName
Universal 1 channel driver - 192 168.1.2 [
Hardware: Universal 1 channel driver (192.168.1.2)
b Camera port 1: Universal 1 channel driver (192.168.1.2) - Camera 1
& Microphane port 1: [l Universal 1 channel driver (192.168.1.2) - Microphaone 1
Help < Back f Next > { Cancel

14. Create a new Hardware, right click on the Recording server’s name and choose
“Add Hardware”

Using a RTSP URL coming from a virtual camera

Creating a RAW file
1. Obtain a mp4 file

2. Preform a clip conversion using VLC:

a. OpenVLC

b. Browse to “Media” —> “convert and save”

Registering Camera Using RTSP URL




c. Add the relevant mp4 file

d. Click on Convert/Save

s Open Media

1 Eile < Disc % Network £} Capture Device

File Selection

ChUsershllan\Videos\NEC\Car_collision_1.rmp4d

[ Use a subtitle file

(J Show more options

You can select local files with the following list and buttons.

M+ Add... |

== Remove

[w ]
(]
LA
[q»]

Convert / Save |=| Cancel




e. Select the “Video - H.265 + MP3 (MP4) option” option

f. Click on the wrench Icon

& Convert

Source

Source: C:\Users\Ilan\Videos\NEC\Car_collision_1.mp4

Type: file

Settings
O Convert

(J Display the output

(] Deinterlace

Profile

© Dump raw input

Destination

Destination file:

ideo - H.265 + MP3 (MP4) - x| (@

Browse

Start

Cancel

g. Change the encapsulation method to RAW option and save

Registering Camera Using RTSP URL




.;-', Profile edition

- O ®
Profile Name Video - H.265 + MP3 (MP4)

Encapsulation  Video codec  Audio codec  Subtitles

O MPEG-TS © Webm © Ogg/Ogm O MP4/MOV

O MPEG-PS O MIPEG O WAV O FLV

) MPEG 1 O MKV © RAW O AVI

O ASF/WMV O FLAC O MP3

Features

\/ Video x Subtitles x Streamable
\/ Audio x Menus x Chapters

\ Cancel

h. Click on the “Browse” to select a destination file, save it in the following
directory:

@ C:\Program Files (x86)\Milestone\XProtect Recording
Server\Drivers\NativeDrivers\StableFPS DATA\Video\H264

Creating a virtual RTSP using the created RAW file:

1. Browse to Servers —> Recording Servers —> Right click the current server
installed

2. In the “Add Hardware” window, select Manual and click on Next

Registering Camera Using RTSP URL



3. In the next wizard window, use the (Default Factory) credentials

Add Hardware O *
Optionally. specify additional user credentials to connect with if the hardware is not using the factory defaulis. ’
milestone
Include  User name Password Add
- = Remove
I:l admin LTI
Help < Back Net > Cancel

4. Select the relevant RTSP communication driver protocol (Milestone —> Stable
FPS)

Add Hardware O *

Selectwhich drivers to use when scanning for hardware. ‘
The more drivers selected, the slower the scanning.
milestone

Al Select Al

| Clear Al

&+ [[] Canon
&[] Hanwha

&[] HikVision
- [] Infinova
"DJVC

= IE Milestone

----- ~[_JHusky 10 module

----- [ Milestone Arcus Embedded Interconnect

----- [ Milestone XProtect Professional VMS Interconnect
----- -~ [] Milestone XProtect VMS Interconnect

----- ] MIP Driver

----- -] Sereen Recorder

----- - [] StableFPS

----- [ Video Push Driver

- [C] Mobotix

| Help | < Back | Next > | Cancel
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5. input the following information:
a. Change the IP address to “local host”
b. Find a free port in the machine using (step #6)
c. Select “StableFPS” option in “Hardware model”

6. Input a free port, check if the port is free, open Task Manager —> Open Resource
Monitor —> Network tab —> TCP Connection (if a port is not registered then it is
free for utilization)

7. Click “Next”

i
File
Processes App history Startup Users Details  Services
o cpu IS (8) Resource Monitor - m} b
3% 1.21 GHz File Monitor Help
M -
| Owverview CPU Memory Disk Network
2 Memory 24
- Y a
R (R Processes with Network Activity LAl (> Views  |v
() Disk 0 (E) [ image PID send (B/seq) Receive (B/seq) Total (Bfseg
550 [ svehost.exe NetworkService] 1596 124,923 5,826 130,749
o
8% [ system 4 5,362 6,515 11,877
. . I:‘ VideoOSs.Administration.exe 21156 3,827 3,400 7,226
O Disk 1(C) [ VideoOS.Recorder.Service.exe 4528 2979 3,777 6756
EOSP [ videoOs.Event.Server, exe 2608 2,168 2613 4,780
B ideo05.DataCollector.Servi..,
- [ videoOS.DataCollector.S 2404 341 2,623 2,964
) Disk 2 (D: [ videoos.Server.Service.axe 4548 376 2,150 2,526 60 Seconds 0
HEJSD (09 [ videoOS.Server.Service.Tray... 5584 2,019 204 2,224 TCP Connections 100
o I:‘ VideoOS.Recorder.Service.Tr.. 13288 1,940 217 2,158
89% lasa PP annar 4 ann rra -
O Ethernet 3 rk Activity ¥ 237 Kbps Network /O B 5% Network Utilization v
Ethernet
ceme M - —
S: 144 R: 16.0 Kbps "I TCP Connections 24
~ )
(_) Ethernet Image PID Local .. Local ... Remo.. Remo.. Packe.. Laten.. QEJ d
Vhware Network ... | N system 4 IPvé L. 80 IPv6 I, 53548 0 0 Npcap Loopback Adapt... 100% -
50 R: OKbps System 4 IPv6 1. 80 IPv6 L., 49699 ] 0
1l System 4 IPv6 1. 80 IPV6 I.. 53537 0 0
() Ethernet System 4 PV L., 8D IPVE L., 49678 o 0
VYMware Network ... T system 4 IPv6 1. 80 IPV6 1. 49724 0 0
5: 0 R: OKbps df System 4 fed0.. 80 fedlu., 56928 -
System 4 IPv6 1., 80 IPVG I, 49815 -
(O Ethernet 1 System 4 IPvE L., 80 IPVE 1., 49814 - - 04
WVivlware Metwork .. pf System 4 fedl., 443 feB:.., 49882 ] 0 Lecal Area Connection 2 100%
3 v
5 0R: OKbps i
< — -
Listening Ports L |,

O GPUO

Fewer details "\\:_-" Open Resource Monitor

Registering Camera Using RTSP URL
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Add Hardware O >
Enter the netweork address and port of the hardware you want to add. ‘
Optionally. select the hardware model to speed up detection.

milestone
Address Use HTTPS HTTPS port Hardware model |_ Ma
P | o O |aa3 StableFP S -
Help < Back Next > | e

8. Click next until you get the below window, check only the HW & Camera options

Add Hardware O *
Hardware and cameras are enabled per default Manuzslly enable addiional devices to be used. ’
The hardware and its devices will be igned auto-o | names. Alternatively, enter names manually.

milestone
Hardware name template: Device name template:
Defautt w Default k4
Hardware Camera ] Microphone [ Speaker [] Metadata [ Input [ Output
Hardware to Add Enabled Name ~
StableFPS_T200 - localhost [ ]
(=) Hardware: StableFPS_T200 focalhost)
=B Camarapoi 1. A | | StableFPS_T800 focakhost) -Camera 1
& Microphone port 1: ] StableFPS_T800 focalhost) - Microphane 1
@ Speaker port 1: O StableFPS_TE00 localhost) - Speaker 1
ﬁ‘ Metadata port 1: O StableFPS_T800 Jocalhost) - Metadata 1
ﬁ‘ Metadata port 2: O StableFPS_T800 localhost) - Metadata 2
S Metadata port 3: ] StableFPS_T200 localhost) - Metadata 3 hd
Help [ ¢ Back | Next > Cancel

9. Click Next

10. Group the new virtual camera stream under the “Looped Clips” folder

Registering Camera Using RTSP URL




Select Group

Selecta default group for all devices types. ’ =-=n Pp—
Alternatively. select device group individually for each device. E | §¥ Looped Clips
milestone ——
reams

Default camera group Devices Add to Group

RTSF Streams Cameras

Default microphone group: B StableFPS_T800 Jocalhost) - Camera 1 Default Group ~

No group selected

Default speaker group
No group selected..

Default metadata group:
oo e I E G
Default input group

No group selected..

Diefault output group:
No group selected

Help < Back Finish Cancel

11. Click finish
12. Select the new created HW, browse to the “Settings” tab
a. Choose the “H264” option under the “VideoCodec” field

b. Select the the source .RAW file you wish to play from under the
VideoH264Files field

c. Save the changes

© Milstone XProtect Management Client 2022 R1
File View Action Msintensnce Tools Help
H9|0 e 8 Atn
Site Navigaton TEx
W USERTEC-UGSGSNe - (22.13)
5 0 Basics
&) License nformaton
) St rformation
& & Remote Connect Services

~ ¢ ||Propetties -e

45216812  General 5
e nane StableFPS_T600
S5FPS Verdr 203.1.13301934 v122
e 000 e i Gencte pt s Yes
2} AxisOne-click Camers Connection 300Dtz it oo
510 Servers: 000 Frames pe second )

) Recording Servers 000 put nggerrecuency seconds) 1
R Faiover Severs 000 Remote path
A Mobile Servers Im

iﬂﬁ.i:r Network Bidge Servers 3
S Cameras 401 Operation delay (miliseconds) 1000
# Microphones 402 Password change responses USER_HANDLING_SUCCESS
@ Speskers 403 Recurements o passward change mLA_a._Ofn [ 3810+ 1@/=NTF
& Meadatz 404 Userhanding suppored
o gt 405 Userhending responses USER_HANDLING_SUCCESS

Ouiput 500 Network seftings management supparted

Yes
3 Glient NETWORK_MANAGEMENT_SUCCESS
- 1Pt

P View Groups

&2 Smart Client Proies

&2 Management Clent Proies
G varix

3 Fules snd Events

fes
® Time Profles
Nosficaicn Fofles
R User-deired Everts
¥ Analytics Events.
R, Gereric Evets
L)
8 asic Users
5 @ System Dashicard

idence Lock
1% Configuration Reports.
) Server Logs
5% Metadsta Use
%, Metadats Search

No video

[B Access Control
&, Transact
) Transaction sources
& Transaction defirtions:

& Aarms

Site Navigation | Federated Site Hi Stable7PS_T800 (ocahos) - Camara 1

13. Rename the camera according to the guid that the Milestone VMS generated:
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a. Open ONVIF Device Manager
b. copy the guid

c. Past the guid description instead of the original camera name

-4
File View Action Maintenance Tools Help

H 9| © ® 8 Action~

O ONVIF Device Manager /22250

e Navigaon + X [RecordingSove -
5 B DESKIOPGOUDVFC - 21a) B e 2 | Voulogged in s wise [ETY =
© 0 Besice SR v

& License Information S s Device fst

) Ste eformation 7 <O G5ae-iSde-c2a000362560 N—
StableFPS,_ T30 (localhost) - Microphone 1 P entiication
L s & e o e St
= One-click Camere Connecton R SiableFPS_TE00 (localhest) - Metadata 1
% StableFPS_TE00 (localhost) - Metadate 2 —
" SiableFPS_TE0D (localhost) - Metadata 3 Address 122.166.15 User management
rvers g StableFPS_T800 (ocalhost) - Input 1 Location country/ et management
@ DA Servers (& StableFPS T80 (ocalhost) - Output 1 peg

A Motie Servers DS-20D753F-E1
Open Network Bridge Servers Firmware
5 ?Q‘nc: = Address 192.168.1.2 FEB0.0000:0000
@ Cameras Location _city/hangzhou

# Wicrophones
@ Speakers
 Meadate R 102162123
o Input Ihn
Q Ouput
& Client

B Smart Vil

3 View Grouss hidres 192160140

£2 Smart Client Profiles e |

£ Management Client Proies

3 Masic
L+ A“U“R’? rd Events Addvss 102168133

® Time Profles

Notficaion rofes

R User-defined Events
¥ Analytics Events
R Generic Events

5 @ System Dashboard
] Curren Tasks
@ Sysiem Masior

1% Configuration Reports.
) ServerLogs
5% Hetadata Use
R Metadata Search
B Access Contral
S, Transact

raaction sources
Transacton defirtons
& Hams
<& Harm Definitons v
SieHierarchy

Site Navigation

Obtaining the RTSP Milestone stream for the Wise
application

1. Verify that the Network Bridge is operational

2. Open ONVIF Device Manager
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O OMNVIF Device Manager v2.2.250

You logged in as viisights
Device list

Name, location or address | (NCaneel Identification

Time settings

Maintenance

:T.'..,f"i.:“ 192.168.1.5 O MVIF  tevokctng:

Location country/ User management

DS-2CD753F-El

Firmware

NVT Refresh
Address  192.168.1.2; FEB0:0000:0000:0 -
Location city/hangzhou

J | 5701acd5-536f-41a3-9f31-e7b4b0f88372: HIKVISION DS-2CD753F-El (192.168.1.2) - Camera 1 ]

Onvif Live video
Firmware Video streaming
Address 2 PTZ control

Location Profiles

Live video

Viden streaming

3. Login using “Open Network Bridge” credentials

Enable Recording and Motion functions

In any RTSP setup (virtual or real camera), enable the recording and Motion functions:

1. Open Milestone Xprotect Management

2. Browse to “Servers” —> “Recording Servers” —> relevant camera

3. Enable the Recording function

Registering Camera Using RTSP URL
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© Milestone XProtect Management Clent 2022 1 -
File View Action Maintenance Tools Melp
H'9 @*n Adton-

s Nt B - o [ S
2 DESKTOP GOUDVFG - 22 1a) | 9 Recordng Sarvers
@ gass 40 o iosono Recordng stings
& : 2 Rocitns @ >
D Site Informatian =7 d471ac55-0437-4447-017c-d03657d66acd 4
 Ronoo Cscrvcns 2 8471acs5 04374447 b1 7 0305 086ac I
& auson 1 fanerac & StablsFPS_T800 (102 168.156) - Spesker 1=
@ Soven % SabioFPS 7600 (102 168 150) Metadata 1 -
) Recording Servers & StableFPS_T800 (192.168.158) - Metadata 2 e ¥ minutes
' Failover Servers & StableFPS_T800 (192 168.158) - Metadata 3
@ DLNA Senvers 4 STableFPS_TE00 (192 166.156)- nput 1 | Probutier
10 obio Sonvers & SbloFPS_Te0o 192 168 158) Ot 1
A Open Notwork Biidge Ser Location Memory &=
2% Dovees .
el e 2] e
7 Wcophones
2 Sposkers -
¥ Metadata R b @t -
5 o ea s8] s
¢ ouput
Lo MPEG 4 2641265 ) Recordkeyamesany
 Snatvian
& VionG Stoage
2 SmartClent Prfies =
£ Management Cliet Profl L —
B vam st Ao
- RussandEvents
0 s T — reere=—
® Time Profiles Local default C\MediaDatabase 188GB|
Nottcabon profios
R User-defined Events .
3 aitcs Evonts
% Gonerc Events @ nfo ( Setings [ Steams @ Record 7 Molion @ Fisheye Lens. 3 Clien & Privacy masking
S [Preview

3 Confguration Reports
 Servr Logs
<% Meladata Uso

= Motadata Search
8 Access Contiol
2 Transact
Transaction sources
 Transaction defnitons
=& Aams
& Alam Dfinitons
B Alam Data Setings
 Sound Setings.

< >

Site Navigation Federaled Site Hi

[ ]

Q search

o O a)w

4. Enable the Motion function

© Milestone XProtect Management Clent 2022 1 -
File View Action Maintenance Tools Help
H'9 @*n Adton-
s Nt B s
2 DESKTOP GOUDVFG - 22 1a) | 9 Recordng Sarvers
0 Basics = ) wise_Milestone
@ 13

@
0 Sie niormaion ) 0AT1acSS 0437.4447-b176-40365706630 Moton poview Hardware acceleraton
= Remole Connect Senvices R 04712055.0437-4447 1740365766200
& fois One cick Camera & StabioFPS_T800 (192 165.156)- Spoaker
-0 Serers % StabloFPS_TB00 (192 168 1 56)- Moladala
3 % SiabloFPS TB00 (192163 1 5)- Motadata2
B Faiover Senvers % StobleFPS_T800 (192168 150)- Meladota 3 I
@ DLNA Servers 4 SiabioFPS T80 (192 160.15)- Input 1
10 Mobie Servers & SiabloFPS T80 (192 168.158) - uiput (1 Manualsorsitviy
A Open Netwark Bridge Ser
< Devies
ac

Tiveshold
# Miciophones £

9 Keytames only (MPEG-4H 2641 265)
¥ Output

ot Process image every (msee) 500 =
8 St ial

Detection resolution 12% v
£ Management Client Profi 21 Generals mofion data for smart search
@ Mabix
@ Rules and Events
[ Rules
© Time Profiles

0 Use exclude regions

= 16x16 Show grid
Gioar Show ragion
% Generic Events

Do 3 Setings 1 Stams ® Record 4 Moton @ Fishey Lons & Cllent & Prvacy
@ seany [Proviow.
Roles

Transaction sources
 Transaction defnitons
=& Aams
& Alam Defnitons
B Alam Data Setings
 Sound Setings.

< >

Site Navigation Federaled Site Hi

Q search

@ 9 to o
e N® e
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Enabling ONVIF Bridge Service

Create an ONVIF Bridge User

These credentials makes it possible for the user to utilize the ONVIF capabilities,
providing an local RTSP URL for the integration usage.

1. Open Milestone XProtect Management Client program

2. Browse to Security —> Basic User, add a new basic user

€ Milestone XProtect Management Client 2022 R1 ] X

File View Action Maintenance Tools Help

o x [BasicUser = ® IBasic User Selings
Name Name
wshts
Descriplion:
ork Bridge user
& Create Basic User... Ctrl+N 123
Edit Basic User...
X Delete Basic User Delete |
# Mobile Servers = Refresh £5 || Foree Basic User ta change password on next login
A Open Network Bridge Ser )
% Devioes IS
= Cameras Enabled
# Migrophones
@ Spaakers
¥ Metadata

«F Secunty

)
s
s
T Roles
& Basic Users.
O tT:
vstam Monitor

3. Establish the new basic user, by designating a username and password, make sure
to uncheck the “Force Basic User to change password on next login”

Enabling ONVIF Bridge Service




Mew Basic User =

|ser name:

usemame |

Description:

Passwaord:

Fepeat password:

Status:

Enabled v|

| 0K | | Cancel |

4. Browse to Security —> Roles —> click Add, and assign the new user with
Administrator privileges

Enabling ONVIF Bridge Service



H2?2 o= i
Site Navigation = = x JRoles -

Role Seltings -

o Cameras ~ Name Name «  Description
# Miciophones . Admiristrators (Administrators have complete and unrestricted ac |& NT AUTHORITYWNET,
& Speakers § USERTEC-UQOGSNE\.

¥ Metadata 2 wisights Open Network Bridge user
oo Input

" Output
S8 Client
B Smant Wall
£ View Groups
£ Smar Client Profiles
7 Management Clhienl Profiles
@ Matrix
& B Rules and Events
[ Rules
® Time Profiles
=1 Nolificalion Profiles
fined Events
Fvents
Events

Select Basic Users to add to Rale X

Salact user

Select  Name

& Secunly

[
& Basic
= @ Syslem d
[ Current Tasks New
System Monitor
Syslem Monilor Thiesholds 8T cancel
2 Fvidenca Lock
7 Configuration Reports
I Server Logs
5% Meladata Uss
% Metadata Search
IF: Access Gonlrol
6 Transact

Z Transaction sources
5 Transacton defintions s ] Remove
=& Alarms

< >
Site Navigation | Federated Site Hierarchy @ info @ Usors and Groups *@ Extemal IDP @ Overall Security B Device « PTZ @ Speech ¥ Remote Recordings B SmartWall <

Enable Network Bridge Servers

1. Make sure that Milestone Open Network Bridge is working
2. Browse to Server —> Open Network Bridge Servers

3. Right click and add a new server

4 Milestone XProtect Management Client 2022 R1 ] X
File View Action Maintenance Tooks Help
HY ogen

Site Navigation - ox

= wJonvIF Bridge Information -

@ USERTEC-UQSGSNG - (22 13) A |=AOpen

L0 Basics Auserl  Collapse
& License Information AddNew . Ctr+N
] Sits Information

=18 Remole Services Z Refresh F5
2 Axis Camera Conne

=10 Senvers
a7 Recor vers

) Failover Servers
A1) Mobile Servers
#4 Open Network Bridge Servers
=% Davices
= Cameras
# Migrophones
@ Speakers
% Metadata
s Input
7 Ouput
= Client
B Smart Vall
£ View Groups
£ Smart Client Profiles
& Management Client Profiles
Matrix
& Rules and Events
[ Rules
@ Time Profiles
4 Nofification Profiles
® User-defined Events
*® Analyiics Events
% Generic Events
e Security
¥ Roles
& BasicUsers
@ System Dashboard
[ Current Tasks
@ Svystom Monitor
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4. Confirm that the following infomration is add as in the picture below

ONVIF Bridges -~ & JONVIF Bridge Information
A Open Network Bndge Servers Open Network Bridge settings
A QoG
ONVIF port. 580
RTSF port 554

:‘ Enable WS-Discovery

Defaull camera sellings (as reporled Lo the ONVIF clienls)

Max days of retention. 30

Frames per second 5

Width 1920

Height 1080

Bilrale kbps: 512

GOP size: 5

Codac: H.264 Baseline Profile

H.264 Main Profile
H.284 High Profile
H.264 Extended Profile v

7| Use conligurabions from cameras
Real Time Streaming Protocol settings
Z‘ Skip gaps in recordings
7| Repeal lrames

Maximum fime between frames. 350 ¥ ms

Adding Milestone User to Open Network
Bridge

A

Milestone Open Network Bridge Manager

1. Open Milestone Open Network Bridge Manager

2. Right click the lower icon, and select “Configurations”, change the “Management
server” to the local host server’s IP address

Enabling ONVIF Bridge Service




@ Manage

g nt server address X

I Management server: ’W‘ .
Include sub-sites:
Log level for Open Network Bridge: Infarmation ~
Log level for RTSP Information ~

R ——

Start Open Network Bridge service
Stop Open Network Bridge service

Restart Open Network Bridge service
Remove Configuration...

Manage ONVIF client users...

Show latest Open Network Bridge log

= Show latest RTSP log
ps 8@ External IDP (& Overall Security &2 Devic

eech & Remote Recordings BB SmartWall

About

Exit Milestone Open Network Bridge Manager

3. Right click the lower icon, and select “Manage ONVIF client users”, add credentials
of the the basic user.
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® VManage ONVIF client users

User name:
|w\se
Password:
Add user
~ONVIFCTenT oeers
wige |
Remove user
oK Cancel

Start Open Network Bridge service
Stop Open MNetwork Bridge service
Restart Open Metwork Bridge service

Configuration...

. Manage ONVIF client users... I
Show latest Open Network Bridge log
Show latest RTSP log

wrall Security &0 Device cf* FTZ !' Speech ."_4. Remote Recordings  [EEE Smart wall p\“

About

Exit Milestone Open Metwork Bridge Manager

Testing ONVIF RTSP

1. Open ONVIF Device Manager

ONVIF Device Manager

App

1. Login with the basic user credentials

Enabling ONVIF Bridge Service



2. Click on the Add button and change the URL to the following format

http://<localhost_IP>:<ONVIF_port>/onvif/device_service

e.g. http://192.168.1.58:580/onvif/device_service

Enabling ONVIF Bridge Service



3. To verify that the Milestone RTSP URL is operational, browse to the Onvif device list
—> select one of the cameras —> Live video —> copy the RTSP URL

© ONVF Device Manager 22250

Device st « | Oonvif

Cancel
HIKVISION DS-2DE4225IW-DE
Address  192.168.1.64; FES0:0000:0000:
Location _city/hangzhou

DS-2CD753F-£1

Firmware
Address  192.168.12; FEB0:0000:0000:0
Location _city/ha

Use Milestone's basic user credentials

\

rtsp://192.168.1.58:554/live/7d46388d-78f5-42d
f-90af-81ec2304e61e

a0
Il wmm 3t (5S%
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Enabling Analytics Events -
Milestone

Open Firewall Windows Port:

1. Open Windows Defender Firewall with Advanced Security
2. Establish inbound and outbound rules of the following ports:
a. RTSP port 554

b. Analytics port 9090

Enable the Analytic Events Service:

1. In Milestone Xprotect Management Client go to Tools —> Options —> Analytics
Events tab

2. Enable port 9090
3. Click OK

Enabling Analytics Events - Milestone
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H9 oen
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&0 Severs
P Recording Servers
R Failover Servers
100 Mobile Servers
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Site Navigation ¥

Nore

< 8 [esic serSetin
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Visights @123
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0 Fort
socess Contol Se o "
St s events
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nd Events | Generic Events

Securty

Everts alowedfrom;
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O Specfied network addresses:

Address.

Cancel

@ o

Modify the Alarm Data Settings

1. Browse to Alarms —> Alarm Data Settings —> Alarm List Configuration

2. Add “Type” & “Tag” columns to the “Selected columns”

© Milstone XProtect Management Cient 2022 R1
File View Action Maintenance Tools Help
H9|0en o

Site Navigation ~ # x ||Configuration
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£} Remote Connect Services

5 Axis One-click Camers Comnection valale comns
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Create an Analytic Event:

1. Browse to Rules and Events —> Analytics Events

2. Right Click “Analytics Event”

3. Click on Add New

TR nalytics Events Information

4. Input the name of the Event in the following format

St Navigsion < 8 x | vstytics Bvens « & [anaics Evets farmaion
@@ USERTEC-UGSGSNE - (2212) B % Anslytics Eve e

erts
Al Viisights Analytic Alarm - PEOPLE_FIGHTING ‘V"’“EM Ao Ao PEOPLE FGHTIS I
isghts Anlytic Alam - X

@ Viisights Analytic Alarm - <class_in_capital_letters>
e.g. Viisights Analytic Alarm - PEOPLE_FIGHTING

Enabling Analytics Events - Milestone



Create an Alarm

1. Browse to Alarms —> Alarm Definitions

2. Right click Alarm Definitions and add a new alarm

€ Milestone XProtect Management Client 2022 R1 - X

S| Aiarm Deiriion Information ~n

Collapse
AddNew..  CurlsN

2 Refresh

mmmmm

3. Fill in the following data:

a. Check the enable checkbox alarm
b. Name of the Alarm

c. Select the trigger event

d. Choose the specific Analytic event

e. Select the camera source

Enabling Analytics Events - Milestone
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Wise Connector Configurations

Setting up the wise connector infomration:

1. Open the wise application

2. In Wise, browse to “System Settings” —> “Connectors” —> “Milestone”

3. input the below information

Field Value Note

IP Of The Milestone Server 192.168.1.50 IP of the Milestone server

Wise Connector Configurations



Field Value Note

IP port in charge of

XProtect Port Number 80 o ) )
communication with Wise Ul

Port Of The Milestone Event 9090 Set on the XProtect
Server Management Client
XProtect Username To .

. wise Currently not relevant
Authenticate
XProtect Password To .

. Wise 1234 Currently not relevant
Authenticate -
Version v1.0

Disable Sending Tracks for Analytic
Currently not relevant

Events
Frame Rate Of BB For Events In 250
Milliseconds
AdjustTimeSyncinMilliseconds 0
Merge alarms with similar events in
close time proximity
Merge Alarms With Similar Events

<) 2000

In Time Proximity Less Than:

Set alarm msg to “viisights analytic
event - (class-name)

Mark as checked

4. Click the save button to apply the changes

Setting up the wise Camera connector
infomration:

1. Browse to “System Settings” —> “Camera Connectors” —> “Milestone”
2. Click the ADD button to attach the relevant camera

3. Click the save button to apply the changes

Wise Connector Configurations
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e
Registering Milestone Stream In
Wise

In order to view the Wise alerts in the Milestone Xprotect Client, the following settings
must be implemented

1. Register the Milestone RTSP in Wise’s content management

a. On the Open ONVIF application, copy the session ID allocated by the Xprotect
program

b. Go to Milestone Server —> Open ONVIF Device Manager —> click on the
relevant live video camera stream —> copy the RTSP’s session ID, highlighted
in yellow below

Registering Milestone Stream in Wise



rlapd/192.168.158:554Ive/ 74638847

rtsp://192.1 88.1.58:554/live/7d46388d-78f5-42d
f-90af-81ec2304e61e

0000 o
Il v mm Im 5S/% c o f - 0% + @ % el

2. In Wise, rename the relevant camera’s ID to RTSP’s session ID, Go to Wise —>
Content Managment —> Camera’s settings —> rename the ID

ID: 438d7f24-e40b-405a-a4d2-3b4bff493dd1 M sTOP @ DisABLE
Status: RUNNING

Locations  Occupancy Location  Thiesholds ~ Mefa  Previe Hazards

Camera General Settings

Classes Profile

3. In Milestone Xprotect, rename the device & camera name to the TSP’s session ID,
Go to Xprotect Managment server —> Servers —> recording servers —> rename
both Device and Camera name to

Registering Milestone Stream in Wise



Milestone Xprotect Smart Client

1. Open Milestone Xprotect Smart Client

2. Browse to Alarm Manager, right click the filter title

3. Add Tag & Type

Create Alarm Video on XProtect Smart
Client

1. Open the XProtect Smart Client, switch to Setup mode

Milestone Xprotect Smart Client



2. In setup mode - Create new view
3. Add viisightsOverlay plugin to view

4. Click on view, click "select camera” (bottom left side of screen) and add the
appropriate camera.

5. Settings — Analytic Overlay — choose appropriate camera.

47772019 2:04:42 P =— O

- 0 Y

Setup

www.milestonesys.com.

Milestone Xprotect Smart Client



