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Document Information

Product Name: SQUID - Interconnected Sites Monitor by Systeminence

Document Version 1.1

Document Revision History

Revision Date Summary of changes
11/1/2019 Ramy Abou Haydar Initial Version 1.0
22/7/2019 Ramy Abou Haydar Enhanced Version 1.1

Introduction

This installation and user manual describe the steps to install and use “SQUID-Interconnected
Sites Monitor” plugin By Systeminence.

The purpose of this plugin is to provide users at a Milestone XProtect Corporate central site with a
detailed overview about all their Milestone Interconnected sites. these details include: Site IP
address, name, status, last connection, last disconnection and a reporting tab that could be used
for auditing changes done in the interconnected sites.

Enhancement

This new version release includes feature enhancements and is more stable. A service has been
created for collecting data and storing it in an SQL database for reporting purposes. This release is
designed to work with any version of Milestone XProtect Corporate between 2018 R1 and newer.
In addition, the administrator can now modify the SQL configuration through the Management
Client and export a status report out of the system.

Feature Matrix
Supported Features

Plugin Feature Supported (Y/N/NR)* Notes
Live status monitoring Y
Filter between online/ Offline
Filter by Server Name

Status filter between 2 dates
Status reporting

License per remote site
Management Client Plugin

<|=<|=<|=<|=<|=<
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Prior to installation, verify that Milestone XProtect Corporate Management server is installed and
configured in the main site, and all the interconnected sites are added. In addition, verify that
Milestone data collector service and Milestone log server service are running.

Make sure to include all log level for the system logs. To do that, open the management client >
tools = Options > Server logs and choose “All” from the log level drop down list as per the

picture below.
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NB: Please close all windows prior launching SQUID installer to avoid any errors.

The installation process requires the below steps:
i. Install .net Framework 4.7.2 to be able to use the plugin.
ii.  Milestone Corporate 2018R1 or above installed.
iii.  Configure SQL server 2016.
iv.  Setup and configure “SQUID-Interconnected site Monitoring plugin”
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.net Framework installer can be downloaded using the following this link:
https://go.microsoft.com/fwlink/?linkid=863265

.Net Framework should be installed on every Smart client machine that is going to host the
“Interconnected site Monitoring plugin”.

As a pre-requisite to the plugin installation, the SQL server 2016 or above which contains the

configuration of Milestone should be configured to accept SQL server authentication and “sa”
username to be enabled or create a new SQL login.

In order to configure SQL server, SQL management studio 2016 or above have to be installed.

Open and login to SQL Management Studio and click connect

P e E x

W Brewouwy B G & &S

SQL Server

[Lre——
[19276z0122
0L Sarvor Adhertiation

In the left pane, right click the server name and choose properties
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Database Snapshots Register..
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Server Objects
Replication
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Resume
Restart
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Start PowerShell

Reports »

< Properties

Go to “Security” and enable “SQL Server and Windows Authentication mode”, click OK.
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Server proxy account
[] Enable ssrver proxy account

Connecion | . e

Server.
DESKTOP-VELSRED Options

Connection:
DESKTOP-VBLSRE0\Ramy

3¢ View connection properties

[] Enable C2 audit tracing
[[] Cross database ownership chaining

Progress
Ready

Cancel
By Default, “sa” user is disabled. To enable it, expand the security tab under the server name than click
“Logins”. Right click the “sa” user and open the properties tab.
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Click on “General” in the left pane,
1- change the password

2- modify password complexity, uncheck if you will use simple passwords.

a Legin Properties - sa

— O >
Select a page )
o] S - B
1 Server Roles
|2 User Mapping Login name: sa Search...
125 Status i
Password:

1

Corfirm password:

[] Enforce password policy

Connechion [] Map ta Credential T
Server: Mapped Credertials Credential Provider
DESKTOP-VELSRED
Connection:
DESKTOP-VBLSRE0Ramy
_.!j View connection properties
Progress Remave
Ready Default database: master "
Default language: English "

To assign the server role “Sysadmin”, click on “Server roles”
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Select a page
1 General

il Server Roles
2 User Mapping

2 Status

Connection

Server:
DESKTOP-VELSRED

Connection:

E Login Properties - sa

DESKTOP-VEBLSRENRamy

Progress
Ready

3} View connection properties

28 Seript = [ Help

Server role is used to grant server-wide security privileges to a user.

Server roles:

[ bulkadmin
[] dbcreator
[] diskadmin
™ process i
public

[] securityadmin
[] serveradmin
[] setupadmin
sysadmin

Cancel

Once done, please restart the SQL. Right click on the server name and click “Restart”
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SQUID Installation

To start the installation, open the SQUID folder and run the SQUID.exe installer “as Administrator”. Click
llnext"

N
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& Squid — O et
Welcome to SQUID Interconnected Site Monitor for XProtect Corporate setup Wizard

The installer will guide you through the steps required to install SQUID Interconnected Site Monitor for
XProtect Corporate on your Computer.

WARNING: This computer program is portected by copyright law and international treaties Unauthorized
duplication or distribution of this program, or any portion of it, may result in severe civil or criminal penalties,
and will be prosecuted to the maximum extent possible under the law.

Cancel Neat -»

After reading the License Agreement, click “I agree” and click “Next”
& Squid — O >

End User License Agreement

| This End-user License Agreement is a leaally binding agreement between you {either an individual or a single entity) and SYSTEMINENCE {OFFSHORE) SAL -
for this software add on for the Milestone Smart Client, which may indude assocated software components, media, printed materials, and online ar

electronic documentation. By installing, copying, or otherwise using the product covered by this EULA, you agree to be bound by the terms of this EULA. If
vou do not agree to the terms of this EULA, do not install or use the product, instead you may return it, within 30 days, along with all assodated material to
vour place of purchase for a full refund. The product is protected by copyright laws and international copyright treaties, as well as other intellectual property
laws and treaties. Mote that the product is licensed to you, not sold. The license you have been granted is identified by the Software License Code you
received.

* Installation and Use *
SYSTEMIMEMCE (OFFSHORE) SAL hereby grants you the right to install and use the software product with the following restrictions:

1. The purchased license allows the product to be installed on an unlimited number of computers designated as Master Servers per Milestone
Software License Code.

2. The purchased license allows the product to be installed on an unlimited number of Slave Server computers per designated Master Server using the
same Milestone Software License Code.

3. The product may only be used on computers running operating systems and Software for which the product was designed.

EX The product may only be operated, regardless of whether this is directly or in some indirect form, by you, your employees or other people working

for you, induding law enforcement authorities investigating incidents for you. The product may therefore, for instance, not be operated or used in any way
by customers of you or other 3rd parties not controlled by you.

W

) | agree

<- Back Cancel

In the window below, you can choose either to install:

1- SQUID smart client plugin: This plugin should be installed on Smart Client Workstation that needs
to use the SQUID application.
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2- SQUID Data Collector: This service should be installed on the management server machine. Choose
this option to install the SQUID service for data collection and the Management client plugin for
updating configuration.

NOTE: The squid data collector cannot be installed on more than 1 server. If the service is already installed, the “Squid Data
Collector” is ticked and grayed out.

& Squid — O x

Please select Squid feature to install

Squid Smart Client Plugin  [_]

Squid Data Collector

=- Back Cancel Mext -=

Squid Data Collector

1. Write the SQL server name and click get logins, all SQL authentication usernames will appear in the
“Server Admin Login Name”, choose the correct username and enter the password in the “Login
Password” and click “Test”. A successful connection message box should appear. Otherwise, you
will receive a notification if the password is wrong.

2. Configure the “Data Update Interval in seconds” text box to configure the update frequency of the
data.

NOTE: if the SQUID database already exists, the “Database exist” check box will be ticked.
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& Squid — O
SQL Server Mame
aglexpres: | Get Logins
Server Admin Login Mame
Login Password
| | Test |~
Data update interval in seconds
Database exists
=- Back Cancel Next =

Once all information is filled, click “Next”

On this page, enter Milestone management server IP address and choose the type of authentication.

You can choose 1 of 3 authentication methods:

PN
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e Basic authentication: from the drop-down list you can choose one of the basic users created inside

Milestone. Only basic users that belongs to the Administrator role will be seen in the drop-down

list.

& Squid - O

Management server address: |I‘rl‘tp:ff|ncalhnst |

Authentication: Basic authentication w
User Name: |.:,p-| - |
Password: || |
<- Back Cancel Next -=
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e Windows authentication: you can choose any windows user related to the target machine

& Squid — O

Management server address: |I‘rttp:fﬂncalhnst |

Authentication: Window authertication w
User Name: -.-’-'-.dministratur w |
Password: | "1 |
=<- Back Cancel MNext -=

e Windows authentication (current user): the installer will use the currently logged in user.

& Squid - O

Management server address: |I'rttp:f,-1u:ucalh|:-st |

Authentication: Window authentication (Cun ~
User Name: -,l_lser
Password:
=<- Back Cancel Next -=

x

Pt

Once ready, click next.

You will receive the below message if the installation was successful.
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& Squid

You have successfuly installed Squid Data Collector.

NOTE: Squid service will run automatically once installed. Please check the “services” in the “Task Manager” and make
sure the service is running.

Squid Management Client Plugin

In this release, the plugin is installed on the same server of the data collector.

To modify the SQL server configuration, the administrator can update the settings through the
management client:

e SQL configuration tab
@.'E"’E otect Management Client 2 R
File Edit View Action Toocls Help
H 9 & < f4

Site Navigation
=@ RAMY - (13.12)
=L Basics
&) License Information

» |l Configuration

Sql Configuration  Data collector configuartion

Site Information
=H{%4 Remote Connect Services
[y Axis One-click Camera Conn
=t G Servers
@ Recording Servers
g Failover Servers
ﬁ Mobile Servers
= %’ Devices
B Cameras
& Microphones
e Speakers
& Metadata
<o Input
\‘ Output
=53 Client
BB Smart Wwiall
B3 View Groups
£2 Smart Client Profiles
E Management Client Profiles
Matrix
=}-[E Rules and Events
Rules
Time Profiles
[ Notification Profiles
'Q User-defined Events
B Analytics Events
Ig Generic Events
= @ Security
T Roles
4 Basic Users
= ° System Dashboard
[] Current Tasks
@ System Monitor
:22 System Monitor Thresholds
£ Evidence Lock
m Configuration Reports
F‘] Server Logs
[ED Access Control
=HEL, Transact
[E]] Transaction sources
Transaction definitions

=] Systeminence

S0L Server Name

[localhost | [ Get Logins
Server Admin Login Name

|5a ~ |

Login Password

[« | Test

Save

= Souic]
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To modify the Data collector configuration, the administrator can update the settings through the
management client:

e Data Collector Configuration

& Milestone XProtect Management Client 2019 R1
File Edit View Action Tools Help

H 9| g e
Site Navigation v & x [Comfiguraion
=G RAMY - (13.13) Confi : Data collector confi o
2{1] Basics =
[l License Information
Site Information
=2} Remote Connect Services
2} Axis One-click Camera Conn Authentication: Basic authentication =l
=] Servers )
ti)) Recording Servers User Name: [rerconnect v
ﬂ Failowver Servers
0] Mobile Servers Password: [ |
%2 Devices
=B Cameras
# Microphores )
‘ Speakers | Save
& Metadata
oo Input
 Output
= B3 Client
BB smart il
B3 View Groups
£2 Smart Client Profiles
§2 Management Client Profiles
&) Matrix
=@ Rules and Events
Rules
@) Time Profiles
= Notification Profiles
B User-defined Events
¥ Analytics Events
W Generic Events
el Security
T Roles
E Basic Users
B8 ' System Dashboard
[] Current Tasks
@ System Monitor
G System Monitor Thresholds
& Evidence Lock
%] Configuration Reports
i) Server Logs
[Be Access Control
=i, Transact
[] Transaction sources
E Transaction definitions
=] Systeminence

I8! Squid

NOTE: Management client should “run as administrator” to automatically restart Squid service after configuration update.

Management server address: Imp-_,rm |
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Squid Smart Client Plugin

NB: Please make sure that Smart Client is closed prior starting the installation

In order to start monitor the status of the interconnected remote sites, you will have to install the “Squid
Smart Client Plugin”.

To start the installation, run the setup and choose “Squid Smart Client Plugin” and click “Next”

& Squid — O X

Please select Squid feature to install

Squid Smart Cliert Plugin

Squid Data Collector ]

=- Back Cancel MNext -=

1. Write the SQL server name and click get logins, all SQL authentication usernames will appear in the
“Server Admin Login Name”, choose the correct username and enter the password in the “Login
Password” and click “Test”. A successful connection message box will appear.

You will receive a notification if the password is wrong.

2. Configure the “Data Update Interval in seconds” text box to assign the update frequency of the

data.
NOTE: if the database already exists, the “Database exist” check box will be ticked.
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& Squid - O >

SCL Server Name
[saepres] | [ Get Loains

Server Admin Login Mame
| v

Login Password
| | Test |
Data update interval in seconds

Database exists

=<- Back Cancel Next -=

Once all information is correct, click “Next”. If the installation is successful, you will receive the below
message.

& Squid - a X

You have successfuly installed Squid Smart Client Plugin.

Licensing

The license for the monitoring tool is per remote site and linked to your SLC. In order to issue a license for
your clients, please send your client’s SLC number to support@systeminence.com and once you get a
confirmation email, please reactivate your license.
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1-  Plugin tab: Click on this tab if you want to view its content

2- Filter by:
Server name: Use the server name to filter the targeted server
Status: Chooses between “Online” or “Offline” to filter by server status
From — To: Filter between 2 dates
Report: to extract reports out of the system

i. Type of the user activity reports:

A.

B.
C.
D

E.

1.

o v A W N

7.

User added site: “Server name” added between predefined 2 dates

User deleted site: “Server name” deleted between predefined 2 dates
User Renamed site: “Server name” renamed between predefined 2 dates
User added multiple sites: Site(s) added between predefined 2 dates

User deleted multiple sites: Site(s) deleted between predefined 2 dates
User renamed multiple sites: Site(s) renamed between predefined 2 dates

User changed site IP address: Site(s) replaced between predefined 2 dates

Settings: Use this tab to modify the SQL configuration of the plugin in case the IP address
or SQL authentication changed.

1- My Smart Client crashed after requesting a status report: Always make sure to close all previous
requested reports

2- The Smart Client has no data: make sure to have Squid service running and authentication with
SQL server is established

3- Squid service not restarted after updating configuration in the Milestone Management client: The
Management client plugin should be started with “Run as administrator”

For more information, please contact supprot@systeminence.com
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