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Target audience for this document

This installation guide is aimed at system administrators who wants to install the Omnis Access Control
Integration to XProtect Access

Copyright, trademarks & disclaimer

Copyright
© 2018 Milestone Systems A/S.

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This document is intended for general information purposes only, and due care has been taken in its
preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be
construed as constituting any kind of warranty.

Milestone Systems A/S reserve the right to make adjustments without prior notification.

All names of people and organizations used in this document's examples are fictitious. Any resemblance to
any actual organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third party software for which specific terms and conditions may apply. When

that is the case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt located
in your Milestone surveillance system installation folder.

https://www.milestonesys.com



4 Milestone Vanderbilt Access Control Integration ‘ milestone

General description

Introduction
This is an installation and configuration guide showing how to install and configure the integration of a
Vanderbilt Access Control system in Milestone XProtect.

Solution overview
This solution is a joined project between Vanderbilt Industries and Milestone Systems A/S.

Installation

Prerequisites
This integration is compatible with Milestone XProtect® Corporate 2017 R3 to Milestone XProtect® Corporate
2018 R3. Please reference the Vanderbilt documentation for compatibility with regard to the Vanderbilt Access
Control system.

Plug-in installer
The integration consists of one installation file supporting Windows 64-bit only:
VanderbiltMilesoneAccessControlintegrationinstaller_x64.msi
The integration can be installed on the following computers:
e On the computer where the Milestone Event Server is installed

Installation steps
1. Start the installation by executing VanderbiltMilesoneAccessControllntegrationinstaller_x64.msi
2. Click Next.
3. Read the license agreement carefully and select the | accept the terms in the License Agreement box.
Click Next.
4. By default, it will be selected option Will be installed on local hard drive, which is the correct one. Click
Next.
Click Install.
Click Yes, in case the following message appears on the screen:
The next steps are executed automatically.
Click Finish.

© N o w

License
To use this integration a door licenses are needed for each door mapped in the integration. This is in addition
to the licenses needed for Vanderbilt Access Control and Milestone XProtect, Contact Milestone for door
licenses.

https://www.milestonesys.com
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It automatically comes with a 30 days grace period which starts from the date the plug-in is installed. After the
grace period expires, a permanent license is needed.

The permanent licenses are provided by the distributor. To generate a permanent license, the distributor must
know the SLC of the VMS system where the solution has been installed. Collect the SLC and send it to the
distributor, preferably via email.

When the permanent license is acquired, the XProtect VMS must be reactivated, either online or offline.

If license check fails, then events from the Vanderbilt Access Control system are ignored and the state of doors
and other devices cannot be trusted.

The license information can also be checked in the Management Client > Site Navigation > Basics >License
Information License Details — Current Site.

License Details - Cument Site: CD2
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Management Client

Adding a Vanderbilt Access Control system to Milestone XProtect

To integrate the Vanderbilt Access Control system to a Milestone XProtect system you need to open either
the Management Application (XProtect Enterprise) or the Management Client (XProtect Corporate)
depending on the Milestone XProtect system enterprise or corporate.

This manual will display screenshots from the Management Client, but very similar functionality is available in
the Management Application.

To add the Vanderbilt Access Control system, locate the ‘Access Control’ node and use the right-click menu
to start the process as illustrated here:

https://www.milestonesys.com
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On the ‘Integration plug-in dropdown select ‘OmnisAccessControl’, and add the information to the screen

shown below:

Create access control system integration

Create Access Control System Integration

Mame the access control system integration, select the integration plug-in and enter the connection details,

MName:

Integration plug-in:

External IF: 0.0.00
Pori: 4006
|dentifier:

OmnisAccessContral

Give the integration a name, point to the access control system server, by providing IP-Address and port
number. The identifier is an alphanumeric string with 16 characters, like "U22VNXX6SRQXU622". You should

receive this string from your Vanderbilt sales representative.

The following screen will look like the below and show the elements from the access control system that are

relevant for the integration.

https://www.milestonesys.com
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Create Access Control System Integration

Connecting to the access control system...

Collecting configuration data..

Configuration successfully received from access contral system.

Added:
Doors  (2)
Units  (7)
Servers (1)
Eventz  (38)
Commands (3)
States  (12)

4 4 4 4 4 A

Finish the following screen, allocating cameras to access points (you can skip this step and allocate cameras

later). Your integration will now look like the below screen shot of the Management Client.

&

File Edit View [Action | Tools Help
H9 g <5

Site N. » 0 X JAccess Con. - 1 JAccess Control Information

S@CD2-( A
EIE Bas M U

Site Na_.. | Feder..

Further configuration is possible in the using the tab bars (highlighted in yellow).

https://www.milestonesys.com

General settings
Enable:

Mame:
Descrption:

Integration plug-in:
Last configuration refresh:

External IP:
Part:
Identifier:

ﬁ General Settings | —© Doors and Associated Cameras | %, Access Control Everts I [ Acce[+ | »

Milestone XProtect Management Client 2018 R3

‘Vanderbilt Access Control

OmmisbccessControl (Version: 1.0.0.0, 1.0)

14-12-2018 03:14
| Refresh Configuration... |

62.84.209.139
4006
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Refresh Configuration

If a door is added or removed from the access control system, then the system must be refreshed using the
“Refresh Configuration” button highlighted in yellow. Any structural change in the access control system will
not be reflected in the integration until the configuration is refreshed. However, this does not apply to
cardholders, a cardholder added is immediately available in the integration

Operation

Management Client
The general operation of an access control integration is the same for all access integrations. Please consult
the general help.

Smart Client
The general operation of an access control integration is the same for all access integrations. Please consult
the general help.

Troubleshooting

If the integration is not working as expected, the best thing to do initially is to increase the logging. Go to the
folder “%program data%/milestone/omnis” and edit the file “LoglLevel.xml” as specified in the file. Then
restart the event server.

Limitations

There are no known limitations at the time of the release.

Known issues

There are no known issues at the time of the release.

https://www.milestonesys.com



Milestone Systems is a leading provider of open platform
video management software; technology that helps the

world see how to ensure safety, protect assets and increase
business efficiency. Milestone enables an open platform
community that drives collaboration and innovation in the

development and use of network video technology, with
reliable and scalable solutions that are proven in more than
150,000 sites worldwide. Founded in 1998, Milestone is a
stand-alone company in the Canon Group.
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