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Configure Genetec Security Center for VuWall2 Integration

“‘Security Center is a unified platform that blends IP video surveillance, access control, and
license plate recognition systems within one intuitive solution. Simplify your operations,
achieve greater situational awareness, and take advantage of a highly flexible and secure
platform that evolves with your organization.”

- Extract from Genetec Security Center brochure.

VuWall2 can integrate cameras managed by Security Center. These cameras will appear as
IP device sources available to be simultaneously mixed with other types of content that
VuWall2 supports.

Requirements

e Access to a Genetec Security Center server version 5.4 or above

e Genetec Security Center server option part no. GSC-1SDK-VuWall-VuWall2
e Genetec Security Desk 5.4 or above on a workstation for configuration

e Genetec Security Center administrator class user, able to create entities

e VuWall2 Server 2.9 Pro or above

e VuWall2 Client installed on a workstation computer for configuration

Note: Genetec Security Desk & VuWall2 Client can co-exist on the same workstation.
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Create a user account in Security Center

[ 1

We recommend creating a dedicated user for VuWall2 integration in Security Center. Launch
‘Genetec Config Tool", click on the “Config Tool" tab and click on “User Management” icon.

Put your mouse cursor anywhere in the left column, right-click to “Add an entity”, and select
“User”.

Fill-in the user credentials and click “Next”.

User information Username: | vuwall |

Confirm p:

First name: iVuWaH
Public tasks Last name: | Technology
Tools

User group: | Unassigned =
Options

Privilege template: [None 5
About

A T will have no privileges and will not be able tc
s

Cancel

Favorites and recent items
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Click on “Next”, then on the “Creation Summary” step click on “Create”. On the “Entity Creation
Outcome” step, click on “Close”. Then the following screen will appear:

# Config Tool “  System § User manag..

B 1 wuwal

4 ® s
» 1% Administrators
» ¥ AutoVu operators
» T Patroller users Privileges Allow
- 4 Al privileges -
| gy wwal | 2 O e
Config Tool
¥ " Security Desk
Web Client
© Global Cardholder Synchronizer
5o Log on using the SDK

< Mobile application

‘¢ Federation
» ¥ Patroller
» T General privileges
4 B Administrative privileges

access control unit properties
¥ ] View analog monitor properties
» [ View asset properties
4 W' View camera properties
» # Wodify camera properties
b & View cash register properties
+ [ View door properties
+ [ill View elevator properties
¥ = View LPR unit properties
iew output behavior pre. &
Patroller properties
* B View zone properties
» &' View camera sequence properties
» @ View video unit properties
» [ Schedule management
¥ |8 Access control management
* ' Alarm management
» B LPR management
+ W Task privileges
4 ) Acti

L Setthreat level

n privileges

4 ™ Cameras
[ Audio (talk/listen)
% Block and unblock video
. Display video overlays
* @ Protect video from deletion
@ pigital z00m
4 ® View live video
X~ Override video quality
Record manually
» % PTZ motor privileges
+ @ Add bookmarks
O save/modify/print snapshots
» ® View playback 3

* '8/ Access control

=& Addanentity D Delete W Copy configuration tool

= ] ¥
Identity  Properties | Privileges | Advanced

Deny Undefine | Inherited from

License

License

For our new user to view the camera(s), a strict minimum of 3 privileges is required.

@ ‘Log on using the SDK”
@® ‘View Cameras properties”

© ‘View live video”

Once completed click on “Apply” (bottom right corner) to set the privileges.
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Note: In order for users to see the same set of folder
structures used in Genetec in the VuWall2 interface an DB e

= Logical entibes
additional permission: “Administrative privileges > Logical Y e ———
entities > View area properties” must be set to “Allow”

4 B Administrative privileges

Create the RTSP Gateway entity

Now, click on the “System” tab, anywhere in the left column, right click and select “Add Entity”,
then select “Media Gateway”.

[ e

ry Federation Senvices

ardholder Synchronizer

On “Basic Information”, enter something meaningful to identify this entity and click on “Next”.

On “Creation Summary” click on “Create”. On “Entity Creation Outcome” click on “Close”.
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Select the entity you just created and click on its @ “Properties”, and take note of the @
“Listening Port”

1 [l

ros B Outputbehaviors € o™ vuwal

- ] L ]
Identity | Properties | Resources
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Give your user access to the gateway

While still accessing the properties of the gateway, in the "Accessible to” box, click the plus
sign below, select the user you have previously created and click on “Add”.
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Create the WEB SDK entity

Still under the “System” tab, place your mouse cursor on the left column and right click, then
select “Web-Based SDK".

Active Directory Federation Services

“Next”.

& Config Tool # System

® General settings ™ Roles Bl Schedh uled tacks  $ Macros B Output behaviors

On “Creation Summary” click on “Create”. On “Entity Creation Outcome” click on “Close”.
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Select the entity you just created and click on its @ “Properties”, @ take note of the “Port”,
“Streaming Ports” nhumbers and “Base URI” name.

@ Scheduledtasks % Macros B Outputbehavios € W oy VuWallWebSDK

L] = L]
Identity | Properties =

NOTE: You may change the name of the “Base UR!" if need be.



VU\ Ja ll Video Management Systems Integration

Configure 1SS SecurQS for VuWall2 Integration

‘SecurOS™ is the nucleus of a complete security Eco-System. It provides an integration
platform, which ties together video, ISS native video analytics, and third-party systems such
as access control, fire alarm, and building management. The Secur0S system is suited for large
mission critical applications that involve hundreds or thousands of security devices unified into
ONE platform.”

- Extract from ISS SecurOS brochure.

VuWall2 can integrate cameras managed by 1SS SecurOS. These cameras will appear as IP
device sources available to be simultaneously mixed with other types of content that VuWall2
supports.

Requirements

e Access to an ISS SecurQS server version 10.0 or above

e SecurQS Client version 10.0 or above on a workstation for configuration
e SecurQS administrator class user, able to create entities

e VuWall2 Server 2.12 Pro or above

e VuWall2 Client installed on a workstation computer for configuration

Note: ISS Secur0S & VuWall2 Client can co-exist on the same workstation.

10



Vu\Wall

Create the Integration and Automation Entities

L(E) 0] | gl video Wall -V

Video Management Systems Integration

o -]

First, within the SecurQS Client interface, navigate to the Configuration panel in the top right-
corner. Expand the headers until you reach the “Integration & Automation’ section associated
to the SecurQS Server that will communicate with VuWall2. Click that header to highlight it,
then select the green “+” icon to create the relevant entities. VuWall2 requires the following

components:

- “Rest API" to retrieve the list of available cameras and their metadata
‘RTSP Server” to access the video stream and display on the video wall

*

@

L]

. Maps

L]

gg Databases
. i? Event filters

L ’,’_ Macros
. (6 Schedules

b ﬁﬁ Servers & Workstations
v %@ Computer ISSCOM [ISSCOM]
g2 Vvideo wall Controller 1 [1]
Eﬁ Desktops
y i i
#3« Devices (Cameras & Microphones)

. “ Motifications

v 9 Integration & Automation

-
OMVIF

-3
REST

k]
RTSP

w SecurOS Enterprise [1]
Users & Permissions

* (mmm [ayouts & Views

ONVIF ¢ £
Rest AF s,
RTSP S 1,

o [@ Mobile & we 5D

RT

% 5

=
=

External application
HTTP Event Gate
IIDK Interface
Integration point
RTSP Server

Space Keeper
VB/)5cript programs

n
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The network-related settings of these new entities will have to be entered into VuWall2 in a

later step. To access these settings, and modify them if need be, click on each header and
select the “Gear” icon.

. ‘l Motifications

v ‘9' Integration & Automation Part: 3383 =]
e S ONVIF Server 1 [1] WebSocket port: [s080 2]
e Rest API1 [1] ol [] Use HTTPS
H.T?S RTSF Server 1 [1] |lse Event Filter: Don't use -

. E!! Mobile & Web Servers — Apply

For the “Rest API", the “Port” and “Use HTTPS" settings will need to match those in VuWall2.

For the “RTSP Server’, only the “RTSP Port” will be necessary. In this form, you can also filter
which cameras will be accessible to the VuWall2 Server.

Settings of external broadcasts from Cameras:

RTSP port: |554 ] HTTP port: |51 s

Cameras:

v Secur(5 Enterprise [1]
v [ Computer IS5COM [I155COM]

Ais - 720 [8]
Ais - 300600 [9]
Axis-Diego [10]
Frant Door [4]
Samplel [1]
Sample2 [2]
Sample3 [3]
Support-Dev Team [3]
Training Roormn [7]
Yustation Demo Area [8]

Available: unlimited, selected: 10

12
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Vu\Wall

Assign User Credentials for the Integration Entities

We recommend creating a dedicated user account and set of user rights for the video wall
integration, which will only be assigned the necessary permissions. For the user rights, click
on the “Users & Permissions” header, select the green “+” icon and choose “User Rights". Once

that is done, click on that new entity's header and select the “Gear” icon.

X
o- o) W © &2
v ﬁ System
v Secur0S Enterprise [1]
v .',5.', Users & Permissions (+]
(3]
v @aa Support[1.1] o Active Directory / LDAP
[
& Ryan[l.1] &% Department
@™ Supportl [1.1] @ UserRights
Tiw "
* === layouts & Views
* SE Databases
. ?7 Event filters

The VuWall2 Server user only needs ‘Read”
access to the camera entities; everything else can
be forbidden. The “‘Rest API" and “RTSP Server’
entities themselves do not need to be accessed or
managed by that user account. Their functionality
will still be available on the network, allowing
access to the other entities given the appropriate
credentials.

In the ‘Users and Groups” section, enter the
account that will be used by the video wall
controller.

This concludes the setup required in 1SS SecurQS,
now we will configure VuWall2 to retrieve the
cameras.

ol o DL N |

v a System
v Secur0S Enterprise [1]
v }a-'. Users & Permissions
A :& Support [1.1]
& Ryan [1.1]
@™ Supportl [1.1]
. :rE-E_E Layouts & Views

==
* S Databases

. ?? Event filters

Rights

v <@ System
v <& Secur0S Enterprise [1]
3 ovrects of type Department
M ovjects of type User Rights
v T Objects of type Computer

v Computer ISSCOM [IS5COM]
x Ohjects of type Deskfop
AT Ohjects of tyoe Video Capiure Device
x Objects of type ONVIF Server
3 Objects of type Rest APT
x Objects of type RTSF Server
x Video Wall Controller 1 [1]

[ Forbid to hide interface
[ allow to configure system
[ allow to hold PTZ control
FTZ control priority EI
Providers

Secur0s {Jocal)

Users and Groups

Ryan

o | [oa]

Apply

13
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Configure Milestone XProtect for VuWall2 Integration

‘Milestone offers the market's widest portfolio of IP VMS solutions spanning from easy-to-use
small, single-server solutions to fully scalable advanced solutions for high-security
surveillance and alarm centers. All products in the XProtect portfolio are designed based on
the same powerful open architecture, which makes the XProtect products compatible with
more IP cameras and video encoders than any other VMS manufacturers.”

- Extract from Milestone XProtect VMS brochure.

VuWall2 can integrate cameras managed by Milestone XProtect. These cameras will appear
as IP device sources available to be simultaneously mixed with other types of content that
VuWall2 supports.

Requirements

e Access to an Milestone XProtect server version 2018 or above

e Milestone XProtect Client version 2018 or above on a workstation for configuration
e XProtect administrator class user, able to create entities

e VuWall2 Server 2.12 Pro or above

¢ VuWall2 Client installed on a workstation computer for configuration

Note: Milestone XProtect Client & VuWall2 Client can co-exist on the same workstation.

14



VU\ Ja ll Video Management Systems Integration

Install the Milestone ONVIF Bridge

Using a web browser, navigate to the Milestone website's download page:
https://www.milestonesys.com/support/resources/download-software

There, search for the product “Milestone ONVIF Bridge’, matching the version of your local
Milestone server. Clock on the file named “ONVIF Bridge’ to start the download.

SOLUTIONS COMMUNITY SUPPORT EVENTS NEWS

Download software

Welcome to the Download section, where you can download Milestone software and device packs in the version and language you need. Be
sure to choose your download location before you click “Filter”. This will speed up the downlead process.

Download location North America v

Product Type

Milestone ONVIF Bridge v Software v
Version Language

Milestone ONVIF Bridge 2018 R2 (12.2a) v English v

Free Search

o ) .
Name % Version 4 Size

4

= Milestone ONVIF Bridge
ONVIF Bridge 2018 R2(12.2a) 9832 MB

Milestone EULA 20170814 95.39 KB

Once downloaded, copy the file “VideoOS.ONVIF.Installer.exe® onto the computer running
the Milestone Server, execute it and follow the instructions. No customization is necessary
during this installation. Along the way, you will need to specify the primary server and enter
its administrator credentials.

> Milestone ONVIF Bridge 2018 R2 X

Specify the primary surveillance system server

Enter the address of the primary surveillance system to which your ONVIF Bridge server should
leg in, and the user name and password used for this lagin.

Server URL localnost |
Loginas: User account il
User name: ‘ |
Password ‘ |

Previous Continue Cancel

15


https://www.milestonesys.com/support/resources/download-software

U\ Ja ll Video Management Systems Integration

Activate access to the ONVIF Bridge Server

In the Milestone Management Client under the “Security” Tab Create a Basic user for
accessing the cameras through the ONVIF Bridge.

€ Milestone XProtect Management Client 2018 R2 - X
File Edit View Action Tools Help
H9loeam
Site Navigation v & X [emsic User v 1 ||Basic User Settings -
1§ MILESTONEVM - (12.23) Al Name Name:
{1 Basics 2 Admin [Viwal
[ License Information 8 Vuall
Site Information Description:
=% Remate Connect Services [Vuwal Camera streams
[) Axis One-click Camera Connection
= Servers

] Recording Servers
£ Failover Servers
1 Mobile Servers
(% ONVIF Bridges
(=@ Devices
b Cameras
# Microphones
@ Speskers
¥ Metadata
o Input
) Output
=3 Client
Smart \all
3 View Groups
£ Smart Client Profiles
£2 Management Client Profiles
Matrix
= Rules and Events
[B] Rules
Time Profiles
Notification Profiles
| User-defined Events
¥ Analytics Events
Generic Events
=elf) Security
T4 Roles
2
(=@ System Dashboard
[[] Current Tasks

@ System Monitor v

< >

Site Navigation Fe

& o

Go to the “Server” Tab and select ONVIF Bridges. Add New Bridge

€ Milestone XProtect Management Client 2018 R2 - *
File Edit View Action Tools Help

H9leei

Site Navigation ~ 2 x ||ONVIF Bridges ~ & | onF Bridge Informaticn -
= G¥ MILESTONEVM - (12.23) ~ [@3 ONViF Bridges

{1 Basics
[&] License Information
Site Information
£ Remote Connect Services
B Auis One-click Camera Connection
= ) Servers
1]} Recording Servers
£ Failover Servers
1 Mobile Servers
(i ONVIF Bridges
%2 Devices
= Cameras
# Microphones
@ Speskers
W Metadata
o Input
/ Output
ient
Smart all
B3 view Groups
£2 Smart Client Frofiles
42 Management Client Profiles
Matrix
(& Rules and Events
[E] Rules
Time Profiles
Noifieation Profiles
R User-defined Events
¥ Analytics Events
Generic Events
=elf) Security
T4 Roles
£ Basic Users
=@ System Dashboard
[] Current Tasks

@ System Monitor v

< >

=5

Site Navigation Fe:

T WL BB NG,
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Add recently created user and the password to the ONVIF Bridge. This will allow the video
wall controller to retrieve the camera streams from the “RTSP port” with these credentials.

€ Milestone XProtect Management Client 2018 R2

- %
File Edit View Action Tools Help
HY oei
Site Navigation ~ 2 x ||oNvIF Bridges ~ 7 ||ONVIF Eridge Information -7
1 §B MILESTONEVM - (12.25) ~ | = G ONVIF Bridges ONVIF Bridge settings {milestonevmintemal vuwall.com)

£+{I] Basics G Milestone ONVIF

|&] License Information
Site Information
te Connect Services
[ Axis One-click Camera Connection RTSP port:
= Servers 554
HJ Recording Servers
8] Failover Servers ONVIF user eredentials:
1 Mobile Servers
(i ONVIF Bridges
=0 Devices
< Camerss
P Microphones
@ Speakers
¥ Metadata
o Input
 Output
=3 Client
Smart Viall ——
{3 View Groups
£2 Smart Client Profiles [Vawal J
52 Management Client Profiles
Matrix
=+ Rules and Events
[B] Rules

1ime Prefles Panowo et
[ Notifieation Profiles

R User-defined Events
¥ Analytics Evenis
Generic Events
el Security
T4 Roles
£ Basic Users
=) System Dashboard
Current Tasks
g System Moniter v =
< >

CNVIF port:
580

@

Site Navigation Federated Site Hierarchy Usersettings  Advanced settings

H o Type here to search 0 I L ACEE(E NG

2019-C
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Configure VuWall2 for VMS Integration

Register VMS Server and Network Settings

Launch a VuWall2 Client connected to the VuWall2 Server. Click on the Server “Gear” button,
toward the top right corner, to display its pull-down menu. Then select “Video Management

Systems”.
W YuWall2 - Video Management Systems — a X
2 Add VMS Connection = | ]} Retrieve Cameras £ VMS Client Plugin
_ w Information
Add ion to an Video System to retrieve cameras and display
%% Server - | &} Client - | @ About - For a Genetec Security cmHmnuor:wm'Linmfm VuWall2, it must be

Exemptions licensed with the part number GSC-1SDK-VuWall-Debug.
Keypad Manager
Configure Surfaces Connections Cameras - 155Com vuwall Jab

M5 [55Com.vuwalllab  [66 Days] . .'3; Auis - 720

DebugScape Settings

Milestone'VM intemal vuwall. com 3‘/ Podis - BO0xE00

S5 K/M Devices & vwSintemal vuwall.com - &Z, Avis-Diego
||__|'_, Video Management Systems . &, Front Door
. &Z, Sample
@ Remote Control Settings: &, Sample2
Manage Web Client = . &%, Sample3
& Create Users Management Database = - &, Support-Dev Team
<&, Training Room
R| Update / Request Mew License 15 . &, Vustation Demo Area
Overlay Tiling: O
Source Preview: O

On the next window, click on “Add VMS Connection” and select one of the compatible Video
Management System from which to retrieve cameras. The VMS Server must have been
previously configured according to the relevant instructions in this document.

W vuWwall2 - Video Management Systems — O x
& Add VMS Connection ~|| ) Retrieve Cameras £.7 VMS Client Plugin

O Genetec Security Center

|55 155 Secur0s

T AO0 connecton 1o an exremal video Management System to retrieve cameras and display
them on the video wall.

18
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Type in the missing information as previously entered in the VMS Server's own configuration.
Default networking configuration values particular to each VMS are filled in automatically;
you may edit them to match the VMS Server. Then click "Apply”, give a name to your
connection, and click on “Save Connection”.

W Vuwall2 - Edit Connection — O X

Infarmation

Enter the networking details of the 1S5 Secur0S server, as found in its configuration.
Please refer to the user documentation to leam how to retrieve that information.
The Web Based SDK will be used to i the ion of made i
by the Video Management System.
The RTSP Router will be used to retrieve the video stream for display on the video wall.

Web Based SDK " " "RTSP Router
Hostname Hostname
192.168.1.83 | [192.168.1.93
Port RTSP Port
2338 2 554 o
Base URI Stream Profile
ML g
Use S5L | g Secure
Usemame
[Ryan |
Password
| SERBINNES |
URL Preview URL Preview
http://192.168.1.93:8888/api | |rt5p:,-",-"Ryan: """" @192.168.1.93:554live |

Cancel Apply

The process will now attempt to contact the VMS Server over the network to retrieve the list
of available cameras. A new window titled “Retrieve Cameras” will be displayed, asking for

credentials to continue. Click on “Login”.

W VuWall2 - Retrieve Cameras x

Information

Enter your IS5 Secur0S credentials to
retrieve accessible cameras.

Web Based SDK URL
|http://192.168.1.93:8888/api |

Usemame

[Ryan |

Password

19
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Display Retrieved VMS Cameras

Scrolling Texts

-'E; IP Devices

@ WNC Sources

After a successful login, you will see cameras appear in the
| ‘Cameras’ section on the right of the “Video Management

Q Browsers

| Systems” form.

=lS) 1S5Comvuwalllab  [66 Days]
&, Ais- 720

=, Avis - 80600

] ‘3«.@ Axis-Diego

3 T —
] ‘3«.@ Samplel

] ‘3«.@ Sample2

. Eﬁr Sample3

. Eﬁr Support-Dev Team

. Eﬁr Training Room

] Eﬁr Wustation Demo Area

! @ Milestone VM intemal vuwall com
H o wwbintemal vuwall com

. [ Group

[ Test

. &%, Front Door

. &%, IP Device

- &, IP Device 1

- &%, 155 Camera

) ..E{ Waorking Area

W VuWall2 - Home
127001 +New Tab

Back in the main VuWall2 Client form, a registered VMS is
— reflected as a new folder in the “IP Devices” source section,

allowing you to drag and drop those cameras onto the video
wall layout.

[u]

X

Connect to: 127.0.0.1 - @7 Disconnect Virtual MousePad | @) Close All - | [5] Create Window | 5 Create New Source - | [ Schedules | LF Scripts 45 Server - | {5} Client ~ | @ About ~

‘ Current Layout

Savs Layout
Layouts |
3% Matix Switchers
[l Clients
[ shortcuts
L Scipts |
Scroling Texts |

E, IP Devices

B vNC Sources |

Mame:
Front Door

URL:
rtsp://192.168.1.93:554 live 7id=4

Q Browsers |
2 & 155Comvuwalllab  [66 Days]
._:ﬂ ts - ;il;mu Width:
& s
| &, s Diego Window 2 - Front Door |1230px ‘
i & Front Door Height:
L &, Samplel [720 |
&,
-, Semple2 Canvas | Pixels
| &, Sample3

&, Support-Dev Team

. &, Training Room

L &, Vustation Demo Area -
@ MiestoneVM intemal vuwall.com . | *
& vwSirtemal vuwall.com
= Group

[ Test

2, Front Door

. &L, IP Device

2, IP Device 1

. &, 15 Camera

&, Working Area

Apply

© 2019 VuWall Technology. Inc. 20
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Preferred Renderer (Matrox IPX / Datapath SQX Only)

It is possible to set the Preferred Renderer of a given VMS camera to leverage the hardware
decoding capability of the video wall processor and improve performance. To do so, right-
click on the camera you'd like to modify and set its Preferred Renderer.

W vuwall? - Genetec IP Camera — >
LRI:
|rtsp:ff'n.ruwall: """" @192 168.1.27-654/

Prefemed Decoder

Matroz |PX

[] Enable 05D

Arial, Regular, 24
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