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RMF Version information

Version # Date Changes

1.0 Feb 2017

1.1 April 2017

1.2 June 2017

1.3.2 September 2017 Freeze frame, centralized
switch time setting support,
centralized info panel setting
support.

1.3.3 October 2017 Toolbar Support.

1.3.5 December 2017 PTZ Presets Duplication

1.3.6 January 2018 Known issues addressed

1.3.7 March 2018 PTZ Presets Duplication in

the Smart Client

RMFA Version Information

Version # Date Changes

1.0 August 2018 Based on RMF 1.3.7 +
Federation, alarms and
bookmarks support

1.1 November 2018 Know issues solved from

Version 1.0
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About this Document

This manual describes the configuration and use of the Redundancy Management Framework -
Advanced (RMFA).

A white paper on Dual Recording is available here:
https://app.box.com/s/csauwkqrd4yxikgbfw20uopfq2friaS5z

First, please view the video posted at https://youtu.be/QbQpJiTazYM, for an animation of
features supported by RMF. Then, view the video posted at https://youtu.be/DyJzkd\W9atA, to
see an animation of features supported by RMFA.

Please refer to the corresponding document on RMF - “RMF_Config_User_ManualV.1.3.7” for a
description of basic RMF features, their configuration and use. All these are included in RMFA.
For the sake of brevity, these are not repeated in this document.

RMFA - Introduction

RMFA provides advanced features on top of RMF: multisite RMF support through federation,
unified alarms and bookmarks management. RMFA can be used for single sites too. In this
case, it adds redundant alarm and bookmark management to RMF.

Every release of RMFA has the complete and up-to-date feature set of RMF.

Prerequisites for Multi-Site Support

For RMF to provide multi-site support, sites should be set up with federated architecture. Please
refer to the latest XProtect manuals for instructions on set up of federated sites. At present
(4/26/2018), the federation is supported by Milestone on XProtect Corporate and XProtect
Expert lines.

Auto-Mapping Cameras

We start with auto-mapping. This figures out the mapping between cameras and recording
servers across sites. We support all scenarios below:
1. Cameras are dual recorded at the same site. (intra-site)
2. Cameras are recorded across sites. |.e. the same camera is recorded on Recording
server 1, site1 and recording server 3, site2. (inter-site)

We first map cameras on each child site by connecting with each management server through
federation support on the parent site. Then we map cameras on the parent site.


https://app.box.com/s/csauwkqr44yxikqbfw20uopfq2fria5z
https://youtu.be/QbQpJiTazYM
https://youtu.be/DyJzkdW9atA
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Child

We need to map cameras at each child site first.
1.

Open the "Management Client" application in the Parent site.
2. Click on “Federated Site Hierarchy” in the Parent Management Server.

@ Milestone ¥Protect Management Client 2018 R1
File Edit View Action Tools Help
H9 o*a
Federated Site Hierarchy v ax
RLdr - Parent (12 12)
§> R3-Child - (1214

Federated Site
Tab

Federated Site Hierarchy

3. Click on a “Child Server” from the list.
@ Milestone XProtect Management Client 2018 R1

File Edit View Action Tools Help

H92 Qe

Federated Site Hierarchy

- 0
B #YR1-Parent - (12.72)
& R3-Child- (12.1a)

l Federated
Server |

5. Right Click on an available server and “Log into Site”

6. Goto the "MIPS-Plugin" tree at this child site and expand the tree list.
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'@ Milestone XProtect Management Client 2018 R1
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Site Navigation | Federated Site Hierarchy

6. Two Plugins are visible

a. RMF Advanced - Used for camera mapping.
b. RMF Alarms - Used for Alarm configuration.
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© Milestone XProtect Management Client 2018 R1 - 8 x
File Edit View Action Tools Help
H2 goem
Site Navigation - ax Y
S
mmmmmm o v Tho Cpen Patiorn Compeny

D RMFAdvance

ACivBAGIVe PIUgIN 15 Developed by Vegazs

addedin two recording senver

g Servers thatis mapped during recording

License information: Licensed for § cnanne - No Expiration date

Sie Navigat

4. Click on “RMF Advanced” and Expand the tree.
5. Click on the “Cameras”.
6. A new window will get created on the right side.

@ Milestone XProtect Management Client 2018 R1
File Edit View Action Tools Help

H 9 @ * i
Sile Nawgaton + 1 X JCameras « I
=] '{.';. Remaote Connect Services A l Cameras
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New Windnw} ‘J'

7. Right click on the "Cameras" and click "Add New".

Activelctive

8. Upon clicking "Add new", one more window gets created on the right side, with two blank
lists. The first one(left) is the "Available List” and the other one (right) is the "Mapped"

list.

9. Click on “Populate”. The “Available” list shows all the cameras on all recording servers at
the Child site. It identifies same cameras on different recording servers at this site and

groups the list.
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10. Click on the "Save" button and close the Management Client application in the Child
Server.
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11. Repeat Steps 3 - 10 until mapping is performed on all child servers.

Parent Site auto-mapping

We now aggregate camera mapping information across child sites and the parent site. This
combines intrasite and intersite maps. Intrasite — The same camera is recorded on two
recording servers at the same site. Inter-site — The same camera is recorded on one recording
server at the child site and one at the parent site.

Steps:
1. Open the “RMF Advanced” plugin on the management client of the parent site. Click on
“Cameras”, “Add New”. Go to the screen with two lists - Available list and mapped list.
2. Click on the "Populate" button at the bottom of Available list in Parent Server.
3. One more pop-up window appears and asks confirmation for auto mapping completion
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all child servers.
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4. |If all Child Sites are not configured, press “No” and finish mapping on all child sites.
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19. Else, click “yes” below.
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machine.
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25. All the cameras mapped in the Parent server and all Child servers get displayed in
“Available” list.
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[
27. Click on “Auto Map Button”

28. Cameras will move from “Available” list to “Mapped” list based on no of licenses issued.
29. Save, by clicking on the save button.

10
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RMF Alarms

The management server machine at the parent site runs the RMFA alarm service. The alarm
service signs up to receive events from all event servers - parent and child sites. Based on
alarms set up, it filters duplicate events received on account of the same stream being recorded,
and generates alarms for display in the Alarm manager.

This section provides information about the setup of this service and set up of alarms for
generated events.

Managing the alarm service

1. Open the "Management Client" application at the parent site.
2. Goto the "MIPS-Plugin” tree and expand the tree list.

11
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@ Milestone XProt
File Edit View Action Tools Help
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Site Navigation
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corting senvers natis mapped during recording

License information: Licensed for § cnanne - No Expiration date

3. Click on “RMF Alarms”.

Wy Generic Events

el Security

T Roles

2

A Configuration Reports

= % MIP
! - ﬁ,_-,RMF.Ala/nn_J

Tl_‘jn.MwW

Site Navigation | Federated Site Hierarchy

4. A new window opens. It has the below information:
a. Service Status - shows the status of the RMFA alarm service. This service

gathers events from all event servers in the federation. MUST always be running.

b. Tabs

i. Logon Settings - Domain username and password is needed to get

events from Parent and Child Event Servers. One needs to provide these

and click update.

12
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Advanced - Manage the RMFA Alarm Service. Stop/restart/restart with

logs and clear logs
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Set up Alarms on specified events

Next, we set up alarms for specified events. The service monitors these events and when they
occur, it takes care to filter duplicate events and generates alarms.

To set it up, follow the instructions below.

1. Expand the RMF Alarm tree and click on “RMF Alarms”.

@ Milestone XProtect Management Client 2018 R1 - o x

Fie Edit View Action Tooks Help

H2 oed

Site Navigation > TR
=B R

wection mikesione

Tha Open Patiorm Company

D RMFAlarm

2. A new window gets created on the right.
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3. Right click on the "RMF Alarms" in this new pane and click "Add New".
4. Upon clicking on “Add New”, we see:

Add RMFAlarm

Mame:

b

EntEer a name

oK

Cancel

5. Please enter the Alarm Name and click “Ok”.

Add RMFAlarm

Name:

Mation Detected|

OK

Cancel

6. We then see:

16
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7. Click on the “Enabled” check box.
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8. Select the event to be that needs to be monitored for this alarm, and click “Add”.
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9. Then a camera source selection window will opens with a list of mapped cameras. One
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or more sources need to be selected.

Delele
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i5 RMFCameras

O
AXIS M3D44-Y Network Camera (73.170.211.201) - Camera 1
AXIS M3044-Y Network Camera (73.170.211.201) - Camera 2
PTZ CAM R1
R1-Parent-Cam?
R3-ChildCam2
QK

10. Select atleast one camera and click “Ok”.
11. The selected cameras will be displayed in the “Source” list.
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@ Milestons XProtect Managsment Client 2018 R1 - 8 ®
File Edit View Action Tools Help
H9 Qe
Site Navigation ~ 2 x JRMFAarms ~ 2 | RMFALarm Information -
B8 Remale Connost Servioes N ElRET o
) A One-cick Camera Connection ]
) serves Enabied
1) Recording Servers Source.
ﬂ Failover Servers. 1 System Everts. AXIS M3044-V Network Camera (73.170.211 201) - Camera 1
11 vobite Servers Desbled

&R Devices Encticd
b Cameras Motion Defocted I
P Vicroghones Metan Soped 4
Not Respondin (
3 T\R:ej! Sﬁﬁﬂn:ﬂ Dm—mid Source List l

b €1 Device Everts
@ ot Recordng Siated

Q o Recordng Stopped

@ G Lve G Fecd Fecussed
B Son sl Uve Qe Feed Termnated
£ View Grous Pz Vanual Sesson Stated
8 St Client Prles Pt Somen Sirped
E e Clont o [t

5 B8 Rues ond Events
(3] Futes
@ Tims Profles

(5 Notification Profiles
R User-defined vents

5 @) System Dashbosre

o =

3 Confguraton Reports
5 Server Logs
[ Svstem Log

] Transaction sources
Transoction doritors

& orms

W MIP Plugrins

9 VP SDK Tosls

1 ) AMFadvonce

& U AMFatem

|| RMFAlarms.

Site Hierar

Sie Navigation | F

12. Once the configuration is completed, click on the “Save” button and close the
Management Client.

© Milestone XProtect Management Client 2018 1 - 8 x
File Edit View Action Tools Help

A9 oen

Site Navigation [RMF Alarms ~ 0 | RMFAlzrm Information - 3

R e Hame: [Votor Deectod
Enabled
Sorco
7 Syt Everts 50 WA Hetwork Camera (7 170211 207 Camera |
Gestlad
Graed
# Microphores or Soppec
e ecpondinn
& i Setings Crangcd
51 Devce Everte
oot Fecorden Siated
i Output Fecording Stepped
=3 Clien Live Cient Feed Requesied
B St Wall Live Cient Feed Termnaled
£ view Groups Pz Manuol Session Sated
3 Sran Clent Ptles 2 Manual Sesson Soppect
. Vdeoloss
Vanagement Clent rofles
E . VeolossErd
S0 Rules and Events
(3] Rdes
© Tie Prfiles
520 Notficaton Pifles
R User-defired Events
TR Roles
& BasicUsers
=@ s Dostiboord
] Corent Tocks Dots

@ System Monitor
¢ Sestem Manitor Thissholds
Fuidence Lock
[ Confouration Reports
5 Server Logs
[ System Log
AuditLog

L Trensect

tonss

WP Plug-ins
7 84 MIP SDK Tooks
o ) AMFAdvance

& U AMFAsrm

1| RMFAams

e Mavgsbon Federsied Sie Hierarch

13. Follow the steps from 3 to 12 to add multiple Alarms.
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Viewing Alarms

Once alarms are set up, the RMFA Alarm service monitors events from all event servers.

It receives events, checks the alarm list, filters duplicate events and generates alarms, if they
are set up for that event.

The alarms are visible in the Smart Client’s alarm manager and work the same way as a native
alarm.

RMFA Bookmarks

RMFA enables the user to set bookmarks on both recording servers in parallel. While searching
for bookmarks, duplicate bookmarks are filtered and we see a single result being displayed.

Set

One uses the Bookmark set button in the RMF plugin window, (shown in the right window
below) to set a RMF bookmark.

@ Milestone XProtect Smart Client 117272017 50935 — B X

Playback Sequence Explorer Sys EE RN

Setup ~ B

) - Camera 1-MnServer

1 RMF
1 RME -Toolbar

™ Cameras

4 B

* & EC2AMAZ-4NUBCOD

RMF Plugin
Bookmark Button
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View

We use a new Bookmark viewer tab to search and retrieve bookmarks. Depicted below.

1. Open the "Smart Client" application.
2. Click on the "RMF Bookmark Viewer" tab.
3. We then see the below image

@ Milestone XProtect Smart Client 42320185:1528PM = O X
Live Playback Sequence Explorer Aarm Manager @ JDRNIFECCHTETEVIENEI  system Monitor -9 f v
-~ B

304PM ) Thankyou for using his tia iense to demanstrae or evalushs the XProtectvideo management liense expies on 3//2015, To fullylcense the prodct, pesse cantact your reseler or fnd o1 on wwwmlestonesyscom.

5:13:08051PM » »

4. Select the required camera, set search options and click on “Search”.
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@ Milestone XProtect Smart Client 42320185:1701PM = O
Live Playback Sequence Explorer Aarm Manager @ [DRNIFECCRTETEVENEI  system Monitor -9 f

51304PM € Thankyou forusing i tria icense to demorstrae or eveuste the XProtect video management sotware, The ria license expires on /A/2019. To Al lcense the prodhuct, lesse <Otact Your resellr o fnd 00 on WWTIESIGNESyScom.

Available Cameras Bookmark results

044 Netwerc Camera (73.170.211.201) - Camera

0211201) - Camera 2 ngcerTne

Select All | Unselect Al

| —

Searchior

w50 ssom assou

5. Bookmark results are displayed on the right window. This is a list from all recording
servers. The results are filtered to remove duplicates caused by dual recording. These
filtered results are displayed.

@ Milestone XProtect Smart Client 422720185203PM — B

Live Playback Sequence Explorer Aorm Manager @ [RUEUCCRTEIEVERE  Sstem Moritor +9 9

51304PM @ Thenkyou forusing hisrial liense to demonsiate or evaluste the XProtect video management softwre. The til license expires on 3/&/2015 To fulylicense the produc,plezse contoct yous reseler or ind one on waw.mlestonesys.com.
Available Camerss Bookmark results - Found 15

201)- Camera
3.170211201) - Camera 2

4177201860240,
470186024
17720186084

v
41820189013,
41620186503,
1720186121
418720186544,
4/16/2018 6565,
AcsiveActive Bookmark 41872018 6535,
ActivaictiveBookmark 4182013857

N\
\—

Bookmark Result |

Select Al | Unselect A
Searchin iE
E T E—

P asarm assem e | 5:13:08051PM » »
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6. Click on a result to play the video.

@ Milestone XProtect Smart Client

Payback | Sequence Explorer | Alarm Manager & M BCCRTSIEVIEIETIN

4232018521:17PM = O
-9t

System Monitor

ing s il lcense to demonstrate o evaluate the XProtictvideo management softwere. The triallicense expires on /8/2019. To fully liense the product, lesse contact your reseler o fnd on on ww.mlestonesys.com.

Bookmark results - Found 15

Header TrggerTime User

ActeAdiveBackemar 471772018 6:0240.

orat G024, text A28 6024,
4

R2-Parent-Cam2 - 4/18/2018 7:32:34.320 AM
MILESTONE Ak,
S ———

Actve Active bockmark 521

iz 5001
visaoEs0s
Py
411e6 121 3 Before recordings.
4182018

jsmark-6.96.5. s Ackiv 4182018 6:565... MILESTY A R2-Parent-Cam2
AIRS55. WLEST imifetonesvegedS.com:T563
viaBesy

Bookmark
marked video

Select All | Unselect Al

P —

ss5 A 00 10t

1 O
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Contact Us

Vega Systems Inc.,
1999 S Bascom Ave #700,
Campbell, CA 95008

USA

sales@vega25.com
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