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2. Introduction

The purpose of this document is to explain the operation, installation and use of the
software solution called "SGSE-XO".

This solution consists of a plugin that allows to monitor and interact with SGSE-XO
(remote IP Outputs) devices included in the SGSE-XO solution, from the user interface and the
working environment of the platform XProtect® of Milestone.

In this way, the monitoring and operation of the outputs device is available together
with the advantages of the XProtect® VMS for video and alarm management, event
management, CCTV, intrusion .... in a single interface.
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3. Solution architecture
The architecture of the solution is described in the scheme below:

@ SGSE SGSE-XO

“isemes )

)

Cf\‘

- /0-SERIES

-/o— Output 1
L@,
-e/o-

Output 16

Through the Ethernet network, the plugin establishes communication with configured
devices (SGSE-XO).

Once the communication is established, it imports the signal status configuration and
keeps the communication channel open to:

e Send commands to the devices
e Ask the devices for the status of elements (outputs)
e Receive notifications when the status of devices outputs change
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4. Installation

To install the plugin, simply execute with administrator rights the installer "SGSE-
XOLlogic_Installer.msi" provided by SGSE. The process is automatic. Throughout the different
screens of the installer, we will only have to accept the End User License Agreement, a
mandatory condition to be able to use the plugin.

15 SGSE-XO Plugin . pd

Welcome to the SGSE-XO Plugin Setup Wirz'él.rd‘.'l m

The inztaller will guide you through the steps required ba install SGSE-+0 Plugin on your compter.

WARNING: This computer program iz protected by copyright law and international treaties.
Unauthonzed duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent possible under the law.

au
a
LY

Click “Next >” to start the installation process.

151 SGSE-XO Plugin - X

License Agreement AT m

Please take a moment to read the license agreement now. If you accept the terms below, click 'l
Agree”, then "Mext", Otherwize click "Cancel'.

End-User License Agreement (EULA) of Nodecom Plugin A

This End-User License Azreement ("EULA") is a3 legal agreement between you
(the "User") and Soluciones Globales de Seguridad Electrénica (SGSE).

This ELULA agreement governs your acquisition and use of our Nodecom Plugin
software ["Software") directly from Soluciones Globales de Seguridad
Electronica (SGSE) or indirectly through a Soluciones Globales de Seguridad "

(@) | Do Mot dgree O | Agree

et Corce

You will have to read and accept the End User License Agreement in order to proceed
with installation.
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15 SGSE-X0 Plugin = X

Confirm Installation i m

The inztaller is ready to ingtall SGSE-<0 Plugin on pour computer.

Click "MNest" to start the installation,

B | T

Click “Next >” to proceed and install the plugin files.

If Windows User Account Control is enabled, you may have to allow the installer to go
ahead with installation.

i SGSE-X0 Plugin - %

Installation Complete m

Madecom Logic Plugn has baen ssccessilby installed

Click *Clops® ko mat

Plaase uss Windows Lipdate ho chack far any orticel updales o the NET Framawork

Once the process is finished, we can click “Close”. The plugin is already installed!
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5. Licensing

The plugin needs a license to run. The license will tell Milestone how many outputs can
be managed. These licenses are generated by SGSE. The procedure to obtain the license file
corresponding to the acquired license is described below.

A. Gettinga UID
In order to generate the license, you must provide the corresponding UID. This UID is a
unique identifier to which the license is in bound.

To get this code, you have to run XProtect® Management Client after installing the plugin
and go to the corresponding menu item.

In that screen, when the plugin is not licensed, you will see the corresponding UID.

@ Miesone KProtect Managerment Cire 2018 &3 - x
Fle £t

famil

Please providethe ollwing UD to SGSE in oder o have your lcense generated
TI7FTNR-TOLKAR] ]

Copy to Clipboard

Please provide this UID to SGSE, and you will get your license file generated.

B. Applying the license

Please copy the license file into the plugin folder. By default:
C:\Program Files\Milestone\MIPPlugins\SGSE-XO\

In case you are working with a XProtect® version where you don’t have Management
Client, but Management Application instead, then you will have to copy the license file to the
next folder too:

C:\Program Files (x86)\Milestone\MIPPlugins\SGSE-XO\

After applying the license, Event Server must be restarted so that changes take effect
and we can use the plugin.
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See below the result after applying the license.

€ Milestone XProtect Management Client 2019 R3
File Edit View Action Tools Help

CEICRY

JCR-(13.33)

=[] Basics
& License Information
[T] Site Information

1= [} Remote Connect Services
1) Auis Ore-click Camera Connection

= [ Servers

ﬂ Recording Servers

License Information

g Activated: True
%] Failover Servers Temporal license: False
= T Devices Licensed Outputs: 16
B Cameras Valid days: 0
P Microphosies Created date time: 30/01/2020 7:04:24
! Speakers
% Metadata = =1 .
oo lnput Soluciones Globales de Seguridad Electronica
- s, This plugin allows HMilestone logic to be incorporated inte the communication nodes of the SGSE-XO (r)
53 Client family, receiving the input signals and allowing interaction with the digital outputs presentin the nodes.
BB Smart Wall
B3 View Groups

£2 Smart Client Profiles
#8 Management Client Profiles
Matrix
= & Rules and Events
[E] Rules
@) Time Profiles
=] Notification Profiles
® User-defined Events
¥ Analytics Events
B, Generic Events
= el Security
¥ Roles
2 Basic Users
= . System Dashboard
[] Current Tasks
@ System Monitor
= System Monitar Thresholds
& Evidence Lock
1 Configuration Reports
I Server Logs
[Be Access Control
,, Transact
Transaction sources
= Transaction definitions
@ & Alarms
= i MIP

E

& g SGSEXOs
In this case, you can appreciate one license for 16 outputs you can distribute in different SGSE-XO devices.

Workstations (only SmartClient)

To generate the UID in a workstation where you don’t have XProtect® Management
Client, you will have to use the SGSE tool, “UID Generator”.

Please, contact SGSE to get this tool.
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6. Configuration
The plugin has been designed to simplify as much as possible its configuration process,
so that the start-up is as simple as possible for the installer.

Set up a SGSE-XO
To set up a SGSE-XO in Milestone, the procedure is extremely simple.

Select “Add new...”

Site Navigation - o X ISGSE-XDs - 1 ISGSE-XDslrrfarrr-atiun
B4 JCR - (133a) © @ SGSEXDs

£ {1 Basics I Collapse
E License Information
[ AddNew.. CRLN |
Site [nformation
/& Refresh F5

After click “Add new” write a name for the SGSE-XO and click OK (Submit).

Add 5GSE-X0s X

floe ]

Cacs

You just have to assign a name to the SGSE-XO device to identify it in the system, and
configure the needed parameters to establish the connection between plugin and device over

Ethernet:
e |P address of the SGSE-XO device
e Portin which it is listening for incoming connections
e User
e Password
e Enabled
e Device (SGSE-80 or SGSE-160 ‘number of outputs 8 or 16’)
Site Navigation » 0 X ||SGSEXDs S SGSE-XOs Information
§ b |
¢ [ License Information
=
- %] Failover Servers Signals: 16/5
ih?g:sw:s Eretled Deves:  [S6SE160 | Mumbercfaouts 16

e Outputs you want to use, limited by license.

Enabled Devie: [SGSET00 | Numberofoupits 6 ~ S

00000000 ©000000
0000 O

0/0/00@

Oupuen] s outputzl  Jms (i
Welcome v Welcome v
Outputs ;;__’\ Outpuss E
Moot [ 0uou2 [ Ouputd [ Oupurs B Outours [ Outouts [ Outout7 [ Outpues Houpt! Foupuz B Ouput3 B Ouputs B Outputs []Ouputs []Output7 [ Outputs.

Outputs Signals

OlO!

olle]

[ ouputs [ Output10 [ Ousputtt [ Outpue12 (] Output13 (] Outpue ¢ [ Outout’s (] Outputts

Selected device SGSE-160 Selected device SGSE-80 Output from 8
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to 16 are not operative

After saving changes, H the plugin will try to connect automatically with the SGSE-
XO and, if everything is properly configured, it will import the SGSE-XO status (outputs).

The plugin will automatically create in Milestone the items corresponding to outputs of
the SGSE-XO. These items will be accessible from the interface of Management Client and from
the SmartClient maps.

We can see the download process information in the Event Server MIP Logs.

Test & configure Output time
In the Administration panel you can see a dynamic picture where you can test the signals
and parametrizer time output signals are active. Let me show you, how you can do it.

Test

There are two types of outputs that we can establish, timed and permanent. The timed
output will remain active for the time that we determine. This time will be reflected, in
milliseconds, with a number inside the circle that represents the output signal. If we click on this
circle, it will change colour and will remain active for the defined time. For example, if 5000
appears in the circle that defines the signal, clicking the output will change state for 5000ms and
the circle that defines it will stay blue for 5000ms.

Outputs Signals Outputs Signals

Output 1 Output 2 Output 3 Output 1 Output 2 Output 3
Output 9 Cutput 10 Output 11 Output 9 Output 10 Output 11

000 00O

Non-timed outputs are represented by circles with no numbers. To test these outputs,
you only need to click with the mouse on the selected output: one click to activate and another
click to deactivate the selected output. It's very simple!

When the output is active, the circle turns green and an "On" message appears inside.
Clicking again sets the output back to the default "off" position and the circle changes color to
light gray.

Outputs Signals Outputs Signals Outputs Signals

Output 1 Output 2 Qutput 3 Output 1 Output 2 Output 3 Output 1 Output 2 Output 3

®O000 000 000

Output 9 Qutput 10 Output 11 Output 3 Output 10 Output 11 Output 9 Qutput 10 Output 11

OO0 OO0 OO0

10
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Configure output activation time

In each output, the time that remains active can be configured following the next
procedure.

1.- Choose the signal. Click with the right mouse button and a text box with the name
Output X (where X is the number of the chosen signal) will enable you to enter the time in
milliseconds. The default value is 500ms. If a value lower than 500 is configured, the output
signal will change to Non-timed mode.

2. Confirm the time clicking over the tag "Update pulse interval". You can verify the time
selected has been applied because this time is written inside the corresponding circle.

| Password:

Signals: 16/5

Device _SGSEJGO ~ | Number of outputs 16

Outputs Signals

Output 1 Output 2 Output 3 Output 4 Output 5 Output 6 Output 7 Output 8
Output 9 Output 10 Output 11 Output 12 Output 13 Output 14 Output 15 Output 16

Welcome

Learn about visit our pag ogies new developments

Output 4: ms

Click output number 4, click right button, write time and click “Update Pulse interval”

11
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Alarms definition

This plugin adds some event definitions to Milestone, corresponding to the events that
the SGSE-XO sends. These events provide will be sent when the status of an output changes
(activation or deactivation).

In the “Alarm definition” section, within Management Client, create a new alarm whose
triggering event is an event from the “SGSE-XO Events” group, and define the item(s) from which
we want this event to be considered an alarm.

e Output_activated
e Output_Deactivated

Alarm definition

Enable:

Name: | Alam Definition SGSE-%0

Instructions:

Trigger

Triggering event: SGSE-XD events

e M
Activation period

(®) Time profile: Always

() Event based:

Operator action required
Time limit: 1 minute

Events tnggered: |

Cther

Related cameras: |

Related map:

Initial alam owner:

Initial &lam priorty: High
Alarm category:

Events triggered by alam: |
Alam assignable to Administrators:

12
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Rules: events

Those events can also be used to trigger Milestone rules. Just create a new rule and
select as “Triggering Event” one of the events from those added by the plugin.

The events that plugin adds currently are:

e Output_Activated
e Output_Deactivated

Rule Intarmistion

Name:

| sGSE_x0
Manage Rule = 5 = IT
Name: SGSE_X0
Description: i-l':l'lanage rule SGSE-XD
Active: Select an Event =

i & Q Events I

ol H h

Select actions if =2 Hardware

o) [ 5tart re[:(l:rdi i Ddiices -

— | |[]Start feed on ) External Events —

PE’dl (] Set <Smart Y [ Recording Servers
Dis (] Set <Smart Y o System Menitor

[]Set <Smart Y B-% Other
1 Hemve <ca =] ;Ej'n Access Control
[ Setlive fram &% Analytics Events
e reoord!rl =86 SGSE-XD
[]5at reoord@ =& SGSE-X0 events
[] Start patrolii B Ctois. Activated (SGSE-XO events) b
St Qutput Deactivated (SGSE-XO nts

Edit the rule des S i e
Perform an actiof

from {delsted
Disable SGSE-X|

[ Conce
Help | T S "

13
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Rules: actions

With the actions defined by the plugin, Milestone can interact with SGSE-XO devices
when a defined rule is triggered.

We can define rules to trigger the following actions on panels:

e Enable SGSE-XO <output>
e Disable SGSE-XO <output>

Rule Information

SGSE_XD
Description: I‘uilanage rule SGSE-XO
Active: =)

Step 3: Actions

LS

i
Select actions to perform Select Targets X
[ Start g on <devi
;_': [ Start feed on <devices> Targets: Selected: b
[ Set <Smart \wall= to <presq = Targels [ Outputl
Dig | | Set <Smart all> cmenitort | = TEEE o \21 Output2
[] Set <Smart Wall> <manitor}

B All Outputs on Test

s
=
[] Remove <cameras> from < nist Outputd

=
: ! Outputl = Outpuid

[] Set live frame rate on <dev Ao et Outpu

[] Set recording frame rate on H g gu:pug nit OutputS

[[] Set recording frame rate tol ":z'.‘ Oﬁtpﬁm

[ Start patrolling on <devices ::iﬂ & >

Edit the rule description (click

4 Remove
Perform an action on Output A =

from {deleted or restricted taf
Disable SGSE-X0 output (delet:

sl

oK [ Cancel

14
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7. Milestone Smart Client

If the plugin created the items successfully in Milestone, configurator user will able to
drag and drop these output items to a map in the Smart Client application:

15
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Color indications for output signals:

STATUS ICON (COLOR)
Output idle state (deactivated). ‘
(Gray)

Output active state. ‘

(Green)
In alarm.
A blinking red circle will surround it if a Milestone alarm
has been defined.

(Red)
Output cannot be read.
Device without communication.

(Orange)

Operational
Operator users can send commands to:

a) Outputs; change the status of the outputs.

In the map with icons in the Smart Client, operator user can right-click over the icon and the
system will show the available commands for the selected item.

a) The SGSE-XO has these commands:
e Active (Output on)
e Deactive (Output off)

# Milestone XProtect Smart Client
Playback Sequence Explorer
XProtect € | Nuevavista (1x 1)

B Views A~ BT ®csa

Default group

W group

lueva vista (1x 1)

»
W Cameras

» RICR

Event

» AR

*  MIP Plug-ins

nodecom Side panel

16
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SGSE-XO plugin allows you to monitor and interact with SGSE-XOs signals. Every action
is performed from the SmartClient, which is the standard user interface in XProtect®.

From SmartClient you can monitor the status of the outputs, as well as to interact with
the device.

A. Event/Alarm viewer
From the standard XProtect® events and alarms viewer, alarms and events coming from
the SGSE-XO logic can be viewed and managed.

Filtras rpidos Alarmas  Personalizads (o aplicade) ~ | Borrar fitra Informes 1100

E Hom Nembre de est| Mensaje Fuente Etiqueta Propictaric 1D
1042:37 221072018 Nuevo Zona - En Alarma ProSYS Plus Zona Z001 TB4ET
Nuevo Particion - En Alarma ProSYS Plus Particion P01 78466
Nuevo Panel Alarma - Bateria ProSYS Plus Panel ProSYS Plus(192 168.2.139) 78464
8 Nuevo Pancl Alarma - Problema Campania ProSYS Plus Panel ProSYS Plus(192.1628 78465
Nuevo Panel Alarma - Linea Telefonica LightSYS Panel LightSY5{192.168 2 78463

Y Encspera (0)
Y Cerrado (0)

Senvidores Nuevo Panel Alarma - Bateria LightSYS Panel LightSYS(192 78462
8 Nuevo Zona - En Alarma ProSYS Plus Zona Z001 78461

8 Nuevo Particion - En Alarma ProSYS Plus on P01 78460

2211072018 Nuevo Panel Alarma - Bateria ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78458
2/10/2018  Nuevo Panel Alarma - Problema Campana ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78459
927.0222/102018  Nuevo Panel Alarma - Linea Telefonica el segunda Panel el sequndo{192.168.2.138) 78457
9-27-02 221102018 Noevo. Panel Alarma - Ratena &l senunda Panel &l senundn(192 168 2 1981 TRANE

DESKTOP-JMP1HO7

B. Maps

The icons corresponding to SGSE-XO, outputs or device can be added to a XProtect®
map.

Each icon will show the state of the corresponding element according to the colour
legend referenced above.

% Milestone XProtect Smart Client
Playback Sequence Explorer
XProtect < Nuew

B Views ~ @&

Default group

it view group

Nueva vista (1x 1)

» [ Private
W Cameras ~

» &Icr

4 Event

» &Icr

**  MIP Plug-ins

nodecom Side panel

17
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In addition, it will allow to interact with the element from its context menu (secondary
button of the mouse).

Ignore Status

Active
Deactive
§ Center Map Here

Zoom In

> Zoom Out
" Zoom to Standard Size

Home

Status Details

%@

In this way, you can activate or deactivate outputs.

. -

C. WebClient and Milestone Mobile

These interfaces do not support al the plugin functionalities, like maps.

However, alarms can be received from these two interfaces, if they have been defined
in the Management Client. Interaction with SGSE-XO devices can also be performed by making
use of plugin actions and User defined events, that will appear to the user as buttons.

18
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8. Troubleshooting

Integrated systems
In case the integration does not work, please confirm the device and its firmware version
to be plugin compatible. Integrated systems are:

e SGSE-XO-MILESTONE
Tested firmware version for each panel are:
e SGSE-XO-MILESTONE: SGSE-XO Vv2.0. 02112019

Compatibility is not granted if a different firmware version is used. Although later firmware
versions should work properly, compatibility with each specific firmware version must be tested.

Required equipment
In order to communicate with the SGSE-XO from Milestone, it must be connected to
Ethernet.

Change Ip

Open a PowerShell (administrator mode) session to connect remotely to the SGSE-XO,
by using the following commands:

net start WinRM
Set-Item WSMan:\localhost\Client\TrustedHosts -Value sgsexo -Confirm:$False
Enter-PSSession -ComputerName sgsexo -Credential sgsexo\Administrator

Where “sgsexo” is the device hostname and must be adapted to each device.

Progoe Gine S8 crediencisies

| pmsanio: ﬂ Sgsenn \Admenerirator

esnasnnsl ;

e

19



m SGSE-XO - Installer and User Manual

e Seguridad Electr

After the remote session with PowerShell has been successfully completed, you should
run the following two commands:

New-NetIPAddress -InterfaceAlias “Ethernet” -IPAddress 192.168.0.21 -
AddressFamily 1Pv4 -PrefixLength 24 -DefaultGateway 192.168.0.1

Set-DnsClientServerAddress -InterfaceAlias “Ethernet” -
ServerAddresses 192.168.0.100

Where "Ethernet" is the name of the network interface to which you want to set the IP
address. To know the name of the network interfaces that are connected to the SGSE-XO you
can use the following commands from the remote PowerShell session:

$adapter = Get-NetAdapter | ? {$_Status “up”}
$interface = $adapter | Get-NetIPInterface -AddressFamily “IPv4”
$interface

After executing these commands, the SGSE-XO should have changed its IP address. To
check that the IP has been assigned correctly we can use the well-known command:

ipconfig / all

[winmwinpc]: FS C:yData’Users\Adodinistrator’Documents> 1pconfig fall
onf1guration
T W AT
- : Wyvhrid

ing Enobled. . .
WINS Proxy Enabled

) to Ethernet 10100 Adapter

2(Preferred)

1-27-EB-D6-£0-6E

Tepip.

Y Data’ UsersAdmr ni strator\Docunent s>

Device start up
If you cannot connect to the device from Milestone, please ensure the Ethernet cable is
properly plugged in and restart the device.

Other
In case of communication failure, please restart XProtect® Event Server.

In some cases, it has been reported that the SGSE-XO may stop sending messages
through the Ethernet interface. In that case, please restart the device.

20
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More info
For more info, please visit plugin online information or contact SGSE in the email address

info@sgse.eu.

21



