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1. Document versions

Version | Date Author | Changes in the version
1.0 24/02/2020 | JCR First version (English)

1.1 09/08/2021 | SDA Adaption to current status
1.2 11/08/2021 | SDA Minor changes
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2. Introduction

The purpose of this document is to explain the operation, installation and use of the plugin
solution called "NOTIFIER MONITOR” for use in Milestone XProtect®.

This solution consists of a plugin that allows to monitor and interact with Notifier ID3000 fire
detection systems, from the user interface and the working environment of the XProtect
platform® of Milestone.

The Notifier plugin application is designed specifically to provide the Management
procedure from Milestone XProtect® software to Notifier ID3000 panels. It’s the bridge between
Milestone system and panels devices from Notifier.

The Plugin enables the possibility to send commands to the Notifier panel from the
Milestone Smart Client application. And it also receives events from the Notifier panel. User can
configure alarms for these events in the Milestone Management Client.

Simplicity, When the plugin establishes connection with Panel, configuration’s data are
taken from panel and include these like a part of the XProtect devices, including detector, manual
call point, ... description text and all relevant data from the panel. You just need to insert three
parameters: Notifier IP Address (serial converter), the port where the Notifier is listening (serial
converter) and the local port to listen to the fire panel.

In this way, the management begin in the XProtect system and ending in the Notifier
ID3000 devices, the software send-receive the relevant data (alarm, prealarm, disable, enable...)
to permit the interaction between two systems XProtect (Milestone)-ID3000 (Notifier) creating a
unigue environment system.

For more information, you can click this link.



http://www.sgse.eu/integration-of-notifier-id3000-control-panels-with-milestone/
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3. Architecture

The Plugin and the Notifier panel communicate using the Third-Party Protocol. The Plugin is able
to send commands to the Notifier, i.e.: enable, disable, etc. And it listens for the Notifier events,
for instance: faults, alarm, prealarm, etc. When an event is triggered, the Plugin informs it to
Milestone. Then, due to the done configuration, Milestone triggers an alarm and also remarks
the source item of the event in a map.

:;t'mg::.:f:‘ Central surveillance site
XProtect® Professional
XProtect® Corporate

XProtact” Entarprisa

Remote surveillance Remote management ‘ .
2O
&

Due to this architecture configuration, the panel has to be equipped with an Ethernet module
in order to communicate with the Plugin. In theory, any serial to Ethernet converter supporting
tunneling could do the work, but the serial to Ethernet converter used for development and test
has been the Lantronix UDS-1100, so this is the only verified converter we can assure that will
work.
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4. Installation

Interface Installation (Serial to Ethernet Communications)

To communicate over Ethernet with the Notifer panel, use a reliable serial to Ethernet
connectivity server. The aim is to create a tunnel that sends what receives from the serial port
(Notifier) through the Ethernet port to a specific IP address and port (Milestone), and the other
way round, that it sends through the serial port what it receives from the Ethernet interface.

The UDS1100 can be set up locally through its serial port, or remotely using Telnet or a web
browser. To find the device or assign an IP address, please use the tool manufacturer provides
(for Lantronix UDS1100, use Device Installer).

Following, included a simple requirement configuration to simplify setup and provide an easy
way to:

Assign IP & other network specific addresses

Enable web-based configuration of the device server
Serial port configuration

Specific Ethernet configuration

Through the different UDS web pages.

Connect to the UDS; open web browser a type http://<uds ip address>

@ Lantronix Device Server X +

C | A Moseguro | 192168221E‘securef|tx conf.htm

UDSHOO LANTRONIX

Device Status

Network
Server
Serial Tunnel
c::::::: 1 Product Information
Serial Setfings Firmware Version: V7.0.0.2
Connection Build Date: 12-Sep-2020
Apply Settings Network Settings
MAC Address: 00-20-4A-C1-C8-F3
Network Mode: Wired
Apply Defaults DHCP HostName: = None =
IP Address: 192.168.2.215
Default Gateway: 182 16821
DNS Server: 0.0.0.0
MTU: 1400
Line settings
Line 1: RS232 9600, 8 None, 1, Mone.



https://www.lantronix.com/products/deviceinstaller/
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Click over text label “Network” and fill in the following data in function of your network
parameters:

e [P Address (will be the Notifer ID3000 Panel IP)
e Subnet Mask

e Default Gateway

e DNSserver

@ Lantronix Device Server b -+

&« C A Noseguro | 192.168.2.215/secure/Itx_conf.htm

UDST100 LANTRONIX

Network Settings

Network

Server Network Mode: | Wired Only w

Senial Tunnel IP Configuration

Hostiist (") Obtain IP address automatically
Channel 1 .

Serial Seftings Auto Configuration Methods

Connection BOOTF: ' Enable = Disable
IS DHCP.  Enable  Disable

AutolP: Enable Disable

Apply Defaults DHCP Host Mame:

(@ Use the following IP configuration:
IP Address: [192.168.2.215
Subnet Mask: | 255.255.255.0

Default Gateway: [ 192.168.2.1

DNS Server: |U_U.D.D

Ethernet Configuration
[ Auto Negotiate

Speed: @ 100 Mbps O 10 Mbps
Duplex: O Fyll @ Half
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Click over text label “Server” and check that all parameters are as following picture:

@ Lantronix Device Server b4 =+

&« C A Noseguro | 192.168.2.215/secure/ltx_conf.htm
UDST100 LANTRONIX

£+ Server Settings
Network
Server Server Configuration
Serial Tunnel Enhanced Password: () Epakle @ Disable

Hostlist

TelnetWeb Manager

Channel 1 Password: | |

Retype Password: | |

Apply Settings
i g Advanced

ARP Cache Timeout
(59{;5}: m
Apply Defauits TCP Keepalive (secs):

Menitor Mode @ Bootup: @) gEpnable ) Disable

HTTP Server Port:

Config Server Port: 30718

MTU Size: | 1400
TCP Re-transmission
tmeo (ms)
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Click over text label “Hostlist”, following fields are those referring to communication with the
plugin. In our case, Plugin IP address (XProtect Event Server) is 192.168.2.210 and listening port
is 10002.

Fill in with your installation data and press ok button

@ Lantronix Device Server x +
&« C A Noseguro | 192.168.2.215/securg/ltx_conf.htm
UDST100 LANTRONIX’
afiiy Hostlist Settings
Network
ST Retry Settings

Serial Tunnel Retry Counter: Retry Timeout:
Crao;i;::;t1 Host Information
Senal Setlings No. HostAddress Port No. Host Address Port
Connection
Apply Settings 1 [192.168.2.210 |[10002 |2 [192.168.2.210 | [10002 |
- || 4| I |
Apply Defaults 5| | 6 | I |
-l o | —
o | | |10 | I |
1| | 12 | I |
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Click over “Serial settings”, the serial configuration relationship between Notifier panel and UDS
server. In our case the Notifier serial port is configurated with the following parameters:

e Flow control: None
e Baud Rate: 9600

e Data bits: 8

e Parity: None

e Stop bits: 1

The rest of the parameters (package control and Flush mode) are kept as in the following picture.

@ Lantronix Device Server x +
< C A No seguro | 192.168.2.215/secure/ltx_conf.htm
UDST100 LANTRONIX
£t Serial Settings
Network Channel 1
Server Disable Serial Port
Serial Tunnel
Hostlist Port Settings
Ctz‘an.nrgn_ Protocol: RS232 v| Flow Contral: [ None v|
Serial Settings
Conneclion Baud Rate: [9600 Data Bits: Parity: Stop Bits:

Pack Control
Enable Packing

Idle Gap Time:

Match 2 Byte Sequence: (O ves @ No Send Frame Immediate: @ ves O No

Match Bytes: ? Send Trailing Bytes: @ None O one () Two
(=54

Flush Mode
Flush Input Buffer Flush Qutput Buffer
With Active Connect: (C) yes @ No With Active Connect: (C) yes @ No
With Passive Connect: () ves @ No With Passive Connect: () vez (@ No
At Time of Disconnect: () ves @ No At Time of Disconnect: () ves @ No
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Last step is the connection, click over Connection label.

On the connection settings page, check that all the data is like the following image, except the
endpoint settings:

Endpoint Configuration:

Local Port:

[ Auto increment Local Port for active connect

Remote Port:

Remote Host: [192.168.2.210

e Endpoint configuration
o Local port: Listening port of the Notifier panel over UDS server.
o Remote Port: Listening port of the Plugin SGSE-ID3000 Monitor. It’s the port to
which UDS server will send data to the Plugin (XProtect Milestone).
o Remote Host: Ip of the Plugin SGSE-ID3000 Monitor

Check all data are correct and click over the OK button.

x +

@ Lantronix Device Server

&

JDS1100

(& A No seguro | 192.168.2.215/secure/ltx_conf.htm

LANTRONIX

Connection Settings

Channel 1
Connect Protocol

Protocol:

Hostlist
hannel 1
Serial Settings
Connection
Apply Settings Connect Mode

Passive Connection:

Accept Incoming: |Yes

Password
Required:

Apply Defaults Oves ®Ng

Password:

Modem Escape Sequence Pass

Through:
Notifier Panel {UDS)

Active Connection:
v Active Connect: | Auto Start v|
Start Character: 0x 0D (in Hex)
Modem Mode: [ None v
Oves @ Mo Show IP Address After ®ves O No

RING:

ndpoint Configuration:
Local Port: | 10001

D Auto increment Local Port for active connect

Plugin SGSE- ID2000 Menitor

Remote Port: j
|

Remote Host: [192.168.2.210

Common Options:

Telnet Com Port Cnitrl:

Connect Response:

Terminal Name: | | Hostli'i:f' ®ves ONo LED:
Disconnect Mode
On Mdm_Ctrl_In Drop: (O ves @ o Hard Disconnect: @ ves () No
Check EOT(CHA-D): Oves ® Mo Inactivity Timeout: |0 |: [0 | (mins : secs)

10
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Finally, apply settings clicking in the apply setting label.

@ Lantronix Device Server X +
& c A No seguro | 192.168.2.215/secure/Itx_conf.htm
gy
Network
Server Please wait while the configuration is saved...

Serial Tunnel The unit will reboot in order for the settings to be applied.
Hostlist

Channel 1
Serial Setlings I I I I I
Connection

Apply Settings

Apply Defaults

At the end of this process the terminal shows a summary of the established configuration.

@ Lantronix Device Server x +

&« C A Nosequro | 192.168.2.215/secure/ltx_conf.htm

UDST100 LANTRONIX

Device Status

Network
Server

Serial Tunnel
CIT:E::: 1 Product Information
Serial Seﬂings Firmware Version: W7.0.02
Connection Build Date: 12-Sep-2020
Apply Settings Network Settings
MAC Address: 00-20-4A-C1-C8-F3
Network Mode: Wired
Apply Defaults DHCP HostName: = None =
IP Address: 192.168.2 215
Default Gateway: 162 168.2.1
DNS Server: 0.0.0.0
MTU: 1400
Line settings
Line 1: RS232, 9600, 8, None, 1, None.

11
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Plugin installation

To install the plugin, simply execute with administrator rights the installer "
SGSE_ NotifierID3000Monitor_Installer.msi" provided by SGSE. The process is automatic.
Throughout the different screens of the installer, we will only have to accept the End User
License Agreement, a mandatory condition to be able to use the plugin.

ﬁ SG5E Motifier ID3000 Monitor — >

Welcome to the SGSE Motifier ID3000 Monitor

Setup Wizard =4 m

The installer will guide wou through the steps required to install SGSE Mobifier [D3000 Mornitor on wour
computer,

WARMING: This computer program is protected by copyright law and international treaties.
|Unauthorized duplication or distribution of this progran, or ahw portion of it, may result in zevere civi
or criminal penalties, and will be prozecuted ta the maximum extent pozsible under the |aw,

< Back Cancel

Click “Next >” to start the installation process.

ﬁ SGSE Motifier ID3000 Monitor - >

License Agreement \/

Pleaze take a moment to read the license agreement now. If you accept the terms below, click "
Agree", then "Mest", Otherwize click "Cancel".

End-User License Agreement {(EULA) of Notifier ID3000 Plugin A

This End-User License Agreement ("EULA") is a legal agreement between you
(the "User") and Soluciones Globales de Seguridad Electranica (SGSE).

This EULA agreement governs your acquisition and use of our Notifier ID3000
Plugin software ("Software") directly from Soluciones Globales de Seguridad
Electrénica (SGSE) or indirectly through a Soluciones Globales de Seguridad

(@) | Do Mot Agree ()| Agree

et = Cancel

12
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You will have to read and accept the End User License Agreement in order to proceed with
installation.

ﬁ SGSE Metifier ID3000 Menitor — x I
Confirm Installation m
=y c

The installer iz ready to install SGSE Motifier ID3000 Maonitor on your computer. 1,

Click "Mext'" to start the installation.

- S T T ¥

WLFELFEL FEL FED

< Back Cancel

L

Click “Next >” to proceed and install the plugin files.

If Windows User Account Control is enabled, you may have to allow the installer to go ahead
with installation.

ﬁ SGSE Notifier ID3000 Monitor — x

Installation Complete A%y m

SGSE Matfier 103000 Manitar has been succeszsfully installed.

Click "Cloge" to exit.

Fleaze usze Windows Update to check for any crtical updates to the HET Framewark.

< Back Cancel

Once the process is finished, we can click “Close”. The plugin is already installed!

13
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Plugin License process: Getting a UID

The plugin needs a license to run. Each panel must be licensed. These licenses are
generated by SGSE. The procedure to obtain the license file corresponding to the acquired
license is described below.

In order to generate the license, you must provide the corresponding UID at the Event
Server. This UID is a unique identifier to which the license is bound.

To get this code, you have to run XProtect® Management Client at the Event Server after
installing the plugin, and go to the corresponding menu item.

In that screen, when the plugin is not licensed, you will see the corresponding UID.

<'> Milestone XProtect Management Client 2019 R3
Archivo Editar Ver Accion Herramientas Ayuda

H92 0emn
Mavegacidn del sitio -~ 1
EI ¥ JCR-(13.33)
{11 Conceptos basicos
{5 Servicios de conexién remats
D Servidores
@ Dispositives
3 Cliente
[& Reglas y eventos
E@ Seguridad
° Panel del sistema
h_—l] Registros de servidores
Hﬁ Control de acceso
{f& Transact
2 Marmas
=@+ Plug-ins de MIP
2.3 SGSE- Notifier ID3000 Monitor

License Information

Soluciones Globales de Seguridad Electronica

Asecurity system that allows us to provide our facilities a high level of protection requires, at least, two
essential components. To be able to detect possible intrusion attempts responding property to them and
provide images that support and allows us to monitor and have graphics proofs of anomalous situations
that occurs on an icons drawing plane.

Therefore, the provision of a fire detection system and a CCTV system is basic when it comes to protecting
our facilities.

Thanks to the integration into Milestone ofthe Fire panels of Notifier ID3000, developed by the SGSE R+D
department, it is now possible to monitor and control both systems from a single graphical user interface,
fully integrated into a single software solution

UID License

Please provide the following UID to SGSE in order to have your license generated
\ TSEESERI® UBQR-9XPBRW-1CZ6BBB |

Copy to Clipboard

Configurator user has to provide it to SGSE and we will provide the license file.

14
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Once the license is installed, the Plugin will be available:

@ Milestone XProtect Management Client 2019 R3
Archivo Editar Ver Accién Heramientas Ayuda

H9 oea
Navegacion del sitio > R
1 ¥ JCR- (1333
#-{ 1 Conceptes basicos
- E} Servicios de conexion remota
3"@ Servidores
3--@ Dispaositivos
£-E3 Cliente
3--& Reglas y eventos
£ @ Seguridad
3-° Panel del sistema
H Registros de servidores
ﬁ' Contrel de acceso
3- Transact
t- & Alarmas
=+ Plug-ins de MIP
[=E: = 4 SGSE- Notifier ID3000 Monitor
] Notifier Panels

License Information

Activated: True

Temporal license: False

MNumber of Centrals: 1

Valid days: 0

Created date time: 12/02/2021 13:25:33

Asecurity system that allows us to provide our facilities a high level of protection requires, at least, two
essential components. To be able to detect possible intrusion attempts responding property to them and
provide images that support and allows us to monitor and have graphics proofs of anomalous situations
that occurs on an icons drawing plane

Therefore, the provision of a fire detection system and a CCTV system is basic when it comes to protecting
our facilities

Thanks to the integration into Milestone of the Fire panels of Notifier ID3000, developed by the SGSE R+D
department, itis now possible to monitor and control both systems from a single graphical user interface,
fully integrated into a single software solution.

Smart Client or Management Client PCs
If you are running Smart Client or Management Client on PCs different than the Event Server,
then you will need license files for those PCs too (these are free of charge).

In order to generate the UID for these clients, ask SGSE for the UID Generator tool, then run it
in the PC, select the Notifier plugin, copy the UID and send it to SGSE identifying the PC where
this UID has been generated. This identification is for you to know where to place the license file
SGSE will give you back.

15
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5. Configuration

The plugin has been designed to simplify as much as possible its configuration process, so
that the start-up is as simple as possible for the installer.

If the plugin and the license were successfully installed, configurator user should be able
to create a Notifier item. Configurator user has to configure.

Set up a Notifier ID3000
To set up a Notifier ID3000 in Milestone, the procedure is extremely simple.
Select “Add new...”

File Edit View Acticn Toocls Help

H 9 @ei
Site Mavigation - I X INcniﬁerPa'uel - 1
- JCR-(13.33)
£ {03 Basics | AddNew.
E License Information @ Refresh £S5
Site Information
=4y Remote Connect Services I

After click “Add new...” assign a name to the Notifier ID3000 Panel and click OK (Submit).

te MNavigation ~ 1 X | Notifier Panels ~ I |l Notifier Informatic

I JCR-(1333) = Notifier Pancis [N
=] Basics
E License Informs

Site Information

=5 f‘.emote Connect 54 T |
Lj; Auxis One-click
= G Servers

i) Recording Sen Cancel

ﬂ Failover Servel

o L

Add Motifier *

You just have to assign a name to the panel, to identify it in the system, and configure the needed
parameters to establish the connection between plugin and panel over Ethernet:

Neotifier Panels v 3 [ Notfier Information

= ,;"_., Notifier Panels
E |D300C

Name: ’ l

Local Listening Port:  |10002

IP: 1192.168.186.184

Converter Port: 10001

e |P: The IP address of the serial to Ethernet converter.

e Local Listening Port: The port where the plugin will listen to receive data from the
serial to Ethernet converter, sent by the Notifier panel.

e Converter Port: Port where the serial to ethernet converter will listen, and where
the plugin will send its commands and requests.

16
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After saving changes, Event Server must be restarted. One it has restarted, you can
automatically import the Notifier ID3000 devices and status (devices), state of each element
(Alarms, pre-alarms), by clicking the download button.

The plugin will automatically create in Milestone the items corresponding to devices of
the Notifier ID3000. These items will be accessible from the interface of Management Client.

Serial to Ethernet converter configuration must match with the Plugin configuration,
both configurations share some parameters that must have the same values as IP addresses and
ports.

This process may take time, depending on the quantity of selected items. Finally, it will
show the elements downloaded from Notifier ID3000 panel.

Fire Detectors  Manual Call Foints  Sounders  In Out Boards PSU

Lazo Direccion Sensor Valor Tipo Zona Texto ~
» 50 lonico 125 3 Zore 1 Hello Word Loop ..
Loop 1 51 Témico 126 0 Zone 1 Helle Word Loop ...
Loop 1 52 lonico 127 0 Zone 1 Hello Word Loop ...
Loop 1 53 Témico 128 0 Zone 1 Hello Word Loop ...
Loop 1 L) lonico 125 o Zone 1 Helle Word Loop ...
Loop 1 b5 Témico 130 0 Zone 2 Hello Word Loop ...
Loop 1 56 lonico ik} 1 Zone 2 Hello Word Loop ...
Loop 1 7 Témico 132 0 Zone 2 Hello Word Loop ...
Loop 1 58 lonico 133 0 Zone 2 Hello Word Loop ...
Loop 1 59 Témico 134 0 Zone 2 Hello Word Loop ... v

All elements downloaded from the Notifier ID3000

Devices downloaded from the panel are classified into different categories.
e Fire detector
e Manual call point
e Sounders
e Modules

Once you have downloaded Notifier devices configuration, and the plugin has created the device
items, Event Server must be restarted to establish an operational connection with the Notifier
panel.

17
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5.1.1. Milestone alarms

After installation, configurator user will see a new set of events in Milestone. It is a list
of all events that can be triggered from the Notifier panel. Due this flexibility, configurator user

can configure an alarm for each event he wants to have an alarm.

@ Milestone XProtect Management Client 2019 R3
File Edit View Action Tools Help

H9 oen
Site Navigation » X JAlarm Definitions ~ & || Alarm Definition Information
= 0 JCR-(13.33) - & Alarm Definitions Alarm definition
= i Gateway - alarma analiti
E+{]] Basics s Gt "! | Enable:
E! License Information i —\Fateway - alarma para &
. . Alarm Definition
: Site Information Mame:
& Definicién de zlarma
E} Remote Connect Services .
& Definicién de alarma 1 Instructions:
0 servers & Definicién de alarma 2
‘%P Devices 2 LPR
- Client & Testllarma
-[@ Rules and Events Trigger
E@ Security Triggering event
° System Dashboard
ﬁ Server Logs
[Eﬂ Access Control
[Qa Transact S
= 'ﬂ!:‘;rm Activation period
Alarm Definitions
8 Aarm Data Settings @ Time profile:
ﬂ Sound Settings ) Event based:
) g MIP Plug-ins
=1-s68 Nofifier
E}-E Notifier Panels S ——
00 Loops
- Devices Time limit:
H ManualCallFoints e o]
&P Bells
-G Modules Other
Z
W Sones . Related cameras
PowerSupplies
Related map:
Initial alam owner:
Initial alam priority:
Alam category:
Events triggered by alamn
Auto-close alam:
—— Alam assignable to Administrators:
Site Navigation Federated Site Hierarchy < >

[GSE- Notiier ID3000 Monitor

-2

MNotifier events

Centtral ENGINEER

Central ENGINEER MUTE

Central EVACUATE

Centtral EXTINGUISING SYSTEM ACTIVE
Certral FAULT

Central INTERNAL BUZZER MUTED

Centtral LOCAL INPUTS DISABLED

Centtral LOOP QUTPUT DISABLED

Central NETWORK COMUNICATIONS FAULT
Central QUTPUT TEST

Centtral PANEL IN DELAYED DETECTION MODE
Central POWER SUPPLY FAULT ACTIVE
Central PREALARM

Central SOUNDER DELAYED MODE

Central SOUNDER FAULT ACTIVE

Central SOUNDERS DISABLED

Central SYSTEM DAY MODE

Centtral SYSTEM FALULT ACTIVE

Central TEST

Centtral TRANSMISSION DEVICE FAULT
Central TXto ALARM ROUTING EQUIMENT DIS:
Devices AUTOTEST MODE

Devices DEVICE DISABLED

Devices FALLT DEVICE

Devices FAULT INCORRECT TYPE DEVICE
Devices FALLT LOOP

Devices FAULT LOW ANALOGUE VALUE
Devices FAULT OPEN CIRCIT

Devices FAULT OTHERS

—
O

18
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5.1.2. Milestone rules
Also, configurator user can use these events to trigger specific rules:

& Milestone XProtect Management Client 2019 R3
File Edit View Action Tools Help
HY| @en
e - Mansge Rule - o X tanBent ~
5 Servers S
) Rezording Servers Name. SGSE- Notifier [D3000 Monitor 2 Hardware
-] Failover Servers . Deviees
& aaﬂwm S External Events
Active: Recording Servers
50 Cameras System Monitor
icrophones tep 1: Type of rule
P Microph Fopil it ] Pt
@ Seeakers Select the rule type you want to create . scoess Control
- Metadata A Analytics Events
oo Input (O Perform an action in a time interval 1565 Notifier
O Output () Perform an action on a <recurring time> t =] ﬂ Notifier events
2 Client -~ Central ALARM (Notifier events)
= — Central ALARMS SILENCED (Nofifier events)
£ View Groups ¢ Central DELAYS RUNNING (Noifier events)
F H ¢ Central DEVICES DISABLED (Nofifier events)
&2 Smart Client Profiles Central ENGINEER (Notifier events)
B Management Client Profiles Central ENGINEER MUTE (Notifier events)
Matrix + Central EVACUATE (Netifier events)
(B Rules and Events ¢ Central EXTINGUISING SYSTEM ACTIVE (Motifier event
e Edit the rule description (click an underlined item) Central FAULT {Nofifier events)
) Time Profiles Paff'mm et fevant) Central FIRE ROUTIN ACTIVE (Notifier events)
rom 1 ser 1t server

{ Central INTERMAL BUZZER MUTED (Natifier events)

i Central LOCAL INPUTS DISABLED (Metifier events)
Central LOOP OUTRUT DISABLED (Notifier events)
Central NETWORK COMUNICATIONS FAULT (Notifier &
{ Central OUTPUT TEST (Motifier events)

~[=] Notification Profiles
R User-defined Events

- % Analytics Events
T Generic Events

<f3l Security ¢ Central PANEL IN DELAYED DETECTION MODE (Notif
~ @ Roles Central POWER SUPPLY FAULT ACTIVE (Notifier event
2 Basic Users Central PREALARM (Notifier events)
@ System Dashboard { Central SOUNDER DELAYED MODE (Netifier events)
1] Current Tasks Help o pr— — E— I Central SOUNDER FAULT ACTIVE (Notifier events)

Central SOUNDERS DISABLED (Notifier events)

Central SYSTEM DAY MODE (Notifier events)

{ Central SYSTEM FAULT ACTIVE (Notifier events)

-\ Central TEST (Notifier events)

Central TRANSMISSION DEVICE FAULT (Netifier events

@ System Monitor

System Monitor Thresholds
£ Evidence Lock

- [ Configuration Reports

=] Server Logs Central TX to ALARM ROUTING EQUIMENT DISABLED
IE' Access Control { Devices AUTOTEST MODE (Netifier events)
Transact { Devices DEVICE DISAELED (Notifier events)

Devices FAULT DEVICE (Notifier events)
Devices FAULT INCORRECT TYPE DEVICE (Nofifier ev
{ Devices FAULT LOOP (Metifier events)

Transaction sources
-6 Transaction definitions

<& Narms Devices FAULT LOW ANALOGUE VALUE (Notifier event
B MIP Plug-ins Devices FAULT OPEN CIRCIT (Notifier events)
=565 Notifier Devices FAULT OTHERS (Natifier svents)
= Notifier Panels { Devices FAULT REPEATED ADDRESS (Notifier events)
00 Loops Devices FAILT SHORT CIRCUIT (Notifier events)
= Devices Devices NON FIRE ACTIVE (Noifier events)
|é| ManuslCallPoints Devices OUTPUT SWITCHED ON (Notifier events)
@ Bl ¢ Devices PREALARM (Notifier events)
s Devices WALK TEST MODE (Motifier events)
) Modules
54 Zones < >
PawerSupplies
Cancel
v
< >
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5.1.3. Milestone Smart Client

The plugin also allows us to retrieve the type of sensor parameterized in the fire panel, so that
the icon that is shown in the Map, which gives us the clearest interpretation of the Fire
installation.

AS follow you can see the different icons:

Fire Panel

Loop

PSU

Detector

Manual call point

Module

Bell

Zone

If items were created correctly, configurator user will be able to drag and drop the items (panel,
Manual call points, fire detectors, modules...) in a map into the Milestone Smart Client:

Reproduccién Buscar Gestor de alarma Monitor de sistema

£ | Mapa v

@& € > @ notifiermap

Default group

4 Default view group = Introducir filtro

Demo [ ] - ESGSE- Notifier ID3000 Monitor

. « 3o

New View (1 + 2)

& loop1
& Loop 2
Privadas B ? Loop 1 Addres: 1
Z ® Loop 1 Addres: 2
% Loop 1 Addres: 3

Nueva vista (1 + 4 P)

Acceso répido

[

LY \I &
5 Wy mam
Alarmas : \

Sala de comunicaciones
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Creating a visual scenario to control the operations of Notifier Panel.

Mapa

# < = @ notifiermap

Notifier ID3000

If an alarm is triggered, operator user will see that the source item of the alarm is marked with
a blinky red circle:

*
Sala Multiproposito
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6. Operations
Operator user can send commands to:

a) The central itself
b) Detectors
c) Manual Call points

d) Modules
e) Bells

f) Zones
g) PSU

In the map with the icons, operator has to right click over the icon and the system will show the
available commands for the selected item.

a) The central itself has the follows commands:
e Mute internal buzzer
e System Reset
e Silence Sounders
e Power restart
e Terminate Test
e System in day mode
e System in night mode

% Milestone XProtect Smart Client
Directo Reproduccién Buscar Gestor de alarma
0> Notifier N/ i)
& @ Notifier

- o o

Mostrar alarmas
Confirmar alarmas
Desactivar alarmas

Ignorar estado

Silenciar Zumbador interno
Reset del sistema

Silenciar Sirenas

REd deshabilitada

Test finalizado

Sistema en modo dia
Sistema en modo noche

% Centrar plano aqui

Acercar zoom
Alejar zoom

Ajustar a tamafio estdndar
Alarmas Sinfilto v Eventos Personalzado (fifro aplic]

Inicio =] Hora Mensajd
14:43:29 09/08/2021 Databa:
14:42:49 09/08/2021 Databa:
14:42:49 05/08/2021 Databa!
14:42:49 09/08/2021 Databa:

-19 09/02/20) Dataha

w
] Hora Nivel de priond Nivel de estad¢ Nomt

Detalles de estado
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b) Detectors, manual call points, modules and bells have the following commands:
e Device enabled
e Device disabled
e  Qutput module test activation
e Qutput module test de-activation

% Milestone XProtect Smart Client

Reproduccién Buscar Gestor de alarma

0% Notifier
Y - @ Notifier

Mostrar alarmas
Confirmar alarmas
Desactivar alarmas

Ignorar estado

Equipo HABILITADO
Equipo ANULADO

TEST ACTIVACION Modulo de Salida
TEST DESACTIVACION Modulo Salida

§ Centrar plano aqui

Acercar zoom
Alejar zoom

Ajustar a tamafio estdndar

Nivel de priorid Nivel de estad( Nombre de est Mensaje Inicio

Detalles de estado
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c) Zone:

Each zone has the following commands:

e Enable
e Disable

# Milestone XProtect Smart Client
Reproduccién Buscar Gestor de alarma
0% Notifier v

@ Notifier

&

Mostrar alarmas

Confirmar alarmas

o ManualCallPoint Addres: 1 N % (Deactvacalamma:
Power Supply Addres: 1/ A" A Ignorar estado
Habilita toda la zona
= -t Deshabilita toda la zona
Loop 1 DeviceValue : 49 Addres: 2 . }
<78 Centrar plano aqui
Acercar zoom
Alejar zoom

Ajustar a tamafio estandar

b Inicio

Alarmas ~ Sin filto v Eventos

=l Hora Nivel de priorid Nivel de estad« Nombre de est Mensaje [ Hora Detalles de estado

14:43:29 09/08/2021  Database Deleting Recordings Beforg
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7. Troubleshooting

The Notifier doesn’t receive commands, or it doesn’t send events

o Check the network configuration.

o To confirm that the problem could be the network, connect the Notifier directly
to the PC where the Milestone Event Server is running (the cables of the UTP-5
cable have to be crossed).

e Map in Milestone Smart Client shows crosses instead of the right icon
o Delete the icon and add it again. This can happen when an item in the Milestone
Management Client is deleted and created again.
e There are no alarms
o Checkin the Milestone Management Client that the alarm is related to the right
event.
e There are no events neither any alarms
o Check that serial to ethernet converter is properly configured to start
connection to Milestone and to accept connections from Milestone, to send
data to and from the Notifier.
o Restart the Milestone Event Server and check the network.

e With multiple connections, only one works.
o Verify that each connection is not trying to open the same local port to listen to
incoming messages.
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