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1. Document versions

Version | Date Author | Changes in the version
1.0 10/2019 JCR First version (English)
1.1 11/2019 SDA Initial revision.
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2. Introduction

The purpose of this document is to explain the operation, installation and use of the
software solution called "Nodecom".

This solution consists of a plugin that allows to monitor and interact with 4 digital
inputs/4 digital outputs devices included in the Nodecom® solution, from the user interface and
the working environment of the platform XProtect® of Milestone.

In this way, we add to the power of XProtect® VMS system the capability of monitoring
and interacting with Nodecom®, network cabinets deployed within the CCTV and security
system, making use of its events, alarms and rules system.



http://www.sgse.eu/nodecom/
https://www.milestonesys.com/
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3. Solution architecture
The architecture of the solution is described in the scheme below:

ﬁNdee:om

LEDWHITE
SECURITY LIGHT

TAMPER

Through the Ethernet network, the plugin establishes communication with configured
devices (Nodecom® cabinets).

Once the communication is established, it imports the signal status configuration and
keeps the communication channel open to:

e Send commands to the devices
o Ask the devices for the status of elements (inputs, outputs)
e Receive notifications when the status of inputs/outputs change
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4. Installation

To install the plugin, simply execute with administrator rights the installer
"NodecomLogic_Installer.msi" provided by SGSE. The process is automatic. Throughout the
different screens of the installer, we will only have to accept the End User License Agreement, a
mandatory condition to be able to use the plugin.

ﬁ Nodecom Logic Plugin - X

Welcome to the Nodecom Logic Plugin Setup Wiz.a'rrdm

The installer will guide you through the steps required to install Nodecom Logic Plugin on your
computer.

WARMING: This computer program is protected by copyright law and international freaties.
Unauthonzed duplication ar distribution of this program, or any portion af it, may result in severe civil
ar criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Click “Next >” to start the installation process.

ﬁ Nodecom Logic Plugin - X

License Agreement A m

Flease take a moment to read the license agreement now. Ifyou acceptthe terms below, click "l
Agree”, then "Next”. Otherwise click "Cancel”.

knd-User License Agreement (EULA) of Nodecom Plugin ~

This End-User License Agreement ("EULA") is a legal agreement between you (the "User")
and Soluciones Globales de Seguridad Electrénica (SGSE).

This EULA agreement governs your acquisition and use of our Nodecom Plugin software
("Software") directly from Soluciones Globales de Seguridad Electrdnica (SGSE) or

indirectly through a Soluciones Globales de Seguridad Electrdnica (SGSE) authorized w

(@1 Do Not Agree (Ol Agree

Cancel < Back Mol et >

You will have to read and accept the End User License Agreement in order to proceed
with installation.
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ﬁ Nodecom Logic Plugin - X

Confirm Installation A%\ m

The installer is ready to install Nodecom Logic Plugin on your computer.

Click "Mext" to start the installation.

Click “Next >” to proceed and install the plugin files.

If Windows User Account Control is enabled, you may have to allow the installer to go
ahead with installation.

ﬁ Modecom Logic Plugin — >

Installation Complete YA m

Modecom Logic Plugin has been successfully installed.

Click "Close" to exit.

Please use ‘\Windows Update to check for any critical updates to the NET Framewark.

Once the process is finished, we can click “Close”. The plugin is already installed!
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5. Licensing

The plugin needs a license to run. Each Nodecom® cabinet must be licensed. These
licenses are generated by SGSE. The procedure to obtain the license file corresponding to the
acquired license is described below.

A. Gettinga UID

In order to generate the license, you must provide the corresponding UID. This UID is a
unique identifier to which the license is bound.

To get this code, you have to run XProtect® Management Client after installing the
plugin, and go to the corresponding menu item.

In that screen, when the plugin is not licensed, you will see the corresponding UID.

6 Milestone XProtect Management Client 2019 R2
Archivo Editar Ver Accién Herramientas Ayuda

H2 @en

MNavegacion del sitio - 1

=-§# JCR- (13,

FJ-Q Conceptos bas

~[& Informacién de lic

Informacion del

=[] Servidor

g Servidores de grab

£ %® Dispositi

=B Camar

& Microfon

@ Altavoc

% Metadat

<o Entra

) Sali

=+ Clien o

B9 Grupos de vi Soluciones Globales de Seguridad Electrénica

Matr

- Reglasy eve

Regl

&) Perfiles tempor

~[ Perfiles de nofific

- Eventos definidos por el

- % Eventos de Anal

¥ Eventos genér

=-effl Segurid

~§ Cometid

-~ & Usuarios bés

=@ Panel del sist

-[] Tareas actu

{q_-ﬁ Registros de servi UID License

& _ -?fanr:;m deac Please provide the following UID to SGSE in order to have your license generated
Fuentes de transa [ 1X193A2JRM8E1 17FTNR-10LK4R1 |

" a?sflmcmnes de la trans SroinEi

=¥ Plug-ins de

EE Nocecom L |

License Information

This plugin allows Milestone logic to be incorporated into the communication nodes of the Nodecom (r)
family, receiving the input signals and allowing interaction with the digital outputs presentin the nodes

Please provide this UID to SGSE, and you will get your license file generated.
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B. Applying the license
Please copy the license file into the plugin folder. By default:

C:\Program Files\Milestone\MIPPlugins\NodeCom\

In case you are working with a XProtect® version where you don’t have Management

Client, but Management Application instead, then you will have to copy the license file to the
next folder too:

C:\Program Files (x86)\Milestone\MIPPlugins\NodeCom\

After applying the license, Event Server must be restarted so that changes take effect
and we can use the plugin.

See below the result after applying the license.

Q Milestone XProtect Management Client 2019 R2
Archive Editar Ver Accién Hemamientas Ayuda

HY oen

Navegacién del sitio - 23X
= JCR-(13. . o
%’g cun(cep.us bés 4 milestone | XProtect’
& Informacién de lic

~[f] Informacicén del .
[ Servidor 558 Nodecom Loglc
g} Servidores de grab

-%2 Dispositi
o Camar

License Information

L. Activated: True
& Microfon ~ Temporal license: False
@ Altavoc \ Mumber of Modecoms: 1
¥ Metadat <~ | Valid days: 0
o Entra \ . Created date time: 04/11/2019 15:58:21
- LS
- Sali A
- Clien i -
B3 Grupos de vi Soluciones Globales de Seguridad Electrénica
Matr This plugin allows Milestone logic to be incorporated into the communication nodes of the Nodecom (r)
i amily, receiving the input signals and allowing interaction wi e digital outpuls presentin the nodes.
& :Eglﬁsv eve famil th it Is and all teraction with the digital output tin the nod
[5] Regl

() Perfiles tempor
~[=] Perfiles de notific
| Eventos definidos por el
¥ Evenios de Anal
% Eventos genér
-l Segurid
- Cometid
£ Usuarios bés
-@ Panel del sist

[] Tareas actu
FEL Dictrne An cnni

C. Workstations (only SmartClient)

To generate the UID in a workstation where you don’t have XProtect® Management
Client, you will have to use the SGSE tool, “UID Generator”.

Please, contact SGSE to get this tool.
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6. Configuration

The plugin has been designed to simplify as much as possible its configuration process,
so that the start-up is as simple as possible for the installer.

A. Set up a Nodecom®
To set up a Nodecom® cabinet in Milestone, the procedure is extremely simple.

Select “Add new...”

File Edit View Action Tools Help

H9 oeH

Site Navigation ~ I X ||Nodecoms -~ I INodeoomInformation
i

= DESKTOP-LATAIGN - (13.23) = ﬁ

{11 Basics Add New ... CTRL+N

G Servers
@ Devices
3 Client
[E Rules and Events
@ Security
o System Dashboard
E'] Server Logs
[Be Access Control
[&Qb Transact
& Narms
=5 MIP Plug-ins
365 SGSE - Galaxy Monitor
[=)-86% Modecom Logic
=4 MNedecoms
ng'j\ Outputs
43 Inputs
% TecnodAlarm monitor
%% TRKOverlP

= Refresh F5

After clicking “Add new...”, write the name you want to give to the Nodecom® cabinet
and click “Ok”.

Add Modecom *

s [Ecter a name]

Cancel

Once you have assigned a name to the Nodecom® cabinet to identify it in the system,
you just have to configure the needed parameters to establish the connection between plugin
and Nodecom® cabinet over Ethernet:

e |P address of the Nodecom®’s input/output device.
e Portin which it is listening for incoming connections
e User

e Password

4 Milestone XPratect Management Client 2013 R2 — O

-
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£ Milestone ¥Protect Management Client 2019 R2 - O X
Eile Edit Miew Action Tools Help

H9 oei
Site Navigation + I X liNodecoms + 1 ||Nodecom Information -~ 7
- DESKTOP-LATAIGN - (13.23) =& Nodecoms
{11 Basics 3 Nodecom Name: |Nodecom
G Servers
%‘ Devices

|:.;| Client IP: 192.168.1.45 Port:

[E Rules and Events
E@ Security User: Password:
@ System Dashboard
E'] Server Logs
Eﬂ Access Control
[?; Transact Inputs
& Marms
= MIP Plug-ins [ irpatl [ input2 [ Input3 [ Inputd
865 S(GSE - Galaxy Monitor
=568 Modecom Logic
=& MNedecoms
\gj Outputs Outputs
33 Inputs
5% Tecnollarm menitor O output1 [ Output2 [ Output3 [ Outputd
565 TRKOverlP

Enabled

After saving changes, ( B ) the plugin will automatically create in Milestone the items
corresponding to the digital inputs and the digital outputs of the Nodecom®. These items will be
accessible from the interface of Management Client and available to be used as source of events
and object of actions.

It will be needed to restart Event Server and then the plugin will try to connect
automatically with the Nodecom® cabinet and, if everything is properly configured, it will import
the Nodecom® status (inputs, outputs).

10
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B. Alarms definition
This plugin adds some event definitions to Milestone, corresponding to the events that
the Nodecom® cabinet sends. These events are triggered when an input is opened or closed,

and when an output is activated or deactivated.

Properties -1
MNodecom events
Aam defintion
Enable:
Name: [Nodecom input 1
Instructions:
Input_Close
Input_Open
Trigger .
Output_Activated
Triggering evert: Nodecom events ~ ':' _D .
utput Deactivated
Inpu_Close Pl B
Sources: Nodscom Select ~
] ™[ cetect sources
® Time profle Aways v
Type filter: All ~
©) Event based ele
ele Groups Servers Selected:
{5 Alllnputs: & Modecom
Operator action required = Al Nodoroms
Time: limit: 1 minute bl @-I{] DESKTOP-L4TATQN
Events triggered [ seect =+ Nodecoms _—
=-H Nodecom AL
Other
Related cameas: || sel=t —
Related map: 43 Inputd
Intal alsm prorty Hgh v
Alam category: " Cancel
Events tiagersd by alam: Select

Each event can be defined in Milestone as an alarm. You just have to go to “Alarm
definition” section, within Management Client, create a new alarm whose triggering event is an
event from the “Nodecom Events” group, and define the item(s) from which you want this event
to be considered an alarm.

11
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C. Rules: events

These events can also be used to trigger Milestone rules. Just create a new rule and
select as “Triggering Event” one of the events from those added by the plugin.

The events that plugin adds currently are:

e |nput_Close
e |nput_Open
e Output_Activated
e Qutput_Deactived

Rule Information
Mame:
Description:
Manage Rule — a X
| Name: | New Nodecom Rule L
21T Description: | Select an Event X L
o Active:
Definition: E|"{f Events 1
[#H{zy Hardwars
Select the rul Devices
@w -3¢ External Events
() Perform a =g Recording Servers
i, Other
t- 865 SGSE - RISCO Monitor
Q Analytics Events
= 96% Modecom Logic
SR Nodecom events
L% Input_Close (Nodecom events)
¢ Input_Open (Nodecom events)
A Output_Activated (Nodecom events)
%0 Output_Deactivated (Nodecom events)
Edit the rule d
Perform an ac]
from dewi
Cancs
Help Cancel < Back Next = Finish

12
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D. Rules: actions

With the actions defined by the plugin, Milestone can interact with Nodecom® cabinets
when a defined rule is triggered.

We can define rules to trigger the following actions on Nodecom® cabinets:

e Enable Nodecom <output>
e Disable Nodecom <output>

Rule Information

Name: Manage Rule — O w0
- Name: MNew Rule 002 u
Description: o
— Description: I
Active:
Step 3: Actions
Select actions to perform
) []&rm partially all the partitions of panel <panel= ~ |
Aty Enable Nodecom <output>
e [] Disable Nodecom <output> v
Definition:
Edit the rule description (click an underlined item) E
Perform an action on EMERGENCIA
from Extemal
Enable Modecom output <Nodecom output >
Select Targets >
Targets: Selected:
= Targets et Outputl
EHCT All Outputs
E-C5 Al Outputs on Nedecom
it Output]

4 Remaove

oK Cancel

13
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7. Milestone Smart Client

If the plugin created the items successfully in Milestone, configurator user will able to
drag and drop these items (Nodecom® cabinet, inputs and outputs) to a map in the Smart Client
application:

Playback Sequence Explorer

XProtect € Nuevavista (1x 1)

~ BN @ casa

W Cameras

» LR

% Event

» JCR

Plug-ins

If a Milestone alarm is triggered from an event coming from one of the plugin items,
operator user will see the origin of the alarm with a blinking red circle; also, the icon will change
its state.

# Milestone XProtect Smart Client
Playback Sequence Explorer

< Nue

4 [ Default group

[ Default view group

N Nueva vista (1x 1)

» [ Private
W Cameras

» JCR

% Event

» JCR

#*  MIP Plug-ins

nodecom Side panel

Icon indications for digital inputs and digital output status:

Input Open -
Input Closed -
Output activated o=

Output deactivated /o

14
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A. Operation
Operator users are able to send commands to:

a) Outputs: change the status of the outputs.

In the map with icons in the Smart Client, operator user has to right click over the icon and the
system will show the available commands for the selected item.

The outputs have these commands available:

e Activate
e Deactivate

# Milestone XProtect Smart Client
Playback Sequence Explorer
XProtect € Nuevavista(1x1)

B Views A A D casa

Default group

[ Default view group

I8 Nueva vista (1 x 1)

*  MIP Plug-ins

nodecom Side panel

Nodecom® Logic plugin allows you to monitor and interact with Nodecom®’s signals.
Every action is performed from the SmartClient, which is the standard user interface in
XProtect®.

From SmartClient there are several options to monitor the status of the Nodecom® and
its elements, as well as to interact with them.

B. Event/Alarm viewer
From the standard XProtect® events and alarms viewer, alarms and events coming from
the Nodecom® cabinet can be viewed and managed.

Filtros rapidos Alarmas  Personalizado (filtro aplicada) Borrar filtro Informes 1-100

Nombre de est Mensaje Fuente Etiqueta Propietanc ID

Nuevo Zona - En Alamma ProSYS Plus Zona Z001 78467
3 Nuevo Particion - En Alarma PraSYS Plus Particion P01 78466
3 Nuevo Panel Alarma - Bateria ProSYS Plus Panel ProSYS Plus(192 168 2 199) 78464
2 Nuevo Panel Alarma - Problema Campana ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78465
3 Nuevo Panel Alarma - Linea Telefonica LightSYS Panel Light5'Y5{192 168 2 198) 78463

Y Enespera (0)
Y Cerrado (0)

Senvidores 42:35. 22 8 Nuevo Panel Alarma - Bateria LightSYS Panel LightSYS(192.168.2.198) 78462
3 Nuevo Zona - En Alamma ProSYS Plus Zona Z001 78461

DESKTOP-JMPTHO?
3 Nuevo Particion - En Alarma ProSYS Plus Particion PO1 78460

2 Nuevo Panel Alarma - Bateria ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78458

3 Nuevo Panel Alarma - Problema Campana PraSYS Plus Panel ProSYS Plus(192 168 2 159) 78459

Nuevo Panel Alarma - Linea Telefonica el segundo Panel el segundo(192.168.2.198) 78457

92702 221102018 Nusvo Panel Alarma - Ratena &l seaundn Panel el senundal 192 168 2 1981 TR4RR

15
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C. Maps

The icons corresponding to Nodecom® cabinet, inputs and outputs can be added to a
XProtect® map.

Each icon will show the state of the corresponding element according to the colour
legend referenced above.

# Milestone XProtect Smart Client
Playback Sequence Explorer
XProtect € Nuevavista(1x1)

B Views A [® @ casa

4 R N grot
I8 Nueva vista (1 x 1)

» Private

W Cameras ~

*  MIP Plug-ins

nodecom Side panel

In addition, it will allow to interact with the element from its context menu (secondary
button of the mouse).

Ignore Status

Active

Deactive

Center Map Here
Zoom In

Zoom Out

Zoom to Standard Size

y Home

Status Details

In this way, you can:

e Activate an output
e Deactivate an output

16
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D. WebClient and Milestone Mobile

These interfaces do not support the plugin functionalities, like maps.

However, alarms can be received from these two interfaces, if they have been defined
in the Management Client. Interaction with Nodecom® cabinets can also be performed by
making use of plugin actions and User defined events, that will appear to the user as buttons.

17
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8. Troubleshooting

A. Integrated systems
In case the integration does not work, please confirm the Nodecom® I/O device and its
firmware version to be plugin compatible. Integrated I/O systems are:

e \WISE-4060/LAN
Tested firmware version for each 1/0 device is:
e  WISE-4060/LAN: WISE-4000LAN_vA114B04_UT. 04-12-2018

Compatibility is not granted if a different firmware version is used. Although later firmware
versions should work properly, compatibility with each specific firmware version must be tested.

B. Required equipment

In order to communicate with the Nodecom® cabinet from Milestone, it must be
connected to Ethernet and be accessible from the machine where the XProtect® Event Server is
installed.

C. Other

In case of communication failure, please restart XProtect® Event Server.

D. More info
For more info, please visit plugin online information or contact SGSE in the email address

info@sgse.eu.

18
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