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1. Document versions

Version

Date

Author

Version description

1.0

02/2024

CLL

First version
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2. Introduction

The Intelion Monitor Plugin for XProtect allows you to select pre-defined alarm definitions
in the XProtect Management Client for monitoring. When one of these alarms is triggered,
it exports the video from the associated cameras.

It connects to the Intelion API to choose the destination directories for the video and

generates events associated with export tasks upon initiation, completion, or in case of an
error.

In addition to the video, it generates the corresponding file with metadata associated with
the alarm, such as the time, camera, and alarm details.
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3. Arquitecture

The integration consists of three main elements: the XProtect plugin (Milestone), the video
export service, and the database through which both are coordinated.

The plugin registers alarms to be monitored, video export profiles, and the destination
directory in the database.

The service reads alarm definitions from the database to monitor and listens for new alarms
from XProtect. When an alarm arrives that is within the monitored list, it generates a new
video export task to execute.

Alarm Definitions

Windows Service Database

-

Export tasks
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The Windows service performs three main tasks:
- Listens to triggered alarms in XProtect and generates associated video export tasks.

- Executes export tasks after a pre-configured time interval, allowing XProtect to
complete the video indexing process before the request.

- In case of an error in the export task, there is a process that retries the task up to three
times before marking it as failed.
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The XProtect plugin allows visualization of video export tasks stored in the database through
the Management Client application. Tasks are categorized as follows for filtering:

- Tasks within the waiting period and tasks currently being executed, with real-time
progress updates.

- Successfully completed tasks that finished video file export and generated the
corresponding metadata JSON.

- Erroneous tasks, including a descriptive error message that caused the task to stop and
the number of retries.

Upon completing the video file export process, the integration service will generate a JSON
file as a token with the same name (a GUID) as the AVI or MKV video file.

The JSON file will contain the following metadata to facilitate indexing within the Intelion
system:

"Server": "win-cuhhe8rkebr",
"AlarmDefinitionName": "ARITECH ZONA ARMADA",
"AlarmTime": "2024-02-09T16:25:37.193",

"CameraName": "2 ENTRADA 2 ALMACEN SGSE (192.168.2.236)",
"CameraGroup": "Ronda remota diaria 23H",
"CameraGPSLatitude": 9,

"CameraGPSLongitude": ©

- Server: Name of the XProtect server that generated the video file.

- AlarmDefinitionName: Name of the alarm definition configured in XProtect Management
Client that triggered the alarm.

- AlarmTime: DateTime of the moment when the alarm occurred.

- CameraName: Name of the camera that recorded the exported video.

- CameraGroup: Name of the camera group that recorded the exported video.
- CameraGPSLatitude: Latitude of the camera's position for geolocation.

- CameraGPSLongitude: Longitude of the camera's position for geolocation.
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4. Installation

The installation of the plugin is simple; the configurator needs to execute the
"IntelionMonitorPlugin.msi" file and follow the instructions that appear on the screen.

On the first screen, click "Next >".

73 Intelion Monitor - X
Este es el Asistente para instalacion de Intelion LA
Monitor :

Elinstaladaor le guiard a través de los pasos necesatios para instalar Intelion Manitor en el equipo

Advertencia: este programa esté protegido por las leyes de derechos de autory otros fratados
internacionales. La reproduccion o distibucian ilicitas de este programa. o de cualguier parte del
misma. estd penada por laley con severas sanciones civiles y penales, v serd ohjeto de fodas las
acciones judiciales gue cotrespondan

< Adras Siguiente > Cancelar

On the next screen, it will be possible to modify the installation directory and install the
software for multiple users or the current user.

@

Seleccionar carpeta de instalacién LA

Elinstalador instalaré Intelion Manitor en la siguiente carpeta.

Farainstalarlo en esta carpeta haga clic en "Siguiente”. Para instalarlo en una carpeta distinta haga
clic en "Examinar

Carpeta:

CAPrograrm Files\MilestoneMIPPluginsyintelionbonitor, Examinar.

Espacio en disco
Instalar Intelion Monitor sélo para este usuario o para todos los usuarios de este equipo:

(@) Peratodos los usuarios

(U 36l para este usuario

< Aftds Cancelar
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On the subsequent screen, confirm the installation:

ﬂ& Intelion Monitor

Confirmar instalacién A

Elinstalador esté listo parainstalar Intelion Monitor en el equipo.

Haga clic en "Siguiente” parainiciar la instalacian.

< Afrgs Cancelar

The installer will request administrator permissions. The configurator must accept, and the
installation will continue, displaying a progress bar.

Once the installation process is complete, the wizard will show the following screen:

n@ Intelion Monitor

Instalacion completada |

Intelion Monitor s& ha instalado corectamente

Haga clic en "Cerrar para salir.

Utilice \Windows Update para comprobar cualquier actualizacion imporante de NET Framework

< Atras Cerrar Cancalar

The configurator should click "Close," and the installation process will have concluded
successfully.
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If installed correctly, the Xprotect Management Client will display the following screen:

4 milestone | XProtect®

(® Intelion Monitor

Informacién de la licencia

VIDEOMA

INTELION

by ISID

The Intelion plugin is a Video and Audio analyzer for law enforcement, government & intelligence
agencies and other public or private organizations, that reduces investigation and analysis times to a
fraction of the usual, by automating the tasks of reviewing and documenting video, audio and images
generated in surveillance, recordings or social media analysis operations.

UID para licencia

Por favor, informe este UID a SGSE para que su licencia sea generada
1LORSN1-1LPE1JS-1KDD365-1CBHVPO

Copiar a portapapeles
l' + License

The configurator needs to provide the UID code to SGSE to receive the respective license.
Once the license is installed, the plugin will be available:

4 milestone | XProtect*

Q Intelion Monitor

Informacidn de la licencia

Activated: Ti
VI D Eo MA Tec:::cl)ral [[cr:rfse: False

Number of Elements: 10
Valid days: 0
Fecha de creacion: 16/02/2024 15:32:08

by ISID

The Intelion plugin is a Video and Audio analyzer for law enforcement, government & intelligence
agencies and other public or private organizations, that reduces investigation and analysis times to a
fraction of the usual, by automating the tasks of reviewing and documenting video, audio and images
generated in surveillance, recordings or social media analysis operations.

+ License
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5. Configuration

Configuration in XProtect Management Client

The configurator will navigate to the Plugins section of MIP.

Firstly, the connection to the database and the XProtect server will be configured.

Service Configuration

Connection string

|Data Source=127.0.0.1;Initial Catalog=VideomaDB:Integrated Security=True;
#Protect Server URL

|https:ﬂ|0ca|host |

User

|‘u’ideuma |

Password

R R |

Save

Secondly, the connection to the Intelion API will be configured.

Intelion Configuration []v2
URL

User

Password

Save

V2 should be selected if the Intelion server has Apirest technology.

URL: The address from which data related to the directories assigned to Intelion for sending
information is requested.

User: User credential with sufficient permissions to establish the connection and retrieve
data.

Password: Password assigned to the user with sufficient permissions to establish a
connection and retrieve data.

Next, the export profile will be configured.

There are two formats, the first being MKV, and the second is AVI. When selecting the
desired format, you have the option to incorporate the privacy mask in the export,
previously configured from the XProtect system.
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If you have chosen AVI, you can configure the following parameters: Format, audio codec
frequency, and include an overlaid image.

After making the appropriate selections, you must choose the time you want to retrieve
before and after the alarm trigger. For example, you can retrieve 5 seconds of video before
the alarm and 5 seconds after the alarm.

To finish, select one of the directories where the solution will store the video. At this point,
you can choose one of the directories obtained from Intelion or select a directory from the
server where the application is located (select this option only for testing purposes).

Export format:

@ MKV ) avi

[ ] Include related devices [mtel YLV

Setprivacy mask 8000

Export Selection

Time before alarms: |ﬂ|:|'1|}5 ¢|
Time after alarms: |D|:|=:4}5 S |
Destination folder: CAResult
T
oOR
Select ..

10
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Thirdly, the alarms to be processed will be configured. On the left side, all the alarms enabled
in XProtect will appear, and on the right side, you will input the alarms you wish to process.

Available alarm definitions Monitored alarm definitions

Maotion detected on Warehouse Definicidn de alarma Videoma
Definicién de alarma

>

<<

Once the above points are configured, when an alarm associated with the previously
configured alarm definitions for monitoring occurs, you can visualize the triggered export
tasks, one for each associated camera, in the following list.

Filters
(@ Pending/Running () Completed ) Enor

Id Alarm Camera Alarm Stat AlarmEnd  Status  Message Progress File

Filters will allow you to view the information in a more comfortable and efficient way.

11
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Configuration in XProtect Smart Client

The integration allows for viewing a previously configured web directly in the XProtect Smart
Client.

To do this, go to the configuration section of XProtect Smart Client and navigate to the
"VideomaMonitor" section.

<& Configuracién ~ = =
Aplicacién Dashboard URL
https://sgse.eu/
Paneles
Este valor debe rellenarse con la URL de la web a visualizar. (Por ejemplo: https://sgse.eu/)
Funciones
Linea temporal
Exportar
Buscar
Joystick

Teclado

Control de acceso

BioStar2 Workspace
Avanzados

Idioma

Once the configuration is closed, from the top tab "MonitorVideoma," you can view the
configured web.

% Milestone XProtect Smart Client 21/02/2024 13:46:03 — B

Pl oo

Directo Reproduccion Exportaciones Buscar

Ajustes

©Q 28108 Alcobendas (Madrid) ¢ (+34)910564396 I info@sgse.eu injll £ Mo

INICIO  PLUGINS MILESTONE ~ CONTROL DE ACCESOS ~ NODECOM ~ SOLUCIONES ~ FABRICANTES ~ CONTACTO

AUDIO EN MILESTONE ~ TIENDA

§ Honeywell

. e "' :‘ ﬂ;y DimengiBh\\ y
AN o Galaxy Flex 4 roief 3

weller
ibra

RISC@ Tecn@alarm - . ¢
milestone '
P ARAD QO X & ARITECH

Magellan

Evo /4 S Advanced
Spect N
pectra \VAN DER_BJI:’ - ATS Master

SPC
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XProtect Events

The plugin will also have the following events, which can be used to configure rules.

Seleccionar un evento x

Hardware

Eﬂ%’ Dispositivos

=% Eventos externos

=) Servidores de grabacicn
§. Otro

Intelion Monitor

ExportTaskError (Intelion Monitor)
i E‘ ExportTaskFinished (Intelion Monitor)
- % ExportTaskStarted (Intelion Monitor)
% ServiceError (Intelion Maonitar)
; Ef SernviceRecovered (Intelion Monitar)
@ % Analytics Events

Aceptar Cancelar
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