. SGSE

Soluciones Globales de Seguridad Electronica

GALAXY MONITOR PLUGIN

User guide

User guide for the installation of the Galaxy Monitor Plugin
and interaction with the Galaxy Dimension Series panels into Milestone XProtect
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1. Introduction
The Galaxy Monitor Plugin communicates commands and events to and from the Galaxy

Dimension Series panels.

The Plugin enables the possibility to send commands to the Galaxy panel from the Milestone
Smart Client application. And also, it receives events from the Galaxy panel. User is able to
configure alarms for these events in the Milestone Management Client.

The plugin works with these Galaxy Dimension versions:

e GD-48
e GD-96
e GD-264
e GD-520

For more information, you can click this link.



http://www.sgse.eu/integracion-de-las-centrales-de-intrusion-galaxy-en-milestone/
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2. Architecture

The Plugin and the Galaxy panel communicate using the SIA standard protocol. The Plugin is
able to send commands to the Galaxy, i.e.: set, unset, etc. And it listens for the Galaxy events,
for instance: faults, intrusions, etc. When an event is triggered, the Plugin informs it to
Milestone. Then, due the done configuration, Milestone triggers an alarm and also remarks the
source item of the event in a map.

PLUGIN

Due to this architecture configuration, the panel has to be equipped with an Ethernet module
(E080) in order to communicate with the Plugin.
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3. Installation

The installation of the Plugin is simple, configurator user has to open the delivered file “Galaxy
Monitor Plugin.msi” and follow the wizard. The wizard needs administrators rights; therefore,
the installation will show the User Account Control window; configurator user has to accept it
in order to finish the installation successfully.

When the Milestone Management Client is opened, it will show the UID License:

@ Milestone ¥Protect Managerment Client 2018 R3
File Edit Wiew Action Tools Help

HY oe
Site Mavigation -~ I X
=¥ DESKTOP-A5EMAFC - (123
{1 Basics milestone
O Semvers The Open Platform Comparmy
@ Devices
I Clent 6558 GalaxyMonitor
(& Rules and Events
effl Secuity - License Information
0 System Dashboard A N
E'] Server Logs 4 . !
Eﬂ Access Control
l?_'gb Tranzact
& Alarmns
=@+ MIP Plugdins
=83 itor
Galaxy Panels

bales de Seguridad Electronica

Asecurity system that allows us to provide our facilities a high level of protection requires, at least, two escential
components: To be ahle to detect possible intrusion attempts responding properly to them and provide images
that support and allows us to monitor and hawve graphic proofs of anomalous situations that occurs on an icons
drawing plane

Therefare, the provision of an intrusion system and a CCTY system is basic when it comes to protecting our
facilities.

Thanks to the integration into Milestone of the intrusion panels of Galaxy Dimensions, developed by the SGESER
+0 department, it is now possible to monitor and control both systems from a single graphical user interface,
fully integrated into a single software solution.

UID License

Flease provide the following UID to SGSE in order to have your license generated
16GXDHH-18HFRJC-IMCLCSP-DXGRGY

Copy to Clipboard

Configurator user has to provide it to SGSE and we will provide the license.

Once the license is installed, the Plugin will be available:
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€ Milestone XProtect Managerment Client 2018 R3 - [m] X
File Edit Wiew Action Tools Help

HY o*ef

Site Mavigation -~ B X
=@ DESKTOP-ASBMAFC - (12.32)
{1 Basics m
G Servers The Open Platform Company

[

[ % Devices

& Clent 658 GalaxyMonitor
[

£

[

- Rules and Events
E@ Security

0 Spztem Dashboard
Server Logs

te hccess Control

License Infarmation

Activated: True
Temporal license: False
Murnber of panels: 3

2l Transact Yalid days: 0
BB Alams Created date time: 20-May-19 17:02:02
=g+ MIP Plug-ins

[-56% |G alaryMoriitor Soluciones Globales de Seguridad Electronica

Asecurity system that allows us to provide our facilities a high level of protection requires, at least, tvo essential
components: To be able to detect possible intrusion attempts responding properly to thern and provide images
that support and allows us to monitor and have graphic proofe of anomalous situations that occurs an an icong
drawing plane

Thetefore, the provision of an infrusion system and a GCTY system is basic when it comes to protecting our
facilities

Thanks to the integration into Milestone of the intrusion panels of Galaxy Dimensions, developed by the SGSE R
+D department, itis now possible to monitor and control both systems from a sinale graphical user interface,
fully integrated into a single software solution.
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4. Configuration

Galaxy panel configuration has to match with the Plugin configuration, both configurations
share some parameters that must have the same values.

4.1. Galaxy configuration

4.1.1. Ethernet module
There are some mandatory steps to follow in order to configure the Galaxy panel:

4.1.1.1. Enable the engineer mode

Login with the user pin (the default is 12345) and then press the enter key (“ent”)
Access to the menu 48, option 1, option 1 (menu 48.1.1) and set it to Enabled
(value “1”)

Finally press the escape key (“esc”) four times until it escapes completely from the
menu. And login as engineer immediately: enter the engineer pin (the default is
112233) and then press the enter key.

4.1.1.2. Configure the Galaxy panel IP address

Login as engineer, access the menu 56.4.01.1 and then assign the IP to the Galaxy
panel. The menu options 56.4.01.3 and 56.4.01.4 allow you to assign the gateway
IP and the network mask.

4.1.1.3. Configure the SIA level

Login as engineer, access the menu 56.4.02.1.1, set the value of the SIA level to
“4” After the enter key is pressed, the panel will request to enable or disable all
the events available in the SIA protocol. The Plugin is able to process all of them if
it is needed.

4.1.1.4. Configure the primary IP for alarm report

This is the listening IP where the Plugin receives and process the events.

Login as engineer, access the menu 56.4.02.2.1, set the value to the IP of the
Milestone Event Server. The option 56.4.02.2.2 allows to change the port number
if needed. If it is changed, the same value has to be configurated in the Milestone
Management Client.

4.1.1.5. Account number
Login as engineer, access the menu 56.4.02.4 and assign an account number

4.1.1.6. Enable TCP
Login as engineer, access the menu 56.4.02.8 and set the value to “1=TCP”.

4.1.1.7. Enable the SIA control

This enables the Plugin to send commands to the Galaxy.

Login as engineer, access the menu 56.4.08 and set the value to the IP of the
Milestone Event Server, the port is 10005.

4.1.1.8. Encryption
Login as engineer, access the menu 56.4.09 and set all values to “0=0OFF”
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4.1.1.9. Exit engineer mode

After all configuration is done, configurator user has to exit the engineer mode.
Press “esc” until keypad shows the model and then enter the engineer pin and
press the “esc” key instead of the “ent” key. It is recommended to do a full restart
(unplug power and battery).
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4.2. Milestone configuration

4.2.1. Plugin configuration
If the plugin and the license were successfully installed, configurator user should be
able to create a Galaxy item. Configurator user has to configure:

¢ Name of the Galaxy panel

e Listening port; see step “Configure the primary IP for alarm report” in the
“Ethernet module” section.

e |P address assigned to the Galaxy panel; see step “Configure the Galaxy panel IP
address” in the “Ethernet module” section.

e Client port; see step “Enable the SIA control” in the “Ethernet module” section.

e PIN code. This pin is not the user pin neither the engineer pin, this is for the
protocol communication. We recommend to leave it as is.

e Finally, configurator user has to choose the model of the Galaxy panel. We
recommend to match exactly with the physical Galaxy panel model. After choose
it, the system will load the groups zones and outputs as it shows in the image:

& Milestone ¥Protect Managernent Client 2018 R3 — [m| *
File Edit Wiew Action Tools Help
H9lge
Site Mavigation » B X |[Galasy Panelz » B Y Galaxy Panel Information -
-G DESKTOP-ASBMAFE - (1233] || =™ Galawy Panels
{0 Basics Hame:
0 Servers Enable:
& Davices Port listener | 10002
[0 Client
[E Rules and Everts IP Address:
@ Security Part client:
e Supstemn Dashboard
F] Server Logs PIN Code:
Eﬁ Acoess Control Model: Galaxy GD 520 o
[, Trarsact
‘-!‘ Alarms . Groups: Zones: Outputs:
=@+ MIP Plug-ine — — —
[=1-86% Galaxybdonitor % i; 2 é gg::; - é 13112 .
=+ Galany Panels B 43 (] o3 ] 1013
& Groups B a4 [ o014 & 1014
| Zones [ 45 [ 0ms [ 1021
v Outputs & 46 (7] 0016 [ 1022
& &7 = o7 [ 1023
£ &8 [ o018 [ 1024
4 B1 [Z] 1001 7] 1031
4 B2 [ 1002 [ 1032
£ B3 [ 1003 [ 1033
[ B4 [7] 1004 7] 1034
4 E5 [ 1005 ] 1041
[ B [ 1006 4 1042
= B7 [ 1007 [ 1043
[ B2 v | | 1008 v| | 1044 v
Unszelect all Unselect all Unszelect all

Configurator user can select the items (group, zones and outputs) that he needs.
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After configurator user clicks the save button, the Plugin will create all elements related to the
panel itself, the groups, zones and outputs selected. This process may take several minutes,
depending on the quantity of selected items. Finally, it will show a process end message:

File Edit View Action Tools Help

HY9 eei

Site Mavigation ~ B X

@ Milestone ¥Protect Managerment Client 2018 R3

Galaxy Panelz -

1

(=¥ DESKTOP-ASEMOFC - [12.3a)
{11 Basics
G Servers
&P Devices
3 Client
(B Rules and Events
E@ Security
6 Sypstern Dashboard
F] Server Logs
Eﬂ Access Contral
[ﬂb Transact
B Alams
=g MIP Plug-ins
(=565 (5 alaxybdonitor
=™ Galawy Panels
& Groups
1 Zones
v Outputs

El ™ Galasy Panels
"= GD -520

- [m| X
Galaxy Panel Infarmation -~ 1
Mamie: GD - 520 Save progress
40% - Retrieving existing outputs ~

Enable B0% - Groups unchecked, deleted
Port listemer: 10002 E0% - Zones unchecked, deleted
o stens 70% - Qutputs unchecked, deleted
1P Address: 192162.2.197 80% - Groups checked. saved

s 90% - Zones checked. saved
Port client: 10005 100% - Outputs checked, saved
PIN Code:
Modet Galasy GO 520 - hd
Graups: Zones: Outputs:
[ 41 A [ 0011 A [ 1011 ~
[ &2 [ 0oz [ 1012
[ 43 [ 003 [ 1m3
[ &4 [ 0014 [ 1014
[ 45 [ 0015 [A 1021
[ 48 [ 006 [A 1022
[ &F [ 0m7 [ 1023
[ 48 [ 0me [ 1024
[ B1 [ 1001 [ 1031
[ B2 [ 1002 [ 1032
[ B3 [A] 1002 [ 1032
[ B4 [ 1004 [ 1034
[ BS [ 1005 [ 1041
[ BE [A] 1006 [ 1042
[ B7 [ 1007 [ 1043
[ B8 v [ 1008 v [ 1044 v
Unselect all Unselect all Unselect al
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4.2.2. Milestone alarms
After installation, configurator user will see a new set of events in Milestone. It is a list of all
events that can be triggered from the Galaxy panel through the SIA communication protocol.
Due this flexibility, configurator user can configure an alarm for each event he wants to have

an alarm.

File Edit View Action Tools Help

H2 o=<i

Site Navigation - B X

@ Milestone ¥Protect Management Client 2018 R3

Alarm Definitions

-

a

Properties

E-§@ DESKTOP-ASBMQFC - (12.34)
{1 Basics
G Servers
@ Devices
2 Client
[E Rules and Everts
@ Security
o Systern Dashboard
ﬁ Server Logs
Eﬂ Access Control
[:'% Transact
E- R Alarms
& Alam Definitions
,6 Alarm Data Settings
ﬂ Sound Settings
=3 MIP Plug-ins
=) 865 GalaxyMonitor
=™ Galaxy Panels
2 Groups
| Zones
—» Outpute

- & Alarm Definitions
\_! Galasy zone intrugion

Alarm definition

Enahble:
Narne:

Irestructions:

Trigger

Tiiggering event:

Sources:
Activation period
@ Time profile:

() Event baged:

Operator action required

Tirne limit:
Events triggered:
Other

Related cameras:

Related map:

Events triggered by alam:

-7

|Ga|aky zone intrugion

Galazy Manitor Events ~

Burglay_Alam ~

ACPower A
ACPower_Restoral
ACPower_Trouble
i
Burglary_Byppass
Burglary_Cancel
Burglary_Confirm
Burglary_Restored
Burglary_Test
Burglary_Trouble
Burglary_TroubleRestored
Burglany_Unbypass
Clozing_AutoCloging
Closing_AutomaticClosing
Clozing_Closetiea
Closing_ClosingE <tend
Clozing_ClosingReport
Closing_FalToClase
Clozing_LateToSet
Clozing_LatTaDpen
Clozing_RecentClose
Communication_F ail
Communication_Restoral
Communication_SysBattRest
Communication_SysBattTioub

ExpansionTrouble
Iriitial alarm priarity: F:::,gbaggwss
Alarm categary: F::Z_?:;:Ufal .

Select...

I

10
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4.2.3. Milestone rules
Also, configurator user can use these events to trigger specific rules:

@ Milestane XPratect Management Client 2018 R3

b
File Edit View Action Tools Help

HD gef

[ Matification Prafiles
'Q User-defined Everts
‘E‘ Analytics Events
Generic: Events
@ Security
0 System Dashboard
EI] Server Logs
ED Access Contral
[Eb Transact
& dlarms
=3 MIP Plugins
(=365 Galasyh onitor
== Galasy Panels
& Groups
1 Zones
= Outputs

Site Mavigation > B X IHuIes - f
-G DESKTOP-ASBMOFC - (12.34) I B
L Basics Manage Rule
D Servers
= .
3 EI::ES Mame: Fule fram galaxy event
= [C‘* Rules and Events Description:
fill=s Active:
Time Profiles

Select the rule type you want ta create

() Perfarm an action in a time interval

Edit the rule description [click an underlined ites

Perfarm an action on event
from devices/; di

server/manage

Help Cancel

Select an Event

AN PN N NN N NN NN AN,

(=365 Galasyh onitor
=8

itor Events

Access_Denied [Galary Monitor Events)
Access_DooDropped [Galaxp Monitar Events)
Access_DooiForced [Galawy Monitor Events]
Access_Granted [Galasy Monitor Events)
Access_Lockout [Galasy Monitor Events)
ACPower [Galary Monitor Events)
ACPower_Restoral [Galaxy Monitor Events)
ACPawer_Trouble [Galazy Monitor Events)
Burglay_slarm [Galamy Monitor Events)
Burglary_Buypass [Galasy Monitor Events)
Burglary_Cancel [Galazy Monitor Events)
Burglary_Confirm (Galasy Monitor Events)
Burglary_Restored [Galaxy Monitor Events]
Burglary_Test [Galaxy Monitor Events)
Burglay_Trouble [Galzxy Monitor Events)
Burglary_TroubleRestored [Galasy Monitor Events)
Burglary_Unbypass [Galasy Monitor Eventg]
Closing_AutoClosing [Galasy Monitor Events)
Closing_AutomaticClosing (Galaxy Monitar Events)
Closing_Clasefrea (Galaxy Monitor Events)
Closing_ClosingE stend [Galaxy Monitor Events)
Closing_ClosingReport [Galazy Monitor Events)
Cloging_FailToClose [Galaxy Maonitar Events)
Closing_LateToSet (Galaxy Monitor Events)
Closing_LatToDpen [Galaxy Monitar Events)
Closing_RecentClose [Galasy Monitor Events)
Communication_Fail [Galaxy Monitar Events)
Communication_Restoral [Galaxy Monitar Events]
Communication_SpsBattRest [Galasy Monitor Events]
Communication_SypsBattTroub [Galasy Monitor Events)
ExpansionTrouble [Galaxy Monitor Events)
Fire_alam [Galaxy Mornitor Events|

Fire_Buwpass (Galaxy Monitor Events|
Fire_Restoral [Galaxy Monitar Events]

Fire_Test [Galasy Monitor Events)

Fire_Trouble [Galasy Monitor Events)
Fire_TroubleRest [Galasy Monitor Events]
Fire_Unbypass [Galary Monitar Events]
Galaxy_MotMessages [Galaxp Monitor Events]
Holdup_alarm [Galaxp bonitor Events]
Holdup_Bypass [Galaxye Monitor Events)

-

11
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4.2.4. Milestone Smart Client
If items were created correctly, configurator user will be able to drag and drop the items
(panel, groups, zones and outputs) in a map in the Milestone Smart Client:

& Milestone XProtect Smart Client

Live Playback Sequence Explorer GalaxyMonitor

0% Galaxy: mapa y alarmas v S

A @ Plano-de-departamento-moderno-de-95-m2

-

Galaxy GD520

Alarms  Custom (filter applied) ~ Clear filter

= Time ID Message Source Alarm

12
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If an alarm is triggered, operator user will see that the source item of the alarm is marked with
a blinky red circle:
& Milestone XProtect Smart Client

Live Playback Sequence Explorer GalaxyMonitor

0> Galaxy: mapay alarmas v »

A 3] Plano-de-departamento-moderno-de-95-m2

"

Galaxy GD520

Alarms  Custom (fiter applied) ~ Clear filter

G Time ID Message Source  Alarm Tag
13:26:2121-May-19 3848 Burglary_Alam 1001 Galaxy zone intrusion Galaxy Galaxy GD520 (IP: 192.168.2.197); Event: BA. " INTRUDER HOLA-A1"; Group: 01; Zone: 1001.
13:26:2121-May-19 3849 Burglary_Alarm Al Galaxy Group intrussion Galaxy Galaxy GD520 (IP: 192.168.2.197); Event BA, " INTRUDER HOLA-A1"; Group: 01: Zone: 1001

13
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5. Operations

Operator user can send commands to:

a) The panel itself

b) Groups
c) Zones
d) Outputs

In the map with the icons, operator has to right click over the icon and the system will show
the available commands for the selected item.

a) The panel itself has the follows commands:

o Set

e Unset

e Partial set
e Abort set

e Force set

@ Milestone XProtect Smart Client
Playback Sequence Explorer GalaxyMonitor
[> Galaxy: mapay alarmas v )

& < 4@75‘!anofdaépanamentofmoderno—dgéﬁn“é

Show Alarms

Ignore Status

Set
Unset
Partial set
Abort set
Force set

Update status of zones
Zoom In

Zoom to Standard Size

i Home

Back

Status Details

Alarms  Custom (fiter apphied) v Clear filter

E Time ID Message Source | Alarm Tag
13:26:21 21-May-19 3848 Burglary_Alarm 1001 Galaxy zone intrusion Galaxy Galaxy GD520 (IP: 192.168.2.197); Event: BA, " INTRUDER HOLA-A1; Group: 01; Zone: 1001.
13:26:2121-May-19 3849 Burglary_Alarm Al Galaxy Group intrussion Galaxy Galaxy GD520 (IP: 192.168.2.197); Event: BA, " INTRUDER HOLA-A1"; Group: 01: Zone: 1001.

14
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b) Group:

Each group has the following commands:

o Set

e Unset

e Partial set
e Abort set

e Force set

Milestone XProtect Smart Client

Playback Sequence Explorer GalaxyMonitor

0% Galaxy: mapay alarmas v Y

Show Alarms

Ignore Status

Set

Unset
Partial set
Abort set

R RRRRRRRRRRRRREEEREERLAAADDRDBR Force set
Alarms  Custom (fifter applied) v Clear filter

E Time ID Message Source  Alarm Zoom In
13:26:21 21-May-19 3848 Burglary_Alarm 1001 Galaxy zone intrusion

13:26:21 21-May-19 3849 Burglary_Alarm Al Galaxy Group intrussion Zoom to Standard Size

Home

Back

Status Details

15
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c) Zone:
Each zone has the following commands:

e Omit
e Unomit

@ Milestone XProtect Smart Client
Live Playback Sequence Explorer GalaxyMonitor

0> Galaxy: mapay alarmas v

53] Plano—defdepartamento—modemofdefQSf 2

.

Galaxy GD520 Show Alarms
Ignore Status

Omit zone

Unomit zone

Zoom to Standard Size

¥ Home

Back

Status Details

Alarms  Custom (fiter applied) v Clear filter

E Time D Message Source  Alarm Tag
13:26:21 21-May-19 3848 Burglary_Alarm 1001 Galaxy zone intrusion Galaxy Galaxy GD520 (IP: 192.168.2.197); Event BA, " INTRUDER HOLA-A1; Group: 01; Zone: 1001.
13:26:2121-May-19 3849 Burglary_Alarm Al Galaxy Group intrussion Galaxy Galaxy GD520 (IP: 192.168.2.197); Event BA, " INTRUDER HOLA-A1"; Group: 01: Zone: 1001.

16
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d) Outputs:
Each output has the following commands:

e On
o Off

& Milestone XProtect Smart Client
Live Playback Sequence Explorer GalaxyMonitor
0% Galaxy: mapa y alarmas v )

& < 7@7@3no—daépartamento—modemofdeiéisfimzi

Galaxy GD520

Show Alarms.

Ignore Status

On
Off

L @ ZoomIn
Alams  Cus

= Time Zoom to Standard Size Source  Alarm Tag

132621 H 1001 Galaxy zone intrusion Galaxy Galaxy GD520 (IP: 192.168.2.197): Event BA, " INTRUDER HOLA-A1"; Group: 01: Zone: 1001.
A Home

13:26:21 < Al Galaxy Group intrussion Galaxy Galaxy GD520 (IP: 192.168.2.197); Event BA, " INTRUDER HOLA-A1"; Group: 01: Zone: 1001
Back

Status Details

Every certain configured time period and if there are no events, the process running in the
event server sends an event informing that there are no messages. This confirms that the
process is running normally and it is highly possible that the Galaxy panel have connection
problems.

17
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6. Troubleshooting

The Galaxy doesn’t receive commands or it doesn’t send events

Check the network configuration.

To confirm that the problem could be the network, connect the Galaxy directly to the
PC where the Milestone Event Server is running (the cables of the UTP-5 cable have to
be crossed).

Map in Milestone Smart Client shows crosses instead of the right icon

Delete the icon and add it again. This happens when an item in the Milestone
Management Client is deleted and created again.

There are no alarms

Check in the Milestone Management Client that the alarm is related to the right event.
There are no events neither alarms

Check that configurator user exited correctly from the engineer mode. Configurator
user can also reset from the keypad (menu 51.17.1.1) or can for the reset unplugging
power and battery.

Restart the Milestone Event Server and check the network.

18




