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1. Document versions

Version
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2. Introduction

The purpose of this document is to explain the installation, operation and use of the
Milestone plugin LPR Extended.

This plugin, making use of the license plate readings made by the Milestone LPR Add-
on, and therefore without the need to add an additional third-party license plate reading
system/server, adds new advanced features related to LPR:

v" Vebhicle gauge control.

v' Exceeded stay time alerts.

v’ Lists with temporary license plates.
v" Automatic daily LPR reports.

The plugin enables the possibility to define virtual enclosures based on entrance and
exit cameras, monitoring their occupation from Smart Client and receiving occupation related
events in Milestone.

Email notifications can also be sent when a vehicle leaving an enclosure has exceeded
the stay time established for that enclosure.

Additionally, the plugin enables the possibility to have temporary records in the
Milestone license plates lists, allowing the operator to add a license plate to a list with an
expiration date, and automatically deleting the license plate when the entered date has passed.

Finally, the plugin can automatically generate a daily CSV report with all the license
plates that the system has read.

This way, we can have an informative tool on the vehicle occupation of a certain
enclosure, a control on the vehicles that stay inside that enclosure longer than allowed, valid
license plates with expiration date and daily reports of the license plates read by our Milestone
LPR.
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3. Architecture

The system is made up of several parts:

e Milestone license plate readings.

e Enclosure management.

e Exceeded stay time alerts and reports.
e Temporary license plate lists.

e Daily LPR reports.

Informe
email Listas de
matriculas

tiempo
excedido PLUGIN

7 SGSE

Informe
diario
lecturas
LPR
7

AFORO DE v
- VEHICULOS EN
EL RECINTO

SALIDAS

Milestone license plate readings

The LPR Extended plugin does not read license plates but feeds on the information that
Milestone provides through its automatic license plate recognition module (LPR Add-on).

Therefore, everything related to license plate reading, configuration, parameterization,
etc., depends on the Milestone LPR module and must be dealt with from its own
configuration. For more information, see the Milestone manual.

Through the management of enclosures, each camera may be assigned to the entrance
or exit of an enclosure. The same camera may be interpreted as an exit from one enclosure and
an entrance to another, but a single camera can never be configured as the entrance and the
exit of the same enclosure.

Enclosures management
The plugin allows to define and manage enclosures. Each enclosure is defined by the
following properties:

e Enclosure name.
e Maximum capacity.
e Pre-alarm threshold (percentage).
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o The list of cameras that are entrances to the enclosure.
e The list of cameras that are exits from the enclosure.
e  Maximum stay time allowed.

Exceeded stay time alerts and reports

When a vehicle leaves an enclosure, the time that it has remained in the enclosure will
be calculated, checking the time that the same vehicle entered the enclosure. To do so, the
plugin searches the last time that any of the entrance cameras has registered the same license
plate that has just been read by the exit camera.

If the stay time is longer than the configured one, then a Milestone event will be raised
and a report with the images of the entrance and exit moments will be sent by email.

It is necessary to bear in mind that LPR systems, despite their great efficiency, are not
infallible and depend largely on multiple factors, such as environmental factors, the installation
of the camera or the configuration of the license plate recognition tool, therefore that abnormal
situations could arise. For example, a vehicle could enter an enclosure and the entrance camera
may not read its license plate, or it may read it wrongly (for example, license plate 1234JBH
might be read as 1234JBM). In this case, when the exit camera will read it, the plugin will not be
able to correctly calculate the stay time since, either there is no entry reading, or the last entry
reading is from another day, reporting a stay time greater than real.

It is the customer's responsibility to verify the information generated by the system in
cases of anomaly.

Temporary license plates lists

Using the custom fields of Milestone lists, we can set one of the fields as the due date
of the register and tell the plugin which lists have temporary license plates and which field
contains the due date. The date format must be:

DD/MM/YYYY

The plugin will periodically check the selected lists and automatically delete the records
where the value of the field containing the due date is before the current day.

This feature is very useful to create temporary white lists, where we can grant access to
some license plates until a certain date.

Daily LPR reports

We can configure the plugin to send daily reports with the Milestone LPR readings in
CSV format. We can select what time the report will be generated and automatically sent by
email, according to configuration.
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4. |nstallation

To install the plugin, simply run with administrator permissions the "SGSE Extended LPR
Plugin Installer.msi" installer provided by SGSE. The process is automatic. Through the different

screens of the installer, we will only have to accept the End User License Agreement, a necessary
condition to be able to use the plugin.

1 Extended LPR Plugin — ¥

Este es el Asistente para instalacién de Extend

ed
LPR Plugin < m

Elinztalador le guiara a través de los pazos necesanos para instalar Extended LPR Plugin en el
equipo.

Advertencia; este programa esta protegido por laz leves de derechos de autor y obros tratados
internacionales. La reproduccion o distribucion ilicitaz de este programa, o de cualquier parte del
rigmo, estd penada par la ley con zeveras sanciones civiles y penales, v zera objeta de tadas laz
acciones judiciales que cormezpondan.

¢ Alrasz Cancelar

Click "Next>" to begin the installation process.
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15 Extended LPR Plugin — X

Contrato de licencia i,

Dedigue unoz instantes a leer el Contrato de licencia incluido en el programa. Si acepta las
condiciones, haga clic en “Acepta” v luego en "Siguiente”. De lo contrario, haga clic en "Cancelar.

End-User License Agreement (EULA) of "Extended LPR" Plugin -"*

This End-User License Agreement ("ELULA") is a legal agreement between you
{the "User") and Solucicnes Globales de Seguridad Electronica [SGSE).

This EULA agreement governs your acquisition and use of our "Extended LPR"
Plugin sofoware |"Software") directly from Soluciones Globales de Seguridad
Electranica (SGSE) or indirectly through a Soluciones Globales de Seguridad

L
(O Mo acepto @ gepto
Siguiente » Cancelar
Please read and accept the End User License Agreement to install the plugin.
1 Extended LPR Plugin — X

Confirmar instalacién 7\

Elinstalador esta listo para instalar Extended LPR Plugin en el equipo.

Haga clic en "Siguiente” para iniciar la instalacidn.

< Atraz Cancelar

Click "Next>" to continue and install the plugin files.
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If Windows User Account Control is enabled, allow the installer to continue with the
installation.

Control de cuentas de usuario ot

;Quieres permitir que esta aplicacion de un
anunciante desconocido haga cambios en el
dispositivo?

DATFS_202012\LPR Extended\Main\SGSE
Extended LPR Installer\Release\SGSE
ExtendedLPR Plugin Installer.msi

Editor: Desconocideo
Crigen del archivo: Unidad de disco duro en este equipo

Mostrar mas detalles

Si MNo

17 Extended LPR Plugin — >

Instalacion completada AT m

Esterded LPR Plugin ge ha instalado comectamente.

Haga clic en "Cernar'' para salir.

Jtilice "Windows I pdate para comprobar cualguier actualizacion importante de MET Framewaork.

¢ Alrdz Cancelar

Once the process is finished, you can click " Close ". The plugin is already installed.
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5. Licensing

The plugin needs a license to run. For each pair of cameras to be used it will be necessary
to purchase a license. These licenses are generated by SGSE. The procedure to obtain the license
file corresponding to the purchased license is described below.

A. Getthe UID

To have your license file generated, you will have to provide SGSE the corresponding
UID. This UID is a unique identifier to which the license is bound.

To get this code, run XProtect® Management Client after installing the plugin and
navigate to the plugin option in the left side tree menu (MIP Plugins > Extended LPR).

This screen will show the corresponding UID when the plugin is not licensed.

<& Milestone XProtect Management Client 2020 R2 - m} X

Archivo Editar Ver Accién Herramientas Ayuda

H9 oe
Navegacion del sitio v B X
& §» DESKTOP-IU7RLL2 - (20.22)
& {J] Conceptos bisicos
@] Servidores
%2 Dispositivos
@ £ Cliente SGSE LPR Extendido
& Reglas y eventos
£33 d;ﬂ Seguridad
) @) Panel del sistema
I Registros de servidores
[Ee Control de acceso
& £, Transact
& & Alarmas
= ¢ Plug-ins de MIP

R LPR Extendido

4 milestone | XProtect®

License Inft

Soluciones Globales de Seguridad Electronica

| Define recintos y itoriza su ion leyendo las i de los vehi que entrany salen, |
dispara alarmas cuando el aforo se completa o cuando se alcanza un umbral definido. Controla también el
tiempo que los vehiculos permenecen en el recinto, y envia un informe por correo electrénico con los datos
del vehiculo que ha excedido el tiempo de permanencia.

Seleccione Ias listas que contienen matriculas temporales, y especifique el nombre del campo que contiene
lafecha de validez.
Por favor, asegurese de que el formato de fecha en Ias listas es el correcto: dd/mm/aaaa

o 10U6Z5U- 1 W-1164BYS-YHG2CW |

PleaseM following UID to SGSE in order to have your license d
\ [rovezsu-Jw-164BYs-YrG2cwW| |

Copy to Clipboard

Please provide this UID to SGSE so they can generate your license.

B. Applying the license
Copy the license file “Licencia.lic” in the plugin directory. By default:

C:\Program Files\Milestone\MIPPlugins\ExtendedLPR\

Once the license is applied, it is necessary to restart the Event Server for the changes to
take effect and you can user the plugin.

10
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The Management Client interface will show the license information:

& Milestone XProtect Management Client 2020 R2 — O *
Archivo Editar Ver Accion Herramientas Ayuda

HY9 oemn

Navegacion del sitio -
(=@ DESKTOP-IUTRLLZ - (20.23) . ®
O B toeon s @ milestone | XProtect®
D Servidores
Q Dispositivos

3 Cliente SGSE LPR Extendido

@ Reglas y eventos
t-:@ Seguridad

@ Panel del sistema License Information
4= Registros de servidores Activada: True
~[Fs Control de acceso Licencia temporal: False
i1, Transact Nimero de pares de camaras: 3
Dias de validez: 0
B Alarmas Alerta tiempo permanencia: True
=} Plug-ins de MIP Crealed date time: 16/12/2020 17:17:18
ER o7 i

Soluciones Globales de Seguridad Electronica

Define recintos y monitoriza su ocupacién leyendo las matriculas de los vehiculos que entran y salen,
dispara alarmas cuando el aforo se completa o cuando se alcanza un umbral definide. Controla también el
tiempae que los vehiculos permenecen en el recinte, y envia un informe por correo electrénico con los datos
del vehiculo que ha excedide el iempo de permanencia.

Seleccione |as listas que contienen matriculas temporales, y especifique el nombre del campo que contiene
lafecha de validez
Por favor, aseglrese de que el formato de fecha en las listas es el correcto: ddimm/faaaa

C. Client workstations (only SmartClient)

To obtain the UID on a machine where the XProtect ® Management Client configuration
application is not installed and only the Smart Client is available, it will be necessary to use the
SGSE “UID Generator” tool.

Contact SGSE technical support to obtain this tool.

11
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6. Configuration

The solution is based on several elements, interrelated but independent. For the correct
global operation of the solution, each of them requires to be configured:

Milestone license plate reading (LPR add-on).
Enclosures management.

Exceeded stay time alerts and reports.
Temporary license plates lists.

Daily LPR reports.

Milestone license plate reading (LPR add-on)

The license plate reading module is essential. This module obtains the information that
the solution associates to entrances and exits, and without this information is not possible to
carry out the occupancy control nor calculate stay time.

For this reason, it is necessary to install and configure this module following the
indications given by Milestone to optimize the license plate detection and reading process.

Please, refer to the Milestone manual to set up the license plate reading system.

Enclosures management

The plugin allows you to manage enclosures. Each enclosure requires a name to be
identified in the system, and a series of configuration parameters, that can be set from the
Management Client:

Maximum capacity

Pre-alarm threshold

Maximum stay time

List of cameras that are entrances to the enclosure
List of cameras that are exits from the enclosure

12
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Recintos = | Informacidn de Recinto ~ 7
=] & Recintos
[3] el Nombre: |Recimo 1 Estancia maxima permitida: 0 5| dias 0 [5{ horas |1 5 minutos
Aforo maximo
Umbral de alerta 75 '

Camaras de entrada

Grupos Seleccionado:

LTJ DESKTOP-IU7RLL2 o Mi AZ (192.168.1.45) - Camara 1

Adiadir

Quitar

Camaras de salida:

Grupos Seleccionado:

LTJ DESKTOP-UTRLLZ 3? Camara Demo 1(127.0.0.1) - First camera

Adiadir

Quitar

Parameters and their meaning are explained in the table below:

Parameter Description

Max. Gauge It is the maximum number of vehicles allowed inside the
enclosure. When this value is reached, an event is triggered in
Milestone: Max occupation reached.

Alert threshold (%) It sets the occupancy percentage that is considered “high
occupancy” and close to the maximum capacity. When this
threshold is overcome, an evento is triggered in Milestone: Alert
threshold reached.

Max. Stay time allowed: = Maximum time to be spent inside the enclosure. If a time higher
than 0, the time that vehicles stay inside the enclosure will be
calculated when they leave it, and a notification will be sent if it
exceeds this parameter (see reports configuration).

Incoming cameras List of cameras that represent entrances to the enclosure. When
a camera on this list reads a license plate the occupancy of the
enclosure is increased by one.

Outgoing cameras List of cameras that represent exits from the enclosure. When a
camera on this list reads a license plate the occupancy of the
enclosure is decreased by one.
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Exceeded stay time alerts and reports

When a vehicle exceeds the residence time of an enclosure, the plugin can send a PDF
report with the images by email, using the SMTP protocol. To do this, it is necessary to have a
mail server with SMTP support and configure the parameters for sending LPR reports

In the Management Client, go to Tools > Options > LPR Reports.

There you will find two tabs, one to configure the email server, and another one to
customize email.

In the first tab, “Report settings”, you can configure:

The address of the mail server to send emails using SMTP.

The SMTP port of the mail server.

The account (user and password) that will be used to authenticate in the mail server
to send emails.

If the server uses SSL or not.

Options

Eventos de Analytics  Panel de usuaric  Alarmas y eventes  Eventos genéricos  Informes de LPR £ >

Configuracidn de informes ~ Composicién de comeo

Servidor comeo

Servidar SMTP: |srr|tp.mai|.cu:|m Puerta SMTP:

Cuenta remitente: |cu:urrtro|tiem|:ucu@cu:urreu:u.cu:um |

Contrasefia: | ............ |

Usar 55L []

The plugin will send emails making use of the configured mail server.
In the next tab, “Mail composition”, you can define:

e The recipients of the email (to, CC, and BCC)
e The subject of the email.
e The body of the email.

14
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Options

Eventos de Analytics  Panel de usuario  Alarmas y eventos  Eventos genéricos  Informes de LPR

Corfiguracién de informes ~ Compasicion de comeo

Composicion de comeo

Para: CC: CCO:

Anadir Eliminar Anadir Elirinar Anadir

Eliminar

destinatario @comeo .com

Asunto:  |Prueba de informe de tiempo excedido [COMNFIGURABLE]
Cuerpo:  |En el archive adjunto se encuentra la informacion de un vehiculo que ha excedido el tiempo
configurado en el recinto... [COMFIGLIRABLE]
Loyuda Aceptar

Cancelar

Temporary license plates lists

To configure temporary lists, the first thing needed is a license plates list. Each list
containing temporary license plates must define one of the 5 available custom fields to hold the

expiration date of the license plate.

To do so, select the list and click “Custom fields...”. In the configuration window, define
the fields and use one to contain the validity date. Take note of the name of that field, as you

will need it later on.

[Navegacion del sitio ~ B ¥ |Listas de placas de matricula.. » R JInformacién de Listas de placas de matricula que coinciden
-G DESKTOP-IU7RLLZ - (20.23) B/ Listas de placas de matricula Informacion de Iz lista

{11 Conceptos basicos . Lista blanca temporal Mombre:

BG Servidores 5 Lista con temporalidad Lista blanca temporal

Eﬁ] Servidores de grabacidn @l Matriculas no enumerada

+

-

Campos personalizados. ..

Matriculag

: Servidores LPR B Modificar los campes personalizades...

X

° Panel del sistema
{F'] Registros de servidores
- Eﬁ Control de acceso

{ﬂb Transact

B Mlarmas

B
% Camaras LPR i LIEBEI_'
Listas de placas de matricula que coinciden | | [Marca Afadir
WP Dispositivos ; Color e
;:E‘ Cliente Nimerg Va\idez{
‘B Reglas y eventos Borrar
] Seguridad Arriba

=g Plug-ins de MIP
Aceptar | |

Cancelar

[E-56% LPR Extendido

o o

(dir
=

frar

15
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Once the list contains a field to hold the validity date of the record, when you register
new license plates you will have to fill that field with the date until which the license plate will
be kept in the list. The date format must be:

DD/MM/YYYY
Wavegacién del sitio + 0 x ||Listas de placas de matricula.. » 3 ||Informacion de Listas de placas de matricula que coinciden -~ 1
=l DESKTOP-IUTRLLZ - (20.2a) = Listas de placas de matricula | Informacion de la lista
{13 Conceptos basicos Lista blanca temperal Nombre:
&0 Servidores o] Listocon temporaiided (11t ioncs temporl
@ Servidores de grabacién Matriculas no enumerada
= Servidores LPR B Afadir placas de matricula - m} X
Camaras LPR
Listas de placas de matricula que coinciden Nimera de registro Marca Color Validez
&P Dispositivos S| 15/01/2021
I Cliente L
Reglas v eventos .
E@ Seguridad =
e Panel del sistema E
E'] Registros de servidores
!F;ﬂ Control de acceso
[ﬁ Transact E
& Alarmas | Aceptar | | Cancelar ‘
= #F Plug-ins de MIP
Lo eeee DD oo T T

The next step is to tell the plugin which lists contain temporary license plates and which
field contains the due date.

Go to the option “Temporary lists”, select the lists that contain temporary license plates
and write the name of the field that contains the date.

Configuracion de li.. » 1 JInformacidn de Matriculas temporales -

= tg"g Listas temporales
tg; Configuracién

Nombre: |C0rrfiguraci6n

Parfavaor, marque a continuacian |as listas en las que hay matriculas
temporales, y especifique el nombre del campo en el que se encuentra la fecha

de validez.

Temp Lista Campo con la fecha de validez
1 Unlisted license plate
Lista con temporalidad Validez

Habiltado

Saving changes starts a process that will periodically check the selected lists, and
automatically remove the records which due date is previous to the current day.

Automatic daily LPR reports

To send daily reports of LPR readings it is necessary to configure the parameters of the
mail server and the recipients of the email containing the report (see Exceeded stay time alerts
and reports).

16
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In addition, we can configure the time at which we want the process to start every day,
and if the data included in the report are from the current day (until the time the process starts)
or from the previous day.

Generacion de informes

Hora para generar el infforme diario: 1734 5
Generar el informe con datos del: (@ dia actual
() dia anterior

Habiltar informes diarios

You can select if you want the report to be generated and sent, by checking or
unchecking the checkbox “Enable daily reports”.

Events
The plugin adds new events to Milestone, under the group “LPR Gauge Events”, that can
be used to define both rules or alarms in Milestone:

e Max occupation reached.
e Max occupation restored.
e Max stay time exceeded.
o Alert threshold reached.
o Alert threshold restored.

[=-86% LPR Control de aforo v tiempo
= % Eventos de aforo LPR

¥

Eventos de aforo LPR e

1+ Aforo maximo alcanzado (Eventos de aforo LPR)
T S — ﬁ' Aforo maximo restablecido (Eventos de aforo LPR)
Aforo maximo restablecido Q‘ Tiempo de estancia superado (Eventos de aforo LPR)
Tiempo de estancia superado ﬁ' |Umbral prealarma alcanzado (Eventos de aforo LFR)

ng:::: EE:::%: iitaanbﬁzzﬁa Q‘ IUmbral prealarma restablecido (Eventos de aforo LPR)

17
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/. Operation

The plugin operates automatically once you have configured it. The operator will be able
to monitor the status of enclosures from the Smart Client, thanks to the module the plugin
includes.

Visualization in Smart Client
To see the status of an enclosure, you just have to simply drag the component
“Enclosure gauge” and drop it into a tile of the Smart Client view.

Alarmas

7

-, DESKTOP-IUTRLL2
ﬂ Aforo de un recinto

[ = .
Carrusel

—

The status of the enclosure is shown thorugh the next interface:
Control de aforo:  Rednto 1

Aforo actual;

6 Nivel de ccupacién: a0

Aforo maximo: 10

When the control is in the tile, you must specify which enclosure this control will show
the information from. To do so, select the user control and in the left side bar select the desired
enclosure:

18
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XProtect € | Nuevavista(1+1+2)(2)

Control de aforo:  Recinto 1

Aforo actual:

6

Seleccione recinto:
Recinto 1

Recinto 1 Aforo méximao:
Atoro Maximo:

Umbral alarma (%)
Aforo actual:

Guardar

This way, you can view quickly the occupancy of an enclosure while watching maps,
cameras, alarms, etc...

26172020 135643

L Céemara de entrads

Camora da solida

Nivel e prons Nivel de estach Nombee do ext Menaze Fuerss

1BUSSENR | 1 Nomro B serdor ot DESKTORAUTRLLZ

Enclosures status modification
If the Smart Client user has the permissions to edit settings, they can change the
enclosure settings from the Smart Client interface.

From this interface, you can:

e  Modify the maximum capacity of the enclosure.
e  Modify the alert threshold.
e Update manually the current occupancy of the enclosure.

19
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€ | Nuevavista(1+1+2)(2)

Control de aforo:  Recinto 1

Aforo actual:

6 Nivel de ccupacidn: 60%

Recinto 1

Aforo maximo: 10
Aforo Maximo:

Umbral alarma [%):

Aforo actual:

Guardar

After updating the values, click “Save” button to save changes in the system.

Register a temporary license plate

From Management Client
To register license plates in a list configured as a temporary list, the procedure is the
standard way to register license plates in the Milestone lists.

You only need to remember to insert the date with the format DD/MM/YYYY in the
appropriate field.

You can register license plates:

v' Manually.
v" A batch import from a CSV file.

To register a license plate manually, see the configuration section Temporary license
plates lists.

To import a CSV file with the license plates, be sure that the format of the file lines fits

u.n

the list fields, separated by a semicolon “;”.

From the el Smart Client

A temporary license plate is registered from the Smart Client the same way you register
a normal license plate into a Milestone list. From the Smart Client we have the same options
than we have from Management Client. To access to the list management section, go to the
“LPR” workspace and click the upper right button “License plate match lists”.
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== Milestone X(Protect Smart Client 22/12/2020 140752 — O
Directo Reproduccién Buscar Gestor de alarma I* -9 9

tas de placas de matricula que coinciden |

o 14:07:07 Las cajas de unién estén ocultas porque los metadatos no estan sincronizados con el video, o porque su ordenador no estd sincronizado con el reloj del servidor. Intent.

B UNIVIEW IPC

Ulimas 12 horas +  Todos los médulos de pai. Todas las cAmaras LPR *  Todas las listas de placas.. +

Informe LPR

Numero de registro Pais Hora Camara LPR Lista de coincidencias

0300CVF N UNIVIEW IPC6222ER-X30P- [ [No en Ia lista]
E

AXTOT1 13:36: UNIVIEW IPC622: 30P- [No en la lista]

1407 4
N

<3

[No en la lista] =

14:07:18
martes, 22 de diciembre de 2020

In the “License plate match lists” window, select the list from the dropdown and select
to register a single license plate manually or to import a batch CSV file. Just ensure that the file
line format fits into the fields defined in the list.

© Listas de placas de matricula que coinciden — m} X

Lista blanca temporal
Buscar (¥

Nimero de registro Marca Color Validez Afadir...
1234BCD SEAT BLANCO 15/01/2021

Importar...

Exportacion...

Filas por pagina: | 50
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8. Troubleshooting

License plate reading
The license plate Reading is performed by the Milestone LPR add-on. If the system does
not read license plates properly, please check Milestone LPR module configuration.

Email
If you do not receive the email, check configuration of the SMTP server parameters.

Image retrieva

If pictures are not properly captured for the records, please check that the cameras are
continuously being recorded, or at least ensure that the systems is recording cameras when the
vehicles enter and leave the enclosure.

Occupancy level not updated
Check that you have selected an enclosure to show the information from.

The information of read license plates is not reported immediately, so the plugin cannot
update the occupancy until the LPR event is not processed and registered in Milestone. Please
wait some second for the information to be updated in Milestone.

Logs
The plugin logs information in the following folders:

C:\ProgramData\SGSE\ExtendedLPR\
C:\ProgramData\SGSE\ImageRetriever\

If the plugin is configured to log into Milestone (config file), it adds log traces into the
Milestone MIP logs. These logs are located in the path:

C:\ProgramData\Milestone\XProtect Event Server\logs\MIPLogs\

More information
For more information, please contact SGSE through the email sat@sgse.eu.
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