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1. Milestone VMS—AnyVision: Integration Overview 01


1.1. [bookmark: _Toc10041575]About this Integration Guide
[bookmark: _Hlk9336090]This guide describes the steps for integrating the various components making up the VMS environment. VMS stands for Video Management System. A VMS is a security camera component that collects video from cameras and various devices. A VMS records and stores video to storage devices, and provides an interface for viewing live video, while providing access to recorded video. 
VMS integration ensures that the AnyVision Server, VMS Gateway computer, and Milestone XProtect® video management software are installed, configured, and able to communicate with one another. Once these components are integrated and configured, AnyVision can detect faces, enabling Milestone XProtect to issue alarms, generate events, and monitor security.  
See Figure 1 in section ‎2.3, Architecture, for a high-level visualization of the above components. 
[image: ]
	
	IMPORTANT

	
	This document illustrates and explains the full procedure for a fresh installation of video management system, end-to-end. If your VMS has already been configured, fully or partially, some of the procedures, steps, or parameter definitions might not be applicable.  




1.2. [bookmark: _Toc10041576]Purpose and Scope 
This guide describes how to install the VMS Gateway and Milestone XProtect video management software and configure the AnyVision Server to communicate with third-party video cameras. Here is a brief summary of what you’ll find in the sections that follow.
[bookmark: _Toc10041617]Table 1. Section Summary
	Section ‎2, About the VMS Gateway
	Describes the capabilities, components, and architecture of AnyVision’s VMS Gateway, and prerequisite steps to ensure a smooth integration process  

	Section ‎3, VMS Integration
	Provides a workflow walking you through the end-to-end VMS integration process

	Section ‎3.2, Gateway and Management Setup
	Describes Gateway and video management software installation, ensuring database connectivity, and configuring the VMS Gateway

	Section ‎3.3, Connect Cameras: Server Configuration
	Describes how to configure AnyVision server, including server’s settings, camera selection, and general settings 

	Section ‎3.4, Define MIPs, Verify Image Display
	Describes how to troubleshoot MIP drivers and ensure live image display in the third-party video management system  



1.3. [bookmark: _Toc10041577]Concepts, Terms, and Abbreviations
Familiarity with the terms, concepts, and abbreviations appearing below could prove useful in helping ease the process of performing integration of AnyVision Server, VMS Gateway, and third-party video management products.  
[bookmark: _Toc10041618]Table 2. Concepts, Terms, and Abbreviations
	Term, Concept, or Abbreviation
	Meaning

	ANV
	AnyVision

	API
	Application Programming Interface

	BT
	Better Tomorrow. AnyVision's tactical application for detecting, recognizing, and obtaining real-time alerts about POIs 

	GW
	Gateway

	MIP
	Milestone Integration Platform

	POI
	Person of Interest

	RTSP
	Real Time Streaming Protocol

	SDK
	Software Development Kit

	V2C
	Vendor to Customer

	VMS
	Video Management System


[bookmark: _Toc534208584] 
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[bookmark: _Hlk9336188]This section introduces the VMS Gateway in detail, describing its: 
· Capabilities (see section ‎2.1);. 
· Components (see section ‎2.2); 
· Architecture (see section ‎2.3); 
· System Requirements (see section ‎2.4).  
Taking care to ensure all the items above are in place, from the outset, can best ensure a smooth integration process. 
2. [bookmark: _Toc8590543][bookmark: _Toc8591265][bookmark: _Toc8596697][bookmark: _Toc8603288][bookmark: _Toc8649057][bookmark: _Toc8649267][bookmark: _Toc8729733][bookmark: _Toc8730389][bookmark: _Toc8740031][bookmark: _Toc8740652][bookmark: _Toc8741073][bookmark: _Toc9008839][bookmark: _Toc9154646][bookmark: _Toc9881256][bookmark: _Toc9881312][bookmark: _Toc9953445][bookmark: _Toc9958369][bookmark: _Toc10041579][bookmark: _Ref8598199]
2.1. [bookmark: _Toc10041580][bookmark: _Ref10100535]Capabilities
[bookmark: _Hlk9336278]AnyVision VMS Gateway features the following capabilities: 
· Imports a list of cameras from the video management software; the BT dashboard displays these devices for selection. 
· Obtains camera names from the VMS, enabling integration engineers and security personnel to identify particular devices in the third-party video management software. 
· Takes live video from a selected camera, enabling, for example, triggering of video playbacks. 
· Sends events and alerts to the VMS, for instance, facial alarms. 
· Furthermore, by requesting video start and end times, AnyVision VMS Gateway performs forensic functions by transferring offline video from the VMS to AnyVision servers. 
2.2. [bookmark: _Toc10041581][bookmark: _Ref8598268]Components 
[bookmark: _Hlk9336368]The key components operating in the VMS Gateway environment are the following: 
· AnyVision Server, running on Ubuntu version 18.04 (BT version 1.20 or later); 
· VMS Gateway, running on Windows 10 Professional and Enterprise editions (English only); 
· Milestone XProtect, video management software. 
2.3. [bookmark: _Ref8598275][bookmark: _Toc10041582]Architecture 
Figure 1 below depicts AnyVision VMS Gateway's architecture, and the exchange of data between the system's components. 
[image: ]
[bookmark: _Toc10041635][bookmark: figref_sysarch]Figure 1. AnyVision VMS Gateway. System Architecture 
The following describes the process flow depicted above. Numbers relate to the steps indicated in the flow. 
1. AnyVision’s Server contacts, via port 9995 and AnyVision API, AnyVision VMS Gateway, with a request for a list of cameras. 
2. AnyVision VMS Gateway, via port 80 and 3rd party API, passes that request along to Milestone XProtect. 
3. Milestone XProtect, through the inverse pathway, returns the camera list to the AnyVision VMS Gateway. 
4. The AnyVision VMS Gateway passes that camera list to the AnyVision Server. 
5. When an unknown face is detected, the AnyVision Server declares an event and informs the AnyVision VMS Gateway. The information contained in this event is based on data received from cameras and 3rd party security management software,
6. The AnyVision VMS Gateway passes POI alert information to Milestone XProtect. 
Note that the VMS Gateway is a service provided by AnyVision. Ordinarily, VMS Gateway runs on the VMS computer. However, there are situations where a third-party might choose to deploy the VMS Gateway on a separate, dedicated machine. 
2.4. [bookmark: _Toc10041583][bookmark: _Ref8598280][bookmark: _Ref8600071]System Requirements  
Table 3, below, covers prerequisites, software, applications, and configuration that must be in place for AnyVision VMS Gateway to install, launch, and function together with Milestone XProtect. These include the following component categories: 
· AnyVision 
· Client hardware and infrastructure 
· Client software and VMS
Before getting started with the VMS integration, be sure these requirements, as well as the proper versions, are in place. 
[bookmark: _Toc10041619][bookmark: tblref_sysreq]Table 3. System Requirements
	Category
	Component/
Prerequisite 
	Versions
	Remarks

	AnyVision
	Microsoft Visual C++ installation
	2010 Redistribution Package (x86)
	· Essential for installation of the VMS GW service! 
· The GW can be installed on the VMS computer, or on a dedicated machine.  
· The installation pack is available by Internet download. 

	
	BT Dashboard 
	1.20+
	Access available via AnyVision Support. 

	
	Milestone VMS GW installation file:
VMSGateway.Setup
	Milestone  1.7.8+
	Access available via AnyVision Support.  

	
	Ubuntu
	18.02
	

	Client Hardware and Infrastructure 
	Cameras
	Various, depending on manufacturer. 
	· All cameras deployed in the system must connect directly to the VMS, not from behind a VPN or via an alternative means of connection.
· All cameras in the VMS environment must have an identical username and password. 

	Client Software and VMS
	VMS
	2017 R3
	· The correct OS and SDK versions are essential for installing, configuring, and operating Milestone XProtect software in a VMS GW environment. 
· Make certain that proper versions are installed. 
· Other versions might not work for Milestone VMS!

	
	MIP SDK installation
	2017
	

	
	Milestone license
	Contact software vendor
	

	
	ONVIF Bridges
	2017
	

	
	Windows
	Win10 OS PRO, English only
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1. [bookmark: _Toc8730395][bookmark: _Toc8740037][bookmark: _Toc8740658][bookmark: _Toc8741079][bookmark: _Toc9008845][bookmark: _Toc9154652][bookmark: _Toc9881262][bookmark: _Toc9881318][bookmark: _Toc9953451][bookmark: _Toc9958375][bookmark: _Toc8730396][bookmark: _Toc8740038][bookmark: _Toc8740659][bookmark: _Toc8741080][bookmark: _Toc9008846][bookmark: _Toc9154653][bookmark: _Toc9881263][bookmark: _Toc9881319][bookmark: _Toc9953452][bookmark: _Toc9958376][bookmark: _Toc9959333][bookmark: _Toc10041585]
2. [bookmark: _Toc9959334][bookmark: _Toc10041586]
3. [bookmark: _Toc8730397][bookmark: _Toc8740039][bookmark: _Toc8740660][bookmark: _Toc8741081][bookmark: _Toc9008847][bookmark: _Toc9154654][bookmark: _Toc9881264][bookmark: _Toc9881320][bookmark: _Toc9953453][bookmark: _Toc9958377][bookmark: _Toc9959335][bookmark: _Toc10041587]
3. [bookmark: _Toc9958378][bookmark: _Toc10041588][bookmark: _Ref8740921]
3.1. [bookmark: _Toc10041589]Process Flow
What follows in Figure 2, below, illustrates at an abstract level the activities a security integration engineer performs when setting up AnyVision’s VMS Gateway environment.
[image: ]
[bookmark: _Toc10041636][bookmark: img_processFlow]Figure 2. Process Flow

3.2. [bookmark: _Toc8591273][bookmark: _Toc8596706][bookmark: _Toc8603297][bookmark: _Toc8649066][bookmark: _Toc8649276][bookmark: _Toc8729739][bookmark: _Toc8730399][bookmark: _Toc8740041][bookmark: _Toc8740662][bookmark: _Toc8741083][bookmark: _Toc9008849][bookmark: _Toc9154656][bookmark: _Toc9881266][bookmark: _Toc9881322][bookmark: _Toc9953455][bookmark: _Ref8594388][bookmark: _Ref8633938][bookmark: _Ref8979557][bookmark: chName_GWandMgtSetup][bookmark: _Ref8979925][bookmark: _Toc10041590][bookmark: _Ref535403088][bookmark: _Ref535406719][bookmark: _Ref535406950]Gateway and Management Setup
Setting up the VMS Gateway and security management software entails the following activities: 
· [bookmark: _Hlk8598520]Installing the VMS Gateway (see section ‎3.2.1); 
· Installing security management software (see section ‎3.2.2);
· Configuring the VMS driver (see section ‎3.2.3).
3.2.1. [bookmark: _Ref8598555][bookmark: _Toc10041591]Installing the VMS Gateway
This sub-section explains how to install and set up the AnyVision VMS Gateway Service. 
To install the gateway service: 
1. Obtain access to the AnyVision VMS Gateway installation file by contacting your AnyVision Support representative. Request the executable (EXE) file. 
2. Run the file VMSGateway.Setup.exe.

This step requires Administrator permissions. To gain access, go to Services, right-click on VMS Gateway; then, in the popup menu, choose Administrator. 

[image: ]
[bookmark: _Toc10041637]Figure 3. VMS Gateway. Installation Screen
The VMS Gateway installation opening screen is displayed.
Note: If MongoDB is already installed on the VMS Gateway computer, then remove selection from the MongoDB checkbox. 
3. Click Install. 
4. In both of the setup screens that follow, click Next.  
5. Once installation has completed successfully, in Windows, open Services. Access this facility by clicking the Windows button, scrolling down the Start menu, and selecting Windows Administrative Tools > Services. 
[image: ]
[bookmark: _Toc10041638]Figure 4. Windows Services. VMS Gateway (with Status as Running)
Note: The above step requires administrator permissions. To gain access, right-click on VMS Gateway; in the popup menu, choose Run as Administrator.  
6. [bookmark: _Hlk10115836]Check whether a VMS Gateway service is running. If the service is not running, then start it by right-clicking, and in the popup menu, choosing Start.  
7. Check to see whether MongoDB service is running. Perform this step by running the following URL in your browser: 127.0.0.1:27017. 
[image: ]
[bookmark: _Toc10041639]Figure 5. MongoDB Confirmation
8. Confirm that the following expression is displayed in the browser: 

"It looks like you are trying to access MongoDB over HTTP on the native driver port."
9. Verify that the firewall is inbound, and that Outbound Rules for port 9995 is open. 

Note: The method for performing this test differs between devices. 
3.2.2. [bookmark: _Ref8598562][bookmark: _Toc10041592]Installing Security Management Software 
This sub-section explains how to install and set up Milestone XProtect video management software, and how to ensure it integrates with AnyVision BT. This involves: 
· Configuring video (see section ‎3.2.2.1);
· Creating an ONVIF Bridge User (see section ‎3.2.2.2); 
· Configuring metadata (see section ‎3.2.2.3); 
· Assigning metadata ports (see section ‎3.2.2.4). 
3.2.2.1. [bookmark: _Ref9877970]Video Configuration
This sub-section explains how, in the Milestone XProtect Management client, to add video cameras. 
To add video cameras: 
1. In the Milestone XProtect Management client, open the recording server contextual menu. 
2. Click Add Hardware. 

[image: ]
[bookmark: _Toc10041640]Figure 6. Contextual Menu. Add Hardware
3. For each camera you wish to add, fill out the relevant information in the appropriate fields in the Properties pane.

[image: ]
[bookmark: _Toc10041641]Figure 7. Management Client. Properties
Once you have added the cameras, the next stage is to add metadata sources. This enables detection overlays in surveillance images, and allows receiving events from AnyVision BT. 
3.2.2.2. [bookmark: _Ref9877976]Creating an ONVIF Bridge User
Setting up ONVIF Bridges is part of installing Milestone XProtect. 
To install and set up Milestone XProtect: 
1. Run installations for the following programs: 
· MIPSDK; 
· ONVIF BRIDGES. 
Note: The installation process differs among various devices. 
2. [bookmark: _Ref9155442]In the Management Client application, create a new ONVIF Bridges user. 
a. In the Site Navigation pane, select ONVIF Bridges. 

[image: ]
[bookmark: _Toc10041642]Figure 8. VMS Gateway Configuration. Site Navigation
b. In the ONVIF Bridge Information pane, fill in the following user information; then, click Add User. 
· Username = Admin;
· Password = 1234.
[image: ]
[bookmark: _Toc10041643][bookmark: figref_onvifbridges]Figure 9. VMS Gateway Configuration. ONVIF Bridges
Note: If you wish to modify the above values, be sure to do so in the VMS Gateway configuration file. 
3.2.2.3. [bookmark: _Ref9880502][bookmark: _Ref9877985]Configuring Metadata
For each camera operating in the Milestone XProtect ecosystem, metadata configuration adds and initializes metadata hardware. Before performing this procedure, make sure the AnyVision Gateway hosting service is running. 
Note: Only after all the cameras have been added can you configure the metadata. 
To configure metadata: 
1. Launch the Milestone XProtect Management client. 
2. Make sure the AnyVision Gateway hosting service is running. 

[image: ]
[bookmark: _Toc10041644]Figure 10. Management Client. Recording Servers
3. In Site Navigation, right-click Recording Servers and choose Add Hardware. 

[image: ]
[bookmark: _Toc10041645]Figure 11. VMS Gateway Configuration. Adding Hardware
4. In the Add Hardware wizard, select Manual; click Next.  
5. Add a user with the following credentials (use the MIP password): 
· User = admin; 
· Password = 1234. 
[image: ]
[bookmark: _Toc10041646]Figure 12. Add User. Set Credentials  
6. Click Next. 
7. For the various camera hardware devices, select drivers. In the drivers list, select the MIP Driver (only). 

[image: ]
[bookmark: _Toc10041647]Figure 13. Camera Hardware. Select Device Drivers  
8. Click Next. 
9. For the various hardware devices, associate the relevant IP address and port 52123; click Next. 

[image: ]
[bookmark: _Toc10041648]Figure 14. Hardware Devices. Associate IP Addresses  
10. Select all relevant metadata ports (one per camera); click Next. 

[image: ]
[bookmark: _Toc10041649]Figure 15. Hardware Devices. Associate Metadata Ports  
11. Assign the metadata devices to a group; click Finish. 

[image: ]
[bookmark: _Toc10041650]Figure 16. Hardware Devices. Assign Devices to Groups
When the wizard has completed, you then need to assign a metadata port to a camera, as a one-to-one relationship. 
3.2.2.4. [bookmark: _Ref9877989]Assigning Metadata Ports
Once you have configured the system’s camera metadata, go ahead and assign metadata ports to cameras. 
To configure metadata: 
1. Return to Site Navigation and create a new camera group; add to that group the camera(s) you defined above (see section ‎3.2.2.3, above). 
2. In Management Client Application, add hardware metadata (with user = admin, password = 1234). 

[image: ]
[bookmark: _Toc10041651]Figure 17. Metadata Definitions
3. [bookmark: _Ref9880920]Click the Client button; under Related Metadata, declare metadata definitions for the various cameras. 

[image: ]
[bookmark: _Toc10041652]Figure 18. Assign Metadata to Cameras
4. [bookmark: _Ref9880926]Add Metadata 1 and assign it to Camera 1; click OK.

For each camera, repeat steps ‎3 and ‎4, above. 
5. To request service, use the camera’s unique identifier, for instance:
Camera 1 = Grundig GCI-K3505B (10.0.0.68). 
6. Start the smart client and choose the relevant camera. In setup mode, verify that bonding boxes are enabled, and that the new metadata device is present in the “Bounding Box” Providers list. 

[image: ]
[bookmark: _Toc10041653]Figure 19. “Bounding Box” Providers List
Assuming all the above steps in this section have been performed successfully, the Milestone XProtect client will display all the cameras tracked by AnyVision BT. These include detection bounding boxes and generated events. 
Once the security management software is installed, continue to the next section to ensure connection with the VMS Gateway driver. 
3.2.3. [bookmark: _Ref9337318][bookmark: _Toc10041593]Configuring the VMS Driver
With connectivity now established, you can go ahead and verify communication. This segment of the Gateway configuration involves editing the VMS driver's .dll file. 
To configure the VMS driver: 
1. Once the VMS Gateway has been installed, go to the C:\Program Files (x86)\VMS\VMS.Gateway\Plugins directory, and open the VMS.Driver.Milestone.dll.config file. 
2. Using a text editor, define the following parameters, as follows: 
a) Username = take the value for this credential from the VMS. 
b) Password = take the value for this credential from the VMS. 
c) IP Address = the network location of the computer on which the VMS is running. 
d) Username ONVIF = the camera’s username: onvif. 
e) Password ONVIF = the camera’s password: onvif. 
3. Restart the VMS service by opening Windows > Services; then close the service and restart it. Alternatively, you could perform this step by simply restarting the computer. 

3.3. [bookmark: chName_ServerConfiguration][bookmark: _Toc10041594]Connect Cameras: Server Configuration
There are key two steps involved in configuring the AnyVision VMS Server to work with Milestone video devices: 
· Defining Server Settings and Selecting Cameras (see ‎3.3.1);
· Defining General Settings (see ‎3.3.2).
You configure the AnyVision Server using the settings window. 
3.3.1. [bookmark: _Toc7905265][bookmark: _Ref10040283][bookmark: _Toc10041595]Defining Server Settings and Selecting Cameras
The procedure below explains how to configure Server settings and select cameras. 
To configure Server settings and select cameras: 
1. Click the Configuration ([image: ]) icon to open the Settings window. 
[image: ]
[bookmark: _Toc10041654]Figure 20. AnyVision Configuration. Settings
2. Toward the top of the screen, click the VMS Setting tab. 

The Gateway IP is an internal interface that communicates with the SDKs of third-party VMSes.
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[bookmark: _Toc10041655]Figure 21. AnyVision. VMS Settings
3. In the Gateway IP field, enter the IP address of the Gateway. 
4. Click Check Gateway to ensure connectivity. 
5. In Driver Name, open the menu and select the name of the driver to which you would like to connect. In this case, choose Milestone. 
6. In VMS IP, specify the IP address of the VMS Gateway. 
7. In the remaining fields, enter the VMS' Username and Password.
8. To connect with the VMS using the values you specified, click Connect. 

A list of cameras associated with the selected VMS is displayed. 
[image: ]
[bookmark: _Toc10041656]Figure 22. Select Camera Names
9. For each camera you wish to add to your system, select the corresponding checkbox and click Import Cameras. 
10. Select the Camera Group and Pipe. 

[image: ]
[bookmark: _Toc10041657]Figure 23. Import Cameras

11. Click Import. 
3.3.2. [bookmark: _Toc7905266][bookmark: _Ref10040292][bookmark: _Toc10041596]Defining General Settings
The procedure that follows describes how to define the Server’s general parameter settings. 
To define general settings:
1. Toward the top of the AnyVision Settings screen, click the General Settings tab. 
2. [bookmark: _GoBack]Review the settings of the recently added cameras by selecting a camera and clicking its corresponding Edit button. 

[image: ]
[bookmark: _Toc10041658]Figure 24. Create a Camera Group
Your system is now ready to detect faces and, when appropriate, generate alarms to notify security monitors regarding persons of interest!


3.4. [bookmark: chName_SendingEvents][bookmark: _Toc10041597]Define MIPs, Verify Image Display
This section explains how to troubleshoot potential issues stemming from incorrectly defined MIP drivers. The correct MIP drivers and settings are necessary in order for the VMS Gateway to communicate with an external system. Once MIP support is in place, you can verify image display and begin managing alarms with Milestone XProtect. The following topics are covered: 
· Troubleshooting MIP drivers (see section ‎3.4.1);
· Managing alarms (see section ‎3.4.2); 
3.4.1. [bookmark: _Ref9337336][bookmark: _Toc10041598]Troubleshooting MIP Drivers
Sending events externally from Milestone XProtect requires VMS support of the MIP driver being utilized. MIP support is necessary in order to enable the camera to display an image. 
To adjust MIP driver settings: 
1. After defining the MIP driver, in the Milestone XProtect Management Client, go to the navigation pane. 
[image: ]

[bookmark: _Toc10041659]Figure 25. Management Client. Navigation Pane

2. Choose Servers > Recording Servers. 

[image: ]
[bookmark: _Toc10041660]Figure 26. Management Client. Recording Servers 
3. Under Recording Servers, expand the MIP Driver menu and choose a relevant server. 

[image: ]
[bookmark: _Toc10041661]Figure 27. Management Client. MIP Driver Menu
4. Under Properties, click Settings; in Metadata Bounding Box > Settings > Valid Time, specify 1. 

The RTSP is obtained by the SDK. 
 
3.4.2. [bookmark: _Ref8599167][bookmark: _Toc10041599]Managing Alarms
Once the VMS and Gateway configurations are in place, communication confirmed, and MIP drivers updated, you can begin managing alarms. 
To manage alarms: 
In Milestone XProtect, select the Live panel and verify display of a live image. 
[image: ]
[bookmark: _Toc10041662]Figure 28. Milestone XProtect. Live Panel
Refer to Milestone documentation or instructions on monitoring live system activity, managing alarms, and playing back incidents. 






[bookmark: _Toc10041600]Index
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